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ABSTRACT

Many Internet application provide the PKI(public key infrastructure)-based service to provide authentication and
message integrity. Several researchers proposed PKl-based p2p network framework. However, in the real world, the
use of PKI is not suitable for peer to peer network, because the peer-to-peer network is an open and dynamic network.
Moreover, currently there is no nation - to-nation interoperable certificate. In this paper, we designed reliable p2p file
sharing application without public key infrastructure. To do this we propose reliable public key distribution mechanism
to distribute public key safely without PKI infrastructure for two-tier super-peer architecture. In our system, each peer
generates and distributes its public/private key pairs, and the public key is securely distributed without PKI. The proposed
mechanism is safe against MITM attack. This mechanism can be applied various P2P applications such as file sharing,
IPTV, distributed resource sharing and so on

Keywords - P2P security, MITM, Public key distribution, PKI, self-certificate
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