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ABSTRACT

In this paper we show that the full-round SCO-1[12] is vulnerable to the related-key differential attack. The attack
on the full-round SCO-1 requires 2% related-key chosen ciphertexts and 2°** full-round SCO-1 decryptions. This work

is the first known attack on SCO-1.
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I . Introduction

Recently, several DDP (Data Dependent Permutation)
-based ciphers have been proposed for hardware
implementations with low cost, e.g., SPECTR-H64[3],
CIKS-family (CIKS-1[13} and CIKS-128[1]), and the
Cobra-family (Cobra-S128[2], Cobra-F64a[2], Cobra-
F64b[2], Cobra-H64[16] and Cobra-H128[16]). Since
all of them use a very simple key schedule in order

to have no time consuming key preprocessing, they
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are suitable for the applications of many networks
requiring high speed encryption in the case of
frequent change of keys. However, most of them have
been cryptanalyzed due to a linearity of DDP and
simply designed key scheduling algorithms[5-11]. As
a counter proposal for eliminating a linearity of DDP
and improving the security of DDP-based ciphers, the
new DDP-like DDO (Data Dependent Operation) that
arbitrarily change the weight of the transformed binary
vectors, called COS (Controlled Operational Substi-
tution), has been developed and the COS-based cipher
SCO-1[12] has been proposed. It is a 64-bit block
cipher with a 128-bit key and the number of 8
rounds, which can overcome the problem of the weak
keys and homogeneity of the encryption transfor-
mation while the simple key schedule is used.
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(Table 1) Result of our attack on SCO-1

Number of Attacked Rounds Data Time
(Total Rounds) Complexity | Complexity
8 (8) 2" RK-CC| 2%

RK-CC: Related-Key Chosen Ciphertexts
Time: Decryption units

In this paper, however, we show that the related-
key differential attack can be applied to devise a key
recovery attack on the full-round SCO-1. This attack
requires 2*' related-key chosen ciphertexts and 2'2*%
full-round SCO-1 decryptions. This work is the first
known cryptanalytic result on SCO-1. [Table 1]
summarizes our attack with its complexities.

This paper is organized as follows; In Section 2, we
briefly describe SCO-1 and its structural properties. In
Section 3, we present a related-key differential attack

on SCO-1. Finally, we conclude in Section 4.

I. Description of SCO-1

In this section, we introduce SCO-1 and its
structural properties. The following notations are used
throughout the paper. A bit index will be numbered
from left to right, starting with bit 1. If P=(p,,p,
--,p,) then p, is the most significant bit and p, is the

least significant bit.

* ¢, .. a binary string in which the i-th and j-th

i

bits are one and the others are zeroes, e.g.,
e, 5 =(1,0,1,--,0).

* @: Bitwise-XOR operation.

« : addition modulo 2*%

+ H: subtraction modulo 2%

* > right cyclic rotation.
2.1 COS-Boxes

In this subsection, we introduce COS-boxes which
are one of the major components of SCO-1. For
e€{0,1}, a COS-box F) (X, V) taking a n-bit input

vector X outputs a n-bit value Y controlled by a m

+++¢+¢v+ Shevbied v
F(G) | F(m ;

%12 812
fiinl !
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(Fig. 1) (@) Fy, (D) Fy, (©)FS,, (dFY,,
(F) Fifes

(e) Fdhs.

-bit controlling vector V. As shown in [Fig. 1], it is
constructed by combining the elementary building
block 7,, which is defined as F,,(z,z,v)=(z,
(v®1) B, T, B, (v®1)). That is, (y;,1,) = (z,,%,®z,)
for v=0 and (y,,3,) =(z,z,) for v=1.

Fg(12 containing three active layers is used as a
main building block which induces the six-layer box
Fihs. Because of their symmetric structure, the
mutual inverses of £ and £ differ only in the
distribution of controlling bits over F,,, e.g., 3(‘2))96
(-, V)and Fl(-,
V=(V,V,V;) and V'=

V') are mutual inverses when
(V,, V,, V). Note that the

permutational involution 7, is performed as follows;

I, =(1)(2,9)(3,17)(4,25)(5)(6,13)(7,21)(8,29)
(10)(11,18)(12,26)(14)(15,22)(16,30)(19)
(20,27)(23)(24,31)(28)(32).

2.2 Description of SCO-1

SCO-1 is a 64-bit block cipher with a 128-bit key
Q=(Q, @, @, @,) and the number of 8 rounds. It is
composed of the round function Crypt'®, the initial
transformation (IT) and the final transformation (FT),

where e=0 and e=1 denotes encryption and
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(Fig. 2) The round encryption-function Cryot® of SCO-1

decryption modes, respectively. The following is the
8-round encryption procedure of SCO-1 (e=0). In
the decryption mode, P, K, ¢ and 7" are just

replaced with ¢, KV, G and 7'V, respectively.

1. A 64-bit input block P is divided into two
subblocks P, and 7.

2. (A4, B)—(P,Py).

3. Perform the initial transformation : A= A® G
and B= Ba T,

4. For r=11t0 7 do:
. (A,B}e&ypt(O)(A,RKf“), o, Tf‘))), where

K9 G and 7' are the r-th round keys;

*+ Swap data subblocks : (A B)y(B A);

(
P

The COS-boxes =1,2,3,4) are constructed by
using the 7, as depicted in [Fig. 1]. We denote that

f\ ¥
Fro = i) dp‘;z%

P, = F2% . For the controlling

32 ;96
value ¢, P%%,, (z,,2,) taking two 32-bit input values
z, and =z, outputs two 32-bit values y, and y, as
Pl (@z,) = (¢ (z, ®ay) Dayp€ (2, Ba, ) Bu,). That is
(g p,) = (z,z,) for ¢ =0 and (y,y)= (2,2} for
e =1.

The extension box FE used to form the controlling
is described by [Table 2], W=

{w,,wy, wy,) and V={(V,, V-, V;) are input and

vector where
output vectors of £, respectively. The second-type
extension box E' is defined as E' (W) = E(W<1),
SCO-1 uses a simple keyschedule. A 128-bit secret
key @ is divided into four 32-bit blocks,
Q= (0,0, G @,) and then subkeys Q(1=<i<4) are

ie.,
directly used in Orypt'®). [Table 3] presents the
specification of switching bits (e;.e,€56,¢") and
round subkeys of SCO-1.

2.3 Properties of SCO-1

In this subsection, we describe some properties for

Fite which allow to construct a related-key

differential characteristic of SCO-1.

Property 1. Let Pr, ,(AY/AX,AV) be a probability
to have the output difference AY of F,

21’

when the input difference is AX and the

5. (4B)—Cypt" (A BK‘“ Z{U\) difference at the controlling input is AV.

6. Perform the final transformatzon {4, B)— Then we have the followings;
(4069 55 1);

7. (G, Cp)e—(A, B); (1) Pry,,((0,0)/(0,0),0)=1.

8. Return the ciphertext block C=(C,.C,). @) Pr(z,,((0,1)/(0,1),0) = Pr,, ,((1,0)/(0,1),0) =27".

(Table 2} The extension box E

¥ Wy wy wy W,y g Wy Wy Wy Wy Wy Wy Wy Wy Wig Wig wyy

Vs Wy Wi Wi Wiy @y Wy Wy Ws Wiy Wi Ws Wie Ws We Wy Wy

vy W3 Wiy Wis Wig W We Wy Wy Wy wy wy Ws ) e Wy Wyp

vy Wa Wy Wy Wy W Wap Way W Wy Wy Wy Wag Wiy Wiy g W

v Wy Wy Wy Was Wiy Wy Wy Wory Way Way Ws Wag W Way Wy Wos

Ve Wyy Way Woy Woy Wy Wy g Wy Wy Uy Wy [ Wy Wy iy Wy
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[Table 3) The specification of switching bits and round subkeys of SCO-1

Round e=0/1 e=0 e=1

r K G 7o e €, eg €4 e e eq eg e, e
IT Qz Ql
1 & (o3 @y 1 0 1 0 0 0 ] 1 1
2 @ Q Q 0 1 1 1 1 1 1 1 1 0
3 @ Q4 o 0 0 0 0 0 0 0 1 0 1
4 Q Q, Qs 1 0 1 1 0 0 0 0 1 0
5 @ Q4 Q 1 1 1 0 1 0 1 0 0 1
6 @ [ Q 1 0 0 0 0 1 0 1 0 1
7 “A Qy Q 0 1 0 1 1 1 1 0 1 0
8 & @ Q@ 1 1 0 0 1 0 0 0 0 1
FT & Q

AY =ey, Case | Case Il

00 00 ooox:oo 60 00 0|

i s 0 ¢ . ¢ A 0
0&##$¢¢+$#+&&+# YY V¥ VY ¥vY

(0) () ()] :

o F;K;IE 178112 ‘F;s;tz f

o £

St w— = =

T v = = =

0 By

) (D (1 -

¢ F 8:12 Fx;m F;;;xz =

0 Fy

T TV YV YT IV VY VY YV VY YT OYY VY
0 o0 00 9 006 00 00 01 00 60 00 01
AY =¢y,

[Flg 3] Pr(w%)(632/63270)=2_5

B Pr(,,((0,1)/(1,0),0) =Pr(,, 1 ((1,1)/(1,0),0) =271, (2) Pr g (e50/€35,0) =Pr (eg9/€39:0) =275,
@ Pr(5,((1,0)/(1,1),0) =Prz, ) (1,1)/(1,1),0) =271 () Pr g, (0/0, Bleg, ) = Pr g, (0/0, Elegy)) =277,
(5) Py, (AY/AX,1)=2"" for any AX and AY. where Eleg,) =(0,0,0,e,0,€5,€;5).

@) Pr 0, (0/0,E’(e,)) =Pr E%)(O/O,E' (ez)) =275,
The above properties are also extended into the where B’ (e5) = (e5,€19:€4,0,0,0).

following properties. (5) Pr ) (0/eqy, Flegy)) =278,

Property 2. Pr,o(AY/AX,AV) be a probability to
have the output difference AY, when COS

{F8)hs Fiihs ], the input difference is

Here, we focus on the proof of Property 2-(2)
Pr i (€30/€52,0) =27°. As shown in [Fig. 3], there

; (0)
AX and the difference at the controlling are two cases that the output difference AY of Fj;4,

input is AV. Then we have the is ey, with the input difference AX=e;, and the

followings; controlling input difference AV=0. In [Fig. 3], bold
lines mean an active difference. Using Property 1,
(1) Prpg, (0/0,0) =P, (0/0,0)=1. active differences through a 7, hold with probability



G e s

£ (2008. 8) 31

>
2% So the probability that the output difference AY

. It implies that each case holds with probability

of F) is ey, with the input difference AX=e,, and
the controlling input difference AV=0 is 2°. Other
properties are proved similarly to Property 2-(2).

. Related-Key Differential Attack on SCO-1

Now, we describe a related-key differential attack
on the full-round SCO-1. As stated before, the key
schedule of SCO-1 is very simple, i.e., round keys are
only 32-bit parts of a 128-bit secret key, and there are
many useful properties of Fioys and Fiih, which
allow to construct a good related-key differential
characteristic.

We the
ciphertexts C=(C,,C,) and C* =

consider situation that we decrypt
(CF,Cy) under keys
K and K* such that a= CBC* =(0,0), AK=KOK*
={0,e;,,0,0), respectively. Then, as shown in [Table
4}, we construct a full-round related-key differential
a—f with probability 2, where

(A®ey,, 7). Here, “7” denotes a 32-bit unknown

AY} is

characteristic
8=
difference and the set 4= {AY|F) (e;,0)

the set of all possible output differences of
Fi3hs(e55,0). Round r in [Table 4] means round 9—r

in encryption process of SCO-1 (r=1,--,8) and Part

I, I, Il and IV are indicated in [Fig. 2].

As shown in [Fig. 4], the set of all input difference
of F,, except the last row is {(0,0),(0,1)} by Property
1. Thus the set of all possible input differences of
F,, in the last row is {(0,0),(0,1),(1,0)}. So the set of
all possible output difference of F,, in the last row
is {(0,0),(0,1),(1,0),(1,1)}. Hence A cousists of 48
binary strings of which weights are 1 or 2. That is,

A={e; 1i€{1,2,--,31,32} JU{e, ; | (1) E{(1,2),(3,4),-~,
(31,32)}.

[Fig. 5-(a)] shows the first round characteristic after
the IT step. In Part I, the probability that
F{0) (€40 EX0))=e4, is 27° by Property 2-(2). In Part
I  and Part IV, the probability that
F'0) (0, Eleyy))= Fipne (0,E' (e5,))=0 is 2° by Property

2-(3) and (4), respectively. Finally, the probability that
F'$)o(e4, Elegy))=0 is 2 by Property 2-(5) in Part
M. Thus,

including the swapping operation is (O.e;,) with

the output difference of the first round

probability 2%, when the input difference is (e49,0).
The other round characteristics are explained similarly
to the first round.

We are now ready to show how to exploit the
to attack the
full-round SCO-1. We assume that SCO-1 cipher uses
the secret key K and its related key K* with

above characteristic with probability 2>’

(Table 4) Full-round related-key differential characteristic of SCO-1

AR A

Round Al ATV Part | Part 11 Part 111 Part TV Total
(r) AW[AX[AY[Pr. [AW[AX[AY[Pr |AW] AX [AY|Pr. JAW][AX AY[Pr.[|[Prob.
1T (0.0} . €22 0 . . . . . . R . B . . BN 1
1 (€42, 0) 0 €32 U 0 lewlewn 2 e | 0 0 27 va €39 0|27 e | 0 0 27527
2 {0. e32) 0 0 €32 0 0Oftol1 [} Q0|1 €22 32|27 0 leas e |27 °[|27 W
3 (0,0} 1] 0 [¢] 0 01071 0 gl011 0 0 0|1 0 [C} 1 1
4 (0,0} 32 4] 0 ean | O[O 270001 0 0 g1 0 g0 27°
5 (0.m €50 0 0 Jle| 0TORTF 0OJOJO[T] O 0 o 1jololol1]2®
6 (0,03 0 0 0 0 01011 0 P01 0 0 01 0 aflo]1 1
7 0,0) 0 €22 ] otojlolt] o lenleal27®] 0 0 01| 0 Jese|enx |27 %127
& (Glg,f_u 0) 0 4] £32 0 fegp| A 1 | eas jean| 7 1 A AT ep| ? 1 les| ? ? 1 1
FT (A7) 39 { . . . . 1

Output{{A < es2,7) . 27

Al = (AI’ ATFY: th( r-th wund input (hﬂu(uw

U FAX, ELAWY) = AYpar 1. where AW = AKX and AX = ATE,

Part 1L ) (AX.E(AW)) = AYpu 11, where AW = AT and AN = ATF ¢ AGLY.

Part H1: Fy5ad (AX E(AW)Y) = AYpue i, where AW = AYpu 1 and AX = AVpar e TV,

Part IV: Fpi% (AX, E{AW)) = AYpa v, where AW = PS;@Q;) (ATF, AYpan 1) and AX = AIF & AYpa 11
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(Fig. 5) (a) The first and (b) last round characteristics of SCO-1

difference AK=H®K* =(0,e,,0,0). Our attack passing Step 2 with the guessed subkey pair
procedure is as follows. ((Q,@,),(QF, Q")) to get the input pairs to
Part I of the 8-th-round. See [Fig. 5-(b)]. We
1. Choose 2% ciphertext pairs (G, G") with the denote these 32-bit pairs by (7, T*). Check
difference o= (0,0) (j=1,--,2%"). With a chosen that 7@ I* =e,, for each i.

ciphertext attack, (G, (") are decrypted using (2) Guess a 32-bit subkey pair (@), @), where
the keys K and K™, respectively, to get the @ = @, and partially encrypt plaintext pairs
corresponding plaintext pairs (Pi’Pi*)' passing Step 3-(1) to get the right half pairs
2. Check that P®F* =(A®ey,,?) for each i. We of the input to :the 8-th round. We denote
keep all plaintext pairs passing Step 2 in a table. these 32-bit pairs “by (U;, Ui*)' Finally,

3. Guess a 64-bit subkey pair (@, Q,),(@%. ), check that ;& U* =0 for each i.
where Q*=@Q, QF=Q,®e,, and do the (3) If the number of-pairs passing Step 3-(2) is

greater than or:equal to 6, go to Step 4.
Otherwise, restart the above test with another

followings,

(1) Partially encrypt all plaintext pairs (}’i,Pi*)
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subkey pair.

4. For the suggested subkey pair, do an exhaustive
search for the remaining 32-bit subkey @, using
trial decryption. During this procedure, if a
128-bit key satisfies two known plaintext and
ciphertext pair, output this 128-bit key as the
right 128-bit key of the full-round SCO-1. We
also output the related key K*=KBAK.
Otherwise go to Step 3.

This attack requires 2% ciphertext pairs and thus
the data complexity of this attack is 2% related-key
chosen ciphertexts. Each plaintext pair can pass Step
2 with probability 27%%(x~48-.-27*). So only
29398 (= 980 . 97 2642) plaintext pairs pass Step 2. It
follows that the required memory of this attack is
about 2¥7°%(=2%5% . 9 . 8) memory bytes.

The time complexity of Step 1 is 2% full-round
SCO-1 decryptions. The time complexity of Step

31y is 2258 :264-23&58»2-%%-%) full-round

SCO-1 decryptions on average. Each plaintext pair can
pass Step 3-(1) with probability 2'5‘58(x 711?3') So the
expected number of plaintext pairs passing Step 3-(1)
is 2% (= 2% . 27%%)  Thus the time complexity of

_ : 12059 | _ 986 | 528 | ,l.li)
Step 3-(2) is 2 (~2 2% .2 53 4AIn

order to estimate the time complexity of Step 4, we
should check the expected number of wrong key pairs
passing Step 3. The probability that a wrong subkey

pair passes Step 3 is about 2 ¥ (=

2((3,) e (1—(2-6‘*»"’:) ,

represents the number of all possible plaintext pairs

where  ¢=2%

tested from Step 2. From the above analysis we expect
that 2743 (= (2% —1) - 27%%7) wrong subkey pairs
pass Step 3 and Step 4 requires about
2943 (2282 . 95293)  fyll-round SCO-1  decryptions.
Therefore the time complexity of this attack is about
212&59(%261+292.58 +2120.59+294,4.3) full-round  SCO-1
decryptions.

In Step 4, the probability that each 128-bit wrong

key passes Step 4 is 27'2%(=27%"2). 1t follows that
the expected number of 128-bit wrong keys which
pass Step 4 is 2735 (=2%%.271%8)  Thus the
possibility that the output of the above attack
algorithm is a wrong key pair is very low. Moreover,
the expected number of right pairs is about
8 (=25 . 2757} and the probability that the number of
pairs suggested in Step 3 for the right subkey is no

fess than 6 is 0.81 <x ﬁ]((i} 2Ty (172*57)%1‘)

i=6

3

where ¢t =2, Therefore, with the success probability
of 0.81, our related-key differential attack can break
the full-round SCO-1.

V. Conclusion

In this paper we have presented the first known
cryptanalytic result of SCO-1 by using the related-key
differential attack. As summarized in [Table 1], our
attack on SCO-1 212038

complexity smaller than the exhaustive search. This

requires about time
result implies that SCO-1 are still vulnerable to the
related-key attack, though SCO-1 has been designed
to advance conventional DDP-based ciphers which
are vulnerable to the related-key attack.
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