EFIZA FFAIE o83k RFID v 7 9% 437

RFID Authenticated Encryption Scheme of Multi-entity by Elliptic Curve’s Coordinates
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ABSTRACT

Authenticated Encryption scheme in RFID system is the importont issue for ID security. But, implementing authenticated
Encryption scheme in RFID systems is not an easy proposition and systerms are often delivered for reasons of complexity, limited
resources, or implementation, fail to deliver required levels of security. RFD system is so frequently limited by memory,
perfomnance (or required number of gates) and by power drain, that lower levels of security are installed than required to
protect the information. In this paper, we design a new authenticated encryption scheme based on the EC(Eliptic Curve)'s
x-coordinates and scalar operation. Our scheme will be offers enhanced security feature in RFID system with respect o user
privacy against ilegal attack allowing a ECC point oddition and doubling operation.
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Pub Elliptic Curve public key

large prime such that p-1 has a large prime
P factor with order q in the Galois's field GF(p)

P An EC point
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|P| The size of a point P
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