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ABSTRACT

Some types of network nodes such as mobile network node, mobile access point, and ad-hoc network node
can be relocated frequently and, by the nature of its usage, are deployed over broad area. In this environment,
the network topology is changed constantly since even the manager node as well as the managed nodes can
leave or join the management network frequently. The many of existing nmetwork management technologies are
mostly for small sized and homogeneous networks with static topologies and not proper for the mobile network
devices. In this paper, employing peer-to-peer (P2P), the secure group communication techniques, and simple
network management protocol (SNMP), we propose a highly secure and available management technique that can
be used to manage the mobile network nodes through insecure management network such as the Internet. The

proposed technique is implemented to show that it is practically usable.
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Manager:

group G;
if (not exist G) {
create G,
get agent signature file SigFile_A from the P2P;
authenticate SigFile_A;
invite the pre-members to join G;
receive the join requests;
¥
else {
receive the group join request;
}
authenticate the pre-member;
create group key KG and agent signature Sig 4;
distribute KG and Sig_4 to the group member;

2zl 2. AR} ¢

1o,

8] Z



=5 /SNMP 7]4ke) o] JE = A e 7Y

9] AlavAe)eta et

TPt e g gl aF 718 B
she duElEe ¥ 29 2l I B
WSS Al 2F b EAs @ed GE
e FRINFES] Al A 3k SigFile AS
PPE  E3 A} SigFile_A7} &3l
SigFile_A°ll AAE P& E3e] on] WmEo|A
Gl 7l =E Zdjsla Zod) 43 T=OtE
< ZECl 7T 2F wi4e] WAsglem
2 B2 28] KGF AA SigFile 734l
Blod 25 WS A Hulic).

2= gelgiide] P2 D9 ¥ DB (Data
Base)ol| AAsle] 3 2] Aue 43kt DB
9] 27vR= F 29} 3t

E 2. dlolehdlo] A 27w}

e izt #A e Hejoit B
2] 2}g]
grpID el a5 W 258 2§ 9
grpKeyMaterial |715-7) 157
Sig 2w AadA | 2Fe] AadA
mbriD 2% HWee 1D (AR89l ID
mbriP %5 W e] 1P ALEFel TP

4.3 Zh2|chalel Hotag Jiel

Fejiide] MEY =] AdEd Aexe] B2
7] $iste] fe] 2Fel vislstedo) dck 2F )
42 259 FERE A= A AR @
ke Jijlslee o 189 BelRE 2|
8l p2PE B3l A o o]Fg Hudch
ol o] B4 1F IR flsin, B o=
Tellxe ol7lg Hejat AaHolata gt e
Ak} AlaA S} SigFile_M9] Eei Z1E2] A
YA Il 2es Fdsl (11 #m).

Tejdiide] e 23l 7Kgk 1F 1S 5
Alske daeEe 13 33 2ok digake deixt
2] A A e SigFile M-S 22083 WES
kel R} EAlsh=x] 13k} SigFile_Mo)
frashd SigFile_MoA4 353 1PE E3dlo] 2%
Goll 7IAAS ok AYe dejrpelA] F3elF
At vl 2F 7 K6 A1 A Sig 4E 5
Ak}, kG2 2% 715 74AlskE Sig AR A1y
A =l SigFile AS AXT thE PPAle|Ed]

Agent:

: group G, ;
i search manager signature file SigFile_M from the P2P; :
! if (found SigFile_M) { i
authenticate SigFile M,
¥
else {
receive G join invitation;
}
request to join G;
authenticate the group manager;
receive the group key KG and signature Sig_4;
update the group key with KG ;
create signature file SigFile_A;
place SigFile_A on the P2P;
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