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Abstract This paper proposes a session key exchange scheme for providing secure commu-
nication between Vehicles and Infrastructure in VANET. In the current VANET environment, IEEE
802.11i or PKI based mechanism is used to provide secure communication between V2I. However, since
the vehicles and the frequent changes of network topology, VANET nodes have some difficulties to
exchange the session key using IEEE 802.11i or PKI method. In the proposed scheme, local Router
is newly defined for exchanging the session key between moving vehicles and infrastructure. A
session key is generated by XOR operation based on the random values between Local Router and
OBU. As a result, the proposed scheme has a noticeable advantage on the fastness of key exchange
by exchanging session keys between LR and OBU.
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