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Abstract Binary diffing is a method to find differences in similar binary executables such as two
different versions of security patches. Previous diffing methods using flow information can detect
control flow changes, but they cannot track constant value changes. Diffing methods using assembly
instructions can detect constant value changes, but they give false positives which are due to
compiling methods such as instruction reordering. We present a binary diffing method and its
implementation named SCV which utilizes both structure and value information, SCV summarizes
structure and constant value information from disassembled code, and matches the summaries to find
differences. By analyzing a Microsoft Windows security patches, we showed that SCV found

necessary differences caused by constant value changes which the state-of-the-art binary diffing tool
BinDiff failed to find.

Key words : static analysis, reverse engineering, binary code analysis, program difference analysis
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 imoy ecx, esi
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 (mow eax, [esprirarg )
" [mow ecx, [espricarg 4]}

push eax *
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retn 8
sub J28EHE endp
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Constant Value Matching
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