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Abstract 'This paper proposes the Byzantine fault-
tolerant clock synchronization scheme for wireless sen-
sor networks to cope with the clock syﬁchfonization
disturbance attack of malicious nodes. In the proposed
scheme, a node which is requiring clock synchromzation
receives 3m + 1 clock synchronization messages not only
from its parent nodes but also from its sibling nodes in
order to tolerate malicious attacks even if up to m
malicious nodes exist among them. The results show
that the proposed scheme 1s 7 times more resilient to the
clock synchronization disturbance attack of malicious
nodes than existing schemes in terms of synchronization
accuracy.

Key words - Wireless Sensor Networks, Clock Syn-

chronization, Byzantine Fault
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HPo={F1i=1,2 -, [} parent list of node(n)
HCi=4 G j=1,2 -, J}, child list of node(n)
& ={S1 k=12 -, K} sibling list of node(n)
// m ' the number of malicious nodes

/! Synchronization Start Message(SSM)

// Synchronization Request Message(SRM)

// Synchronization Acknowledgement Message(SAM)

/7 level O @ root node

procedure BFCS (node(n}, level i)

If 1 == O then // root node
send SSM to G, at level 7+ 1;
receive SRM from G,
send SAM to Cx
else // not root node
receive SSM from F, at level /- 1:
send SRM to A
receive SAM from £,
if (no. of received offsets from P, < 3m +1) then
g iry to receive more offsets from S,
(¢4
receive SSM from S
send SRM to S,
receive SAM from Sy
while (no. of offsets < 3m + 1)
endif

caleulate average offset;

gelect final offset §

current clock = 1L +6 '

// try to help its sibling node synchronize clock
send SSM to S

receive SRM from S,
send SAM to S

send SSM to ¢4
endif

end BFCS
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