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Abstract

We propose an effective voice-pishing detection algorithm based on the 3GPP2 selectable mode vocoder (SMV). The
detection of voice pishing is performed based on a Gaussian mixture model (GMM) using decoding parameters of the
SMV directly extracted from the decoding process of the transmitted speech information in the mobile phone. The
experimental results indicate that SMV decoding parameters are effective in discriminating between general voice and
phisher’s voice and the performance is significantly acceptable when the proposed technique is applied.
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II. 3GPP2 Selectable Mode Vocoder
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Table 1. Data rates of SMV.
Packet Type Bits per Packet

Rate 1 171 (855 kbps)
Rate 1/2 80 (4.0 kbps)
Rate 1/4 40 (2.0 kbps)
Rate 1/8 16 (1.0 kbps)
Blank 0
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Fig. 1. Flow diagram of SMV encoding process.
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2. Gaussian Mixture Model (GMM)
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Table 2. Information of collected data.
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Table 3. EER according to the feature vectors,

EER
54y
Male Female M+F
LPC 24.64% 37.74% 41.08%
LSF 29.05% 42.60% 46.77%
RC 23.38% 36.96% 39.59%
% E 3& 7474 EAHME9 Receiver Operating

Characteristic (ROC) 718.9} Equal Error Rate (EER)
< BoFErh

Aot U 1 ojxe) A% LPCAH L& QA4EL
gow, I 1o HolHE il ANYFL FAY
A5 RO MR FE %S e,

Wi ATE BY AARCR dANY ARe AS
ANM o] Hol = AL A F = AL 4
e dolest Ry BRolgn 44w, w}aw
o 2o dolEg ¥ wuhd e Ao us
45 e Aole AZET. E3 LPCS 54 4
o2 £E% LSF) A% RCS LPCH 314 $& <
Age HoltY AL EHH RS A3 B

Al S ABHYY] WEo] B ANEL B
Aole} o),

A A4 Aol $4% RC EAUHY 914 A
< uIsIAAA $HY ARNN 2EHIAE =
S5 AYs] Mze SAUEE BSo Y
A9 4847 ¥ 49 2e A4 45¢ mac

4% A% YA Bd ERAHAA 7]E9 RC

BTk $4% 4% AWE BAT Yox 545

s
& 7]1&9 RCAT g v e Ad4e et &

LPCel| wla} zte} ¢ RC7} EP} F2 YHES R
B

off

ruio o

B 4 S39eof W EER
Table4. EER according to the feature vectors.

EER ,

Male Female M+F
RC + First LSF 22.9%5% 3591% 38.89%
RC + LTP Gain 24.38% 35.84% 40.93%
RC + LPC Gain 23.48% 36.13% 39.87%
RC + Pitch Lag 2A27% 32.20% 36.48%

RC + CPL 22.95% 30.30% 36.15%
RC + Pitch Gain 25.20% 36.71% 39.60%
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