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A Detection Method of Fake Fingerprint in Optical Fingerprint Sensor

Jisun Lee*, Jaehwan Kimﬁ, Jinseok Chaem, Byoungsoo Lee

ABSTRACT

With the recent development and increasing importance of personal identification systems, biometric
technologies with less risk of loss or unauthorized use are being popularized rapidly. In particular, because
of their high identification rate and convenience, fingerprint identification systems are being used much
more commonly than other biometric systems such as iris recognition, face recognition and vein pattern
recognition. However, a fingerprint identification system has the problem that artificially forged finger-
prints can be used as input data. Thus, in order to solve this problem, the present study proposed a
method for detecting forged fingerprints by measuring the degree of attenuation when the light from
an optical fingerprint sensor passes through the finger and analyzing changes in the transmission of
light over stages at fixed intervals. In order to prove improvement in the performance of the proposed
system, we conducted an experiment that compared the system with an existing multi-sensor recognition
system that measures also the temperature of fingerprint. According to the results of the experiment,
the proposed system improved the forged fingerpnnt detection rate by around 32.6% and this suggests
the possibility of solving the security problem in fingerprint identification systems.
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