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ABSTRACT

As wireless network market is increasing rapidly, the biggest issue is to transfer safe data and to
authenticate users. This paper proposes ECbA(Elliptic Curve based Authentication) which consists of the
mutual authentication mechanism that users can ascertain the identity of an authentication server and the
user authentication mechanism that an authentication server can make sure users’ identity, by using Elliptic
Curve algorithms. The proposed ECbA system diminishes the message quantity and the execution time by
using the small elliptic curve algorithm with the small key length in authentication. In addition, as this
paper reduces the authentication steps of existing EAP_TLS into 6 authentication steps, the communication
cost and mutual authentication time can be saved. As this paper distributes new Kkeys, whenever
authenticating users by using key exchange mechanism, it provides safe encryption communication and
prevents DoS attack by controlling the users authentication request by authentication server.
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