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Abstract

In this paper, we propose and design a new H.264/AVC watermarking algorithm for protection of copyright by inserting
a watermark after quantization. This invisible watermarking algorithm inserts a watermark into chrominance components

of I frame such that we can avoid degradation of original images.

According to test results we could limit image

degradation by 1dB, avoid bit rate increment within 2% and increase processing time by only 2%. The IP is designed
by Hynix 0.25 micron technology and the maximum operating frequency of 115Mhz is achieved. The PSNR of the
embedded watermark is about 35dB according to the test result.
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Fig. 1. H.264/AVC encoder block diagram.
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Fig. 2. H.264/AVC decoder block diagram.
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Table 1. Classification of digital watermarking.
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Fig. 4. Watermark embedding block diagram.
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Table 2. Watermark embedding method.
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Fig. 5. Watermark extraction process.
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Table 3. Feature analysis of designed algorithm.
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Foreman | 37.65|36. 76| 676 | 711 | 1001.76 | 1025.84

Miss_am | 38.75 | 37.72| 641 | 672 | 33293 | 341.25

Salesman| 36.89 | 30.97 | 668 | 702 | 87847 | 89865
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Fig. 9. H.264/AVC watermarking IP layout.
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Table 4. Features of designed watermarking core.

g & & A g
_ 118
% PIN | ,
(input 32, watermark_in 32, ,
VeL, trol 16, output 32 Hin
con , ,
VDDA ) ontro outpu
watermark_out 5, done)
(Gate Logic
5997
Count Element
HY 5=
j_ © 115 Mhz
T I}
Core size 1000 X 1000 um?

7} 1dB ofstolal, HEvtA A4Y Hv &4 93} A
7= Al AE GA] 5% olstoltt Algr M o2 Q13
Z7}e}= bit ratex= A A bit rated) 2% A% v 5 XA

@

95l 2

718 9= AQEE H264/AVC Y8 HEE $3 ¢
Erl7l IPE IT-SoC MPWE &3t9 AAS RoE
Hynix 025 ym CMOS 374 golBHgE AM&3tth
AA EZF Astro (Synopsys)®t Virtuoso (Cadence)
£ ARSI B 4= AAIS IPY F2 S s
g ekst Aotk VDD groundE A 93 input, output,
control signal& X338t F 118 pino= HAZIFL
® & gate count: 5997 gateolt}. core sizeT
1000X1000 (um®) 2 AA3H L, Holl 115Mhzol A &2
7hsslct AlobsE fEivta daeEe dAHA] A
of AAE H264 299 ¢=/F39 AHH AdE F
Aslel 4xbg) o] 3o YHWIAE AUTOEN =S
/EZ o A9 Holy &4do] glvte AHe 7L Yotk

S U

[1] H S. Victor, W. S. Shim and J. W. Kim,
“Real-time  MPEG-4 AVC/H264 CABAC
Entropy Coder”, IEEE Transaction on Consumer
Electronics, Vol 42, No. 4, pp. 255 256, 2005.

[2] S. Saponara, C. Blanch, K. Denolf and J.
Bormans, “The JVT Advanced Video Coding
Standard @ Complexity and performance Analysis
on a Tool-by-Tool Basis”, Packet Video
Workshop (PV’03), 2003.

3] ISO/IEC JTC 1/SC 29/WG 11, “Dreaft text of
final draft international standard for advanced
video coding”, March 2003.

[4] L J. Cox, M. L. Miller and J. A. Bloom, “Digital
Watermarking”, Morgan Kaufmann Publishers,
2001.

(5] JM.G. Linnartz, M. van Dijk “Analysis of
Sensitivity attack against electronic Watermark
in image’” in proceedings of the second
international workshop on information hiding vol
1525 of lecture note m  Springer, 1998 page
258-272.

[6] E. T. Lin and E. J. Delp, “A Review of Fragile
Image Watermarks,” Proceedings of the
Multimedia and Security Workshop (ACM
Multimedia '99) Multimedia Contents, October
1999, Orlando, pp. 25-29.

[7]1 ITU-T <http://www.itw.int/ITU-T/inde.html>

[8] ISO/IEC JTC1 <http//www.jtcl.org>

[9] AW, XA, H264/AVCY 4X4 DCT 7|4k ¢
Hulze mE dAY 453 BEE W3l mE
A AxFEH =FF A 5%, 116%, 20069 9
4.

[10] Koch, E., J. Rindfrey, and J. Zhao, “Copyright



2008 6& At

Okl

sts| =AM 45 SDEHAH 6 = 79

Protection for Multimedia Data”, in Proceeding
of the International Conference on Digital Media
and Electronic Publishing, Leeds, UK, Dec. 1994.

[11] Martin Kutter and Sviatoslav Voloshynovskiy
and Alexander herrigel, “The watermark copy
attack”, proceedings of SPIE: Security and
watermarking of multimedia content II, Vol
3971, January 2000.

M A &)

b o M (s34
20043 A 5o &
AAA 7)1 7 FE 7 SHA}
20061 AEUE W
AAA 7| A FHEF AL
20061 ~d A AEEw
AR}F et v A

z = BAHIY)

19861 AA gt H7]-E-gt
&AL

1988 (v]) Cornellth &l A 7]

A A}F- S A AL

. 19913 (¥]) Minnesota o gL

7@7] 3 ;(].-316}1,} EL N

_\;g,

 BAUEIY SoC HA> 19919 ~1997d LGAA7| &9 AJAF 9
19979 ~ & A A5 n AxA7)HFHEF
SAS

<EHARL - A& gd SoC A A Network
AERT SoC AA>

(653)



