68 A7 28 EintZ LIBES H.264 B8 ¥ AHE g ¢
=& 2008-45SD-6-10
=Koy S O} Z£0 =4 =
AIZE 23 e duelEe] Hood A8 2 A3

( Application and Verification of Time-Division Watermarking
Algorithm in H.264)

O

i A

j W

A

T

* a
b}

2] **
13

A
ELn

( Jin Seon Youn and Jun Rim Choi)

-
bk

=0
T =

N

L

M L =R R

s
T

B9} 4527 Aenta)

| .

e A4

H264/AVC QJFTH AT YHuta7} 80% o] 4t

ok
Sd

Jokshi, B4 45 EF9 H2BYAVCH A4atgrh AEe 98
AEMaE ofe 2o Uy F, 247e] 2742 oF Zeqd Fndde ) Adshs Aoz, o

Hula 301E Verlog-HDLE 3 o0 Excalibur$t H264/AVC Z2ATE AR t=do] 2 4
7 QB GA7e] PSNRS 60dBol/d olHow, %tst =g}

FA8e gAFAr.

Abstract

In this paper, we propose watermark algorithm called TDWA(Time-Division Watermarking Algorithm) and we applied
the proposed algorithm to H.264 video coding standard. We establish that a proposed algorithm is applied to H.264 baseline
profile CODEC. The proposed algorithm inserts a watermark into the spatial domain of several frames. We can easily
insert strong and invisible watermarks into original pictures using this method. For verification of the proposed algorithm,
we design hardware core using Verilog-HDL and Excalibur for JM 87 code with hardware & software co-simulation. As
a result of verification, the PSNR hetween watermarked pictures and original pictures are more than 60dB and we found
the watermark is kept more than 80% after encoding of H.264/AVC with quantization parameter of 28 in baseline profile,
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Fig. 1. Time-Division watermarking.
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if (Frame_NBn_piece_of kev_imace==Frame_NBog|} {
if (POSition_Yn_piece_of kev Mage == Position_Yor:)
if (Position_Xn_piece_ot_Kev_image==Position_Xor)
for(i=Position_Yor;i<4+Position_Yor;;i=i+1)

for(j=Position_Xor:;j<4+Position_Xor ; j=j+1)
pixelwatermarked (i, [) = pixelor(i,}) +WV;
} else
for(i=Position_Yog;i<4+Position_Yor;i=i+1)

for(j=Position_Xor;j<4+Position_Xoa;j=j+1)

DiXelwatermarked (i, ]) = pixelORI(i,j);
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Code 1. Pseudocode for inserting key image.

28 B0 YD

L
N
L&D
I~
JA
olo

o
o
ol
B[]
>
=
o

120{121 123|122 124 |1251| 128126
Insert
120120 123|122 | Key Image |124|124(127|126
"
12112111221 122 WV = +4 12511251126 | 126

121120 (122|125 124 (12411261 129

Original 4x4 Sub Block Watermarked 4x4 Sub Block

a8 4 W= 227 Yejujad 28

=1 = T

Fig. 4. Original block & watermarked block.

1.

BEo] WV #uhE gty wle WyeE 7] onx|
2 49 $rh 29 4= 9B dolHe 44 AN B2
(sub block)# 7] o]"|A7} AYd B2 Vehdid

FUF A9} FU Teh) WES /PR AE G

7] oln) A7} AUE B2(4xd Sub Block)2 7] on]

T 7] o|m| A7 AYE F2HE
Z3l= ulA2 B2 £ 4x4 B4 737)9 AB BE
W WV ghEe] gk sty 2 alshy] wiEeloh 28y
Farel oz FHAAM wAsl= doly &4F <13
2 7] o|u| X7} AddE A e AU w

DCT’s DC Value

DC Value >=

Original Image —

Water Value Threshold Value
Pass
l y Yes
T T, Water Mark)
( at;;lagir © Key Image
a2 5 9e{ol3 Atele O% 6. fEol3 F&E
ozt 22 P =5
cholof 23 crolol s
diagram.

diagram.



20084 63 ®xt

Ok

Q& Wvel 16w

B £48 ¢
o x| x| k= zpo] Fre]l F&F dHrh 1Y 6L 7] o]n|A
o] & e EE tjojojzdlolr}

5. 7| O|n[X|2l A

7] oluAe] 2&& BA 7] ouAe] 27
2% Aol BT gebq oy Zasle] v AR
S 7] olnNe ZAEL AT Hokxu Ay
EEEER

11
1] 1T 1|
+ 8 0 v @ —_
» : : 11 - et -)-t
h ' :ﬁ .14-1:1 hnid!
i i

181113
1t Extracted 2™ Extracted n'? Extracted Reconstruction
Key Image Key Image Key Image Watermark

% 7. f¥Eotze jFN
Fig. 7. Reconstructing a watermark.

M AEE YE0E A Ywma|Ee) 73

L

= =vdAe Al DA Abdt dndFe] A%
2 e d LS Y3 daalFS FPGAA 73
sttt €uglFe 8= Verilog-HDLS A& 3
o Excalibur7} WA SoC Kit AollAd M 2=
AAZ T HEE FHFT

TS AHES YErta moe WM_COMPM %
WM_SUM, WM_COUNTY 3718 &E52o2 FAF.
WM_COMPM=+= 7| ofnjxlo] wid HHE 7pxw,
WM_SUM< 7| ARol| we} 7] ou|2A & A3t 1
di A W2z =2 3 ARE Ve WM

Lo

o =X M 45 HSDEA 6 = 71

a8 8 SoC Ktz &
Fig. 8. Implementation of TDWA on a SoC Kit & Computer.

COUNTZE F4 3},

s0je] A F3 FIE 50.ME™, 532 bite] A
~E1¢ 551709 Logic ElementsE AU Target
chipg Altera®] Excalibur 40% Ao E(gate) AH&-3t)
a9 82 SoC Kitsh PCE AHga] AHEE HHuia
AHY daElEe % AFY EF
3 = Synplify Pro2 g% &=

7 1 ERs
ES U2 Agde EE 294 4F 23 A%
Peatth £ =Eolde Add duzlge w2 45
&5 /M= H264 598 45 E¥o AE30. 28
9= H264 13H BE%E Jepdt?, ageA A
o

CLK WM_COMPWM
RESET
SOFT RESET WM_DATA_EN
[TRY> IMAGE_EN WM_EN :
—\ —P WM_DATA_E WM_DATA_IN[29:0] SIZE_XI[S:0)pemeemSIZ1 X
D:W) D Q —p CONTROLI[5:0} SIZE_Y[5:0]™SIZE_Y r—{__O_DATA OUT EN_ >
\L| = D Q X510 MAX_FRAME NB{SO)p=——Mf4 X FRAME
—1° T — o ¢ Y[5:0] WM_V[3:0]
XX[1:0] ,
C T DATA NGO > |—|: CURRENT_FRAME_NBI[5:0}
[e
C_RESET > %o o
IMAGE_EN
o1 A4 3 CLK WM_COUNT CLK WM_SUM
[CLK>— — 5 = RESET RESET OUT_EN
SOFT_RESET X POSI[3:01{7 ] ] IMAGE_EN WM_IMAGE_DATA[31:0]
i IMAGE_EN Y_POSI[5:0] 1 WM_EN ORI IMAGE DATA[R1:0]
LT szex XX _POSIL0) IMAGE DATA[31:0]  ~ -
7 oy SIZE_X[5:0] YY_POSI[1:0] [~ — WM V(3:0]
MAX F, SIZE Y[5:0] CURRENT _FRAME NB[5:0) XX[1:0]
5 MAX_FRAME MAX_FRAME_NB[5:0] - YY[:0]
POSITION ADDRESS[11:0]
——9

W_POSITION_ADDRESS[11:0)

a8 9. Synplify Pro&tolA 28 E TDWAS

SIEHI =8,

Fig. 9. Time-Division Watermark Algorithm Hardware Bliock Diagram by Synplify Pro.

(645)



72 A7t 28 YEDY 2aE

+ I_)n T .
4 > ®_’ [ﬂ_’ i Q —é_’ Leorder
' A -

) |
— Eniro
Cniropy .
encode ™ NAL
lnter
. »| MC
®—=®Pp
L C}hoose T — — Forward path
ntra | o
prediction prediction Inra —— Reconstruction
path
. y +
D,[]
o, bl @2l

% 10, H264 QIR E st E85 5
Fig.  10. Block diagram for H.264 encoder.
2. Eﬂz\_z 1 AS

HAEE thge) Az

%l
TDWA 6-}5-%4 o] soj9t M 87 A&
SoC

- - -
T 1T
. = =
o Excalibur 7]5He] S t”oﬂ AN T dEes
TDWIA |, IM8&T7 L IM87
core (FPGA) code (SW) code (SW)
Inserting H.264 H.264
Key Iimage encoding decoding
| T
TDWIA y:: :
Code (SW) "5 AEE-E WA
: X Extracting -
o' frame of Key Image Restored Key Image

Original Video

a7 11, TDWAS| HiAE A
Fig. 11, Test process of TDWA.

O3 12-1 de dide a8 12-2 YEoias

H{C| 2
Fig.  12-1. Original Fig. 12-2. Watermarked
Video. Video.

a8 13-1. & 7] olo|x| a7l 132 F&E= 7
OjOfX]

13—2. Extracted

image. Key Image.

Fig. 13-1. Original Key Fig.

T
r\J
(@)
P

E
e
0l
Ho
Pal
rx
o

# 1. TDWA=| 4% Z 2 Baseline profile, gP = 28)
Table 1. Resuits of TDWA(Baseline profile, gP = 28).

Encoding of Original Encoding of Watermarked

Video Video
. PSNR " PSNR
age (B mage WM
40.51
40.71
36.65
36.67
38.04

of Agstdirh. AtE Fuelme dE2gdel T
Ao 2zhon vhdZl JENAE ARPER A Yishs
waolth o5 Fef vIE EHe] WA glo] daEY

b
2,
rE_Lll —_—
Bt}
li
(10,
o
o
o,
o
i
< 7
ol
g
=2
9,
0,
-
_.—T-—-‘
L4
ol
>
TJ
72,
ol
ol



El-[

o2 dugFe A4S U
g HEutaE o .ﬁaﬂ?:Ml
nka A X9 dSo] oYy,
Aol AETAPRE JFHoR
2RY A% E4E HRE & .
At dudFL  Verilog-HDLE F3 oo
ModelSim % Excalibur FPGAE E3) %3& 24l 3}
Qo 2 A A gebaly 288 7HXE H264 9
AR 45d QAT YERaTE 80% o) A
HAon, Aentazt AdE 949 oexgd gitel
PSNR°| 60dBY) & stk ol& T3 At AE
7 dadEe g8 GA) AE a7} Arelel oJ A

O 0o

el 3 dspel @Al vlvjae & & Yk B =

?

g

BolA Agtste et dudEe S8 4F 2
ol HgFosA, TIY Telzol WANYH Ax
Bl S48 T AH AP Aol 7hsE Al
2 7lign,

SO

[1] LJ. Cox, ML. Miller, and J.A. Bloom, “Digital
Watermarking”, Morgan Kaufmann Publishers,
San Fransisco, CA, 2001.

==Xl H 45 ¢ SD H

(647)

H 6=

2] Ags, “9AE Jevp 7ledl) 2 egE IS
KOSEN/OSTIN, Korea, 2001.
J. Y. Park, J. H Lim, G. S. Kim, C. S. Won,
“Invertible Semi—fragile Watermarking Algorithm
Distinguishing MPEG-2 Compression from
Malicious Manipulation,” International Conference
on Consumer Electronics, pp. 18-19, June 2002.
G. Qiu, P. Marziliano, A. T.S. Ho, “A Hybrid
Watermarking Scheme for H264/AVC Video,”
Proceedings of the 17th International Conference
on Pattern Recognition, pp. 23-26, August 2004.
JJ. Chae, K Khee Pang, “Data Hiding in
Video,” Proceedings of International Conference
on Infotech and Infonet, Vol. 2, pp. 791-796,
November 2001.
ISO/IEC JTC1/SC29/WG11, “Draft Text of Final
Draft International Standard for Advanced Video
Coding”, DRAFT ISO/IEC 1449-10, 2002.
(i Hung Park, o233 AHFel z3} zde] AA
29 2o, Hongreung, 2006-08-29.
Mikkelson, David P. Subliminal Advertising, 18.
2002 August.
lain E.G Richardson, H264 and MPEG-4 Z}A|H]
OﬂAL%ﬁ?y]E, =2 J,]rsL :ﬁ}/\} 200441 9
[10] A=, AXA, H264/AVCE 4x4 DCT 71‘%‘l 2
Eiu}ﬂoﬂ mE FAdF v Es g g A
C AREErs] Al429E AbZ 115%, 20061 94,

b

[3]

[4]

[5]

[6]

[7]
[8]
[9]

7N
z F 2RI
19861 A Al A7) Fe

&AL
1983d (v]) Cornellth &l A 7]
R F ek A AL
19913 (v¥]) Minnesota © &xl
A7) A =}g skt whAL

~1997 LGAA7 e AYAT Y
19973 ~ & A AEQSw AAH7HFE SR

1991

4
<FFA RO : FYYE

AHRF SoC AA>

1;11'

SoC A4 Al Network



