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Abstract

There are management and security of software source code equivalent to assembly lines of important
infrastructure in the early stage of information society directly. A support technology and framework to protect
software source code are so poor state.

In this paper, the proposed model that is support protection and access control between software source code
as object and subject that is not authenticated safely was named CRYPTEX model. And we propose active
business model to provide delegate, mobile, and security/access control function for passive software source
code in document state using CRYPTEX.

Key words : CRYPTEX Model, Copyright Management, Security Container
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- CM_acl : SISAY HAo FAE
n Ao P9
- act = { Open, Read, Write, Close,

Destroy, Access time }

Read = { Read part, Read full,
Capture }
Write = { Write part, Write full,
CaptureWrite }
Access time = { Publication time,
Limit_time }
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B C acl = {Open, Read, Write, Close, Destroy}
® U acl = {Open, Read, Write, Close, Destroy}

S ats] =iA A 128 A5 % 2008d 108

B CM acl =

A9 1.2) APz AR Q=
}1\_}:

" A AL Min A4

n Vo HAAS Max A4t

Ao 13) BE AIA e AAFAT ] FFHFQ
Ao Ha LES HAZ s

Ao) 14) 22FE0] Tz} 9o 93 A A
o= A9 1:3)7 wufol &g ®el Ao wel 2%
Atk Fujzie] B Hiol Aste] RAEH, At
Ak Aol HelA F5d A= AFtAle B

o

{Open, Read, Write, Close, Destroy}
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Level Level

i
» Component u—> Result

Subject  CRYPTEX CM CRYPTEX_act
J8 4. H2ZHole &= ofm19 a2
Fig 4. Solution of conflict example 1 for access
control
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Level Level
A [
i
» Component Result
Subject CRYPTEX_k CRYPTEX_act
(a)
Level Level

i =

» Component Result
Subject X CRYPTEX_I CRYPTEX_act

(b)
a8 5. HZHoe] &= ofM22 &
Fig. 5. Solution of conflict example 2 for access
control
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Component Result

Subject  CRYPTEX CM_I CRYPTEX_act

10 T.0 T
T ]

Tk =

Time Time
(a)
Component Result
Subject CRYPTEX x CM_k CRYPTEX_act
T0 10
T [
T3
Tk =
v v
Time Time

(b)

a3 6. J2Alste &= ofx[32f o d

Fig. 6. Solution of conflict example 3 for access
time limit
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Subject  CRYPTEX CM CRYPTEX_act
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Time Time
a8 7. H2AIEe &= ofH42 &
Fig 7. Solution of conflict example 4 for access
time limit
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Level Delegate Level

1 "

I - - -
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CA Developer Buyer

CRYPTEX_act
Users Buyer'sResult
O 8. /Ao 2E = ofx59 o2

Fig 8. Solution of conflict example 5 for delegation
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Fig 9. Source code handling process of CRYPTEX
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