W AFEM R G GE

134 65, 2008, 11 2008-13-6-3-2

Extending VNC for Effective Collaboration
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Abstract

VNC is ore of poplar tan dient computing systers, which supports  cross—platform renmote control using  the
FFB protocd.  Unfortunately, since VNC does mot provide functions  specially  designed for - collaboration, it is
difficult to collaborate effectively through the renmote control function of VNC. In this paper, we present the
extension of the UltraVNC server and the JavalViewer client which are one of open—source VNC systens. For
effective rea-time  cdllaboration the extended VNC provides three kinds of access authorities to control  the
collaboration  server:  admimstrator,  viorker, and  spectator. The  administrator can control  the access  authorities
of the users through the access contral todl, newly provided in the extended JavaViewer. The workers can access
the resources of the renote server, whereas the spectator cammot handle those renote resources, only nonitoring
the remote sarver. In addition, the extended VNC provides #e ae—dick comection fclity for easy comection
to the collaboration server from meny collaboration participerts.
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//EEeIIES] el AEAt A EE W
for (int i=0; i<sizeof(challenge_spectator); i++){
if (challenge_spectator{i] != responseli]){
auth_ok = FALSE;
/% A
m_client->m_authmode = rfbVncAuthFailed;
break;
)
}

T2 3 oIEfNo| 7
Fig. 3. Implementation of Authentication Process
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Table 3. Structure of the ClientListMsg message

:;:; Type [Value] Description
1 unsigned char 101 HAIX] &4
3 padding
4 unsigned char(4] XML Zio]

unsigned

lengh crarflength] o

<?xml version="1.0" encoding="euc-kr"?>
<ClientList>
<Client Type="Admin” IP="123.123.123.2"/>
<Client Type="Spectator” 1P="123.123.123.3"/>
<Client Type="Worker" IP="123.123.1234"/>
</ClientList>

T2l 5. Clientlistivisg HIAIXIQ| of
Fig. 5. An Example of ClientListMsg Message
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Table 6. Methods for client list transmission
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Table 7. Client list transmission cases and processing
methods

xa| S22 3 M=
(EiAHAD)

Fé

=52 &= 27

2[R} 25| S2loHAET}

BRIl CIE 435 22

vneclient:InitAuthenticate

BAEHol| TSSH ZRf0IIETH

= simas 1o
OI5S 433 BP

vneclient:InitAuthenticate

Boine] HaAp} as B2

== [ B .
o vneclient::Kill
4
Hts Higst 4 neserver::ChangeUserAuth

Aol
253 ARAL A7) skl 7RG wAEelth

rfbAdminRequest #IAAE XML |2 @shis ARE
AP Hgett o [28 6lollA  Hole
rfbAdminRequest HIAIAE P FA7F 123123.123.191

Heigelel AFe A Do B Ao WY

HHT
shH, 123123123391 @hEeixle] AS #EA A



188 W HFE e ek (2008, 11.)

oM QA Aoz WA 12312312362 HFEI
Aol HES L33k dE Heln Sloh
ChangeUserAuth ™WAME=E  rfbAdminRequest HWAIAIS
MSXML Parser[10}5 ©]-8-3lo] #Agt.

I
BEE

<?xml version="1.0" encoding="UTF-8"?>

<ClientList>
<Client Type="Spectator” IP="123.123.123.1"">
<Client Type="Worker" [P="123123123.3"/>
<Client Type="Drop” [P="1231231236"/>

</ClientList>
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Fig. 6. An example of XL in a rfbAdminRequest message
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Fig. 8. Access authority modification scenario
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<?xml version="1.0" encoding="euc-kr" 7>
<UltraVNC_preset>
<server_ip>203.250.77.117</server_ip>
<IDC_CONNECT_BORDER>
<IDC_CONNECT_SOCK>1</IDC_CONNECT_SOCK>
<IDC_SPECDISPLAY>0</IDC_SPECDISPLAY>
<IDC_DISPLAYNO />
<IDC_SPECPORT>1</IDC_SPECPORT>
<IDC_PORTRFB>5901</IDC_PORTRFB>
<IDC_PORTHTTP>5800</IDC_PORTHTTP>
<IDC_PORTNO_AUTO>0</IDC_PORTNO_AUTO>
<IDC_CONNECT_HTTP>1</IDC_CONNECT_HTTP>
<IDC_ALLOWLOOPBACK>0</IDC_ALLOWLOOPBACK>
<IDC_LOOPBACKONLY>0</IDC_LOOPBACKONLY>
</IDC_CONNECT_BORDER>
<Multi_viewer_connections>IDC_MV1</Multi_viewer_connect

ions>

</UltraVNC_preset>

T2 1. M e MEmelof off
Fig. 11. An Exanple of the Server Configuration File
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