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ABSTRACT

Recently, financial institutes and industrial companies are adopted to security token such as OTP, smart card, and
USB authentication token and so on for secure system management and user authentication. However, some research
institutes have been introduced security weaknesses and problems in security tokens. Therefore, in this paper, we analyses
of security functions and security requirements in security token performed by analyses of standardization documents,

trends, security problems, attack methods for security tokens. Finally, we propose a CC v.3.1 based security token

protection profile.

Keywonrds : security token, threats, protection profile, CC
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