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ABSTRACT

The various mutations of the malicious codes are fast generated on the network. Also the behaviors of them become
intelligent and the damage becomes larger step by step. In this paper, we suggest the method to select the useful measures
for the detection of the codes. The method has the advantage of shortening the detection time by using header data
without payloads and uses connection data that are composed of TCP/IP packets, and much information of each connection
makes use of the measures. A naive estimator is applied to the probability distribution that are calculated by the histogram
estimator to select the specific measures among 80 measures for the useful detection. The useful measures are then
selected by using relative entropy. This method solves the problem that is to misclassify the measure values. We present
the usefulness of the proposed method through the result of the detection experiment using the detection patterns based

on the selected measures.
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