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ABSTRACT

One of the typical methods to prevent tampering and reverse engineering on executable codes is to encrypt them.
This paper proposes a code block cipher method based on key chaining to encrypt the code. The block cipher by
key chaining has been known to be inadequate for encrypting the code with control transfer, even though the key
chaining has advantage of hiding the keys in blocks and making the individual keys different from block to block.
This paper proposes a block transformation and duplication method to apply the block cipher by key chaining to the

executable codes with control transfer instructions, and shows the idea works with the MIPS instruction set.
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