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ABSTRACT

Ubiquitous environment is constructed by development of an IT technology, offer environment of many service changed
to mobile environment. Also, existed service offered at fixed position like home or company, but according to development
of mobile device, user require service as moving. Wibro can offer as user moving using mobile device. As requirement
should be included authentication, in case of authentication between UICC and AAA authentication server is offered
in Wibro, service is available. However, when UICC requires initial authentication to AAA authentication server,
identification information of UICC expose as plaintext, so privacy infringement of mobile device occurs. Therefore,
identification information of terminal generate randomly using OTP(One-Time Password) that generated in mobile
terminal, and we proposed mechanism of privacy protection. Also, we proposed mechanism that offer secure service
to user as offer authentication from OTP framework, and offer OTP combination authentication detailedly.
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28 OTPE &83% UICC(Universal IC Card) 714ke] Q1= oAU S A3t AF

#te] dA|slH AcTe) ro| FAANE HEA Sk
£ £l PSSE =g} 1 F IDE 45k A
A8 L metalD ACTES XOR <Ak}
ACV, & A dFe AT OTRE metalD,
SKS} ACTE AHE-3le] AT 5 AAANA A%
ght.
ACV, =7ACYV,
RV,®ID =
OTP, = "HUDISKIACTIr')
ACV, =metalDOACT
OTP, = H(metalDISKIACT)
ACV,IlOTP,

A 5. AAA= AcV,el DA 304 53 ACT &
XOR Absted metalD & 5383 IDE 4%
3} B} 7 gro] A3 ACE 153k,
ARt r& A AT HE o1R,% 34
PSSE A Fghct.

ACV,®ACT=metalD
metalD = TH(ID)
H, = H(AKlr)
HIOTP,

gl a8ly ACY T8I SKE
Mg FH OTP, %) B]3Ls}

e AAACNA ASgc)
H, = TH(AKr)
OTP, =7 H(metalDISKIACT)

RES= H(AKIACT)

A 7. AAAYE AKS ACTE #1438 3ol RES
ot T A5 PSSE AFETh
RES="H(AKIACT)

V. UICC 7|8t OTP AREX} 215 HIAHUE 24

5.1. Hot 230 g BA

AREAL Q1S WA U Sl gl kAl 2AbolA &
=3 B3k A¥el st Ao AlFE 4+ 9lo
muted 7oA e] Hal o2+ A, MITMA,
ANAE T4, Au|a AR T4 Fol gl £ A=
Bal 93 gt Algt vAYSE B4 ((F 1]
A7)

@ 243 (Sniffing) : Buld A A AL = &

o] EWAql Al 3zl A =& A 7] 93t
o] AAACAM A »F ACe F7|3" 4cT
£ ARgste] ZhEA Sl e Fal Bl =S

& MITMA(Man-In-The-Middle Attack) : & 915
AU SN AHEHL e T8 #EL AL,
SK, ID & A3 AAE 7ol bAeA A} E
f5e] 9led, EHAl A 327} FAl dlolgE
H5sitiete FAA A5E A% @4 @ §
A XYoo 92 2 Haxd 4 givh

@ A% FZH(Replay Attack) : T4 dHo|EH &2
AR el FrE Q1F7)9) vIE 7l &3t 9l

(& 1) At oAHHE 24

S A & AR
Bt 93 7 WA of - -4 WA 8& {87 AR} PR AT ax
ESBE H}A] r, ACT dF A OTP1, OTP2
MITMA 1o @, H() 71 Ad A AK, SK
ARLA H}A] r, ACT F7AA Al H( )
Aaf 2 A ID, @, H() <713} Al-F ACT
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Alo] g F55& ‘IH, = HZ—']IC{]. Al 32
Al HlelelE &53te] A AA A Y
A4S WL 7 AAAY RNGAE b2 ¢
AR E R AcTe A2 F71st7| wiel
AF e 5k

@& Au|2 A5 FH(Denial of Service Attack) :
HARL A 32 'Al "—ﬂ‘”]ﬁ 5 7]"6}74
XOR A4b} 724 Al3-& $d s who] 34
3 AFHER dolgE HE 2 HE¥ 5 ¢
o, Aekgt AAE 2bo] v & TR
A A AR 22 Ao Erbsdte Au|A A
H FA AFE 5 vk =3 A3’ A A <A
R Au|AE AlFe| Hete 2uE DE 9
g ot 2utE o7PE AAE 4 Qo

4 ¢
_\;,

52. 27 Aleo ME 24

Fuld g7 o) OTPE ARS-sl=d] oA Fd Q)
B 2 S5 Al Aulx, 7iQ] AR fe Auls 58
o]|-8-3l7] Y= AT ARLA} AZ BAJo] HSA
o|wf HET Al ALBxle|| T3} qlFo] HQ3ic} =3 ok
312 w2 B4 Ade xHAS A5 deldHd 9=
2 WHE7} Brlssjol gl

@ 2)Z(Authentication) : OTP = )¢ == PSS7}

AAZE Acv, o] dloleH|o] el ZAFE o] gl o
PSSE SIAlSta Sk}t ACE 7MEeE g O7P,
= AABEA AREAe] 7 AF-E AFEt =
T RV, E 53 5% 35 oY e A4
ste] A o7p e AYHe=E AAENE 7
T AAAY A ZAS5ec
AAAT ACERE AFHE Acv,ol ACE XOR
AL Y] metalDE BS3LT 1L

v}, F gre] dx|3hH ACE U538k, PSS
2HE HF S5 o= A5 RESS AAlo] A
A3t HAKIAC)Z) 54T 7% PSSE &3t
PSS— AAAZRE AFH H9 ApAlo] A
H(AKr)-g v]asle] F Fto] Ux3tH AAAE
A58, ACEHE AFE 07R, 9 AH4lel AA
g HSKIAQF v]adte] & Zho] dX|sld AC
5 QFg) odeba] 7 Ao 93k s gl Fe]

i
L
A
&
A
W

o=
o
o,

A 5= o}

@ 7" A (Confidentiality) : PSS= AAAY} AKE
AP F-stal, ACSH SKE AW a-frate, AHE-
248] IDE= AAA, AC E5F 273tz 9t v
e A A M= At 7“211% 7ol F~=lo] 3l
ou XOR A4kt &4 5 S3td EHA
Al 32 A kEHA RES 7]UAAE A3

@ T2 (Integrity) : 4] dlo[H & A= £F
Az 2 HEERE PRl d3te] 754
ofo} sp] E WHUSZ AR e, ¥ o}
vzt dllq e & AAE One-Time
Password OTP, 3} O7P, % d|o|e|e] FHAE A)|
gk}

@ 57]3KSynchronization) : & #FHYZel AMS-H
OTP 28 Event Sync ¥ 2 oA} A|7kvich
18 £713= 2FE 71+-E ACTE 7|4¥ke.8 O7P
S At OTP ZHYH=ZY 5715 oz
Zzto] HQ o] A5 A== FrIsE AT
g o glon mutd Ao EoHE Al £
g A w7371 A" 4 ol

& FE-8A(Efficiency) : {4 22 A=+ 4ACT
= AR maled wety) grella] AR A EE
o2 24 He= Time Sync B FU&
+38-% M9, 30&vic} 14 718l JlEE
AHstER 13l #Hd 2709 orPrb AR
71%2] Time Sync WM 18| 1708 o71P7}
A= Event Sync HMI-2 Fd] 61 o|dlE

S A 4= gl7] dtol 6718 orPE A

, 23 Ml 132l 17RE 7} A s 6]

HEE WA 4 Q17 W&ol o 7742 oTP

£ AAAE 4 ok AE FHSE 413 Time

Sync A2 02} WY 6% F3boll 1712 Al =

<= & AF37| A3t A 6718 oTPE A

of 15| 7}53}1, Event Sync WA 1639

22 W= sl Ao 17702 oTPE A3

of 5ol 7hesltt. 23 whAl> F whale] =4

W92 gsle] 7 Rulc} 1774819 o7PE 38

22 Hejdd mat 119708 AR slok AAFe] 75

str). SX|RE AT AHEE S A ellA] 274

A 372 QA W2 qlEle] 14719 orPRbE:

WA E AZ0) 7h5ste] whir)e] 2a4 2L A

He T84S AT 5 ok ((E 2] #D)

_°,1~4 t
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OTPE &8&3 UICC(Universal IC Card) 7149 Q1= w7 S A3 AF

(£ 2) OTPe| &3 #4el ACT &4

Time Sync Event Sync Time Event Sync ACT(Auto-CounTer)
2z W9 +35- 163 £35 163] 35
1ol A =E .

17 Htl 67 2 77 % 27

OTP 7§4(Clicnt) H 2 67Y FH 77) 2 271

| Eo] AAIE = ] ] Hef 7x177) o) 7x270

e He 77l ) 177
OTP 7H<(Server) =11974 =147}
H| %-7)3t BE HiH ] k3t
2&4 oy = e ey
V. 48 9 g5 o dist Insecure Communication”, Communications of

ARFA 7] AL wuld 370 2.9 Mulx A
5 7H 2 EH ik o]l §t g0l A AR} A A{n]
25 AlF3| faire dFe] Hh=A] Hase AREA}

AZSsh= kel gk A7} 23] A= 3 gl
53] o] Aol AgEw AAY o584l 7 Fol UE
Y2 UICCE 7]Heg sl ARSALE 9153l gl o)
A AR7) A E5 o] Zeto|HA] Az} wAE
T ot mEbA & dellAl = AHSARY] B by
dlA LAYgE OTPE o]-4-3ted =izl Al AHwE 7}
WA AT OTA Zelo|HAE RE3dlty, OTP X
UHALZFE AFE BF2TA AFSAPT A A
Hl2E AlgHbE 5 Sl Wbl #sle] Aeigict &
HAYSE A5 A 7REES Y o2 o]8-8}d
H]571312 943} X713 7hE A AR E o] 43 Zejo]
WA B3 Algdhe 5 B S /A ek 314
2k muked ohdy)olA AAE OTPE 7Mbe s E3t al
Zo| AlFE= Ao Al TR @don Au]x ARz}
ot A ARALE 7k ok FAI7) o 1E 4 Q) =gk
UH FoZ AMEE AF A FREEE )£ WlE
of vlsle] v]E713E AHAA F YA Bkt
WEHZ A AdellM 57135 A3t dlolle oA
T B2 A AE Zlolth mefa o] & Bl
f3led OTPY 57135 A|l3-3led AMSALE AE3HA <l
& g Sl wibel] disle] A|EHAQ] A7v Q& A
oln], gk OTP AH&-0 & Ql3} &g Holy} =] o]
ol & Zlow Az}

Snlcr
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2006 29 : ANt T ARy &TEE 4]
20063 39 ~3A) : =R AAET HA} FA
<$Al ¥k RFID BSQE OTP Mot

o] 9 9 (Im-Yeong Lee) =213]¢

1981 84 : Feigta AA-FE F<

19861 349 : SAblEt BAITSAT AA)}

19893 34 : eAb st FAIFEAF whAL

19891 19 ~19943 24 : gh=xAA5Al A7 A+
199413 39 ~3A] . FAH N HAFE R 25
<PAlFol> Fo|E, AB|E, AFE] Bt




