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ABSTRACT

Three-party key exchange protocol 1s a cryptographic protocol which permits two clients share a common session
key using different passwords by the help of a trusted server. In a three-party key exchange protocol, an user remember
only one password which shared with a trusted server for establish a common key with another user. The trusted server
should participate in an execution of the protocol between two clients. This impose heavy burden on the server when
many users want to establish a session key using the protocol. In this paper, we propose a three-party key exchange
protocol based on a smart card which reduce the computational complexity and communication overhead for the trusted

server. In our protocol, the server does not participate in an key exchange procedure between two clients.
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3.8. Key Control
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