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An Automated Approach to Determining System’s Problem
based on Self-healing

Jeongmin Park” - Jinsoo Jung™ - Eunseok Lee™

ABSTRACT

Self-healing is an approach to evaluating constraints defined in target system and to applying an appropriate strategy when violating
the constrains. Today, the computing environment is very complex, so researches that endow a system with the self-healing’s ability that
recognizes problem arising in a target system are being an important issues. However, most of the existing researches are that
self-healing developers need much effort and time to analyze and model constraints. Thus, this paper proposes an automated approach to
determine problem arising in external and internal system environment. The approach proposes: 1) Specifying the target system through
the models created in design phase of target system. 2) Automatically creating constraints for external and internal system environment,
by using the specified contents. 3) Deriving a dependency model of a component based on the created internal state rule. 4) Translating
the constraints and dependency model into code evaluating behaviors of the target system, and determinating problem level. 5) Monitoring
an internal and external status of system based on the level of problem determination, and applying self-healing strategy when detecting
abnormal state caused in the target system. Through these, we can reduce the efforts of self-healing developers to analyze target system,
and heal rapidly not only abnormal behavior of target system regarding external and internal problem, but also failure such as system
break down into normal state. To evaluate the proposed approach, through video conference system, we verify an effectiveness of our
approach by comparing proposed approach’s self-healing activities with those of the existing approach.

Key Words : Self-Healing, Problem Determination, External Resource Environment, Software Internal State
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52 Priority Analyzerol Al #
I Sl A ged @S B3 JAHIA UHA
TUE Coll ofEAelth gz AMLS 0 e 124 Fd8ha,
=131 7igel westel 4e9E #hetsla, Dependency
Matrix Elo]&& A4 g},

(29 1009 9% HolE2 C27} 7H $A4E7 =oe
AL & 4 9t} Dependency Parseri= Dependency Matrix
HolEg 7|Wto g2 AXVEZDY ERAAE Yed
Dependency rules AFsA34] gt} <systemrelement— dependency>
= 54 AEXVEY $AEAS JEAAE YEHL

<input-dependency>% 54 HEWEA AMu|~E 833

Moo 1

{/events) *

Request 1: current state->action->next
state;

Request 2: current state->action->next
state;

Request n' current state->action->next
state;

Inputs  Sequence Model's xmi information

Dependency Analyzer
—> Reguest Response
Stakeholder:
KM parser geared Priority Analyzer
Dependency
parser

Outputs Dependency Mattix Dependency Rule

(12! 9) Dependency Analyzer2| Bhasi=l =

Wt} <interaction—name>-e <lE @A ¢

°olES YEhln
<element-name>-<> QA HHo] BT o fF3t= Y
AXVE 29 HAEXPEES AET 4 vl npAge g
<redundency>% $AE$7t =& AXUES 17 A A
‘411] Aoz AR £ gl HAIUES HA s, oA

& Self-Healing Layerd] 9%
kg g O]Ur i Ao A= <redundency>°ll #3 A}
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4.4.1 3= YA G

(29 1) ol wAlolA Add AUENES RYHEY
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<systen-element-depend y = “Comp nt1">
D I’C (1 , _]) — 1 lf 11 affects Cj </system-element-dependency> Contput-depeadenay’
<interaction-name = “[17|"12"|"14">
= () otherwise <system-element-dependency = “Component2'> <{element-name>
<input-dependency-priority = 1> Component 1|
Ci c? c3 ¢interaction-name = “I9“|“12"|"14"> {felement-name>
<{element-name> </interaction-name>
1 1 1 ] Component 1 {interaction-name = 13" |"I5">
1 {/element-name> {element-name>
</int tion- > [H t3
L 1|10 s e e D
<element-name> </interaction-name>
I3 0 1 1 Component 3 </output-dependency>
{/element—-name> <fsystem-element-dependency>
]:4 1 1 1} </interaction-name>
<redundency> T
I; 1] 1 1 Component 4 <system-element-dependency = "Componentd'>
</redundency> Yt
</input-dependency> </system-element-dependency>
(&l 10) Dependency Matrix Tablex Dependency Rule
Environment ruIe’J
Rule.xml
A 4
Rule.x
m External &
State rule > Internal code
- Code Generator > :
Representation
Y
A
Rule.xml
Dependency ruleDJ
(2 1) FH2YS /8% TS MY
o State rule (N7 e @4 12) > HAEAES YF 4 1002t 2 o, oWEZ}L dojdd uehdLh (1Y 5)9
B2 slotaly] 9a me g <cpu>, <ram>HFWE tste] RUEH Qe H o~ ¢F
® Dependency rule (A3 &4 2) > HIXJE 7o) < ol 9+ #¥ operationEZ ulgao) ojzid WHo=
HEM S 93 Z= W XMLE #dd FHE2 ofdist o] ofF Ao w3
(19 12)9} & m=2 MEHAh
Az, o 4 Aol A=EAANAM, CG= rulexml AR, W e B s=AAgA, CGe Wi #A
2 7 &4 HE el dYWES Alold Sl= = 9] rulexml ZHE AYWUEE Alolo] =4 #AE YE
YA #AE YERHTE & Bof, F #H tisteiA Jth A& Eol, Ui el digted (27 7, 8)¢] rulexml
(29 59 4% BFHY rulexml W U= <event><} o 2li= <request-name>2] <current-state>, <action>,
<state> D HEEC] ¢HNE P2ES du g @Al <next-state> AYWEEL FAUR Z2Eg g v o
A, rulexml 773 WF-9] oMEE 3 ¢F3Y EUEY AelA, rulexml 72 WF-o] o|MESLS W 3% EUH
AEH o]z A= operation}e] #AE WELL dE B ¥ AE o] 2~e 9l “operation” ¥ “attribute”2] FHAE vl
o, (29 HollAE CG7t <event>AHYHE] diste], HAE BH d& 59, <request-name>IHHEE HEUE
HE9 getClientNumber() $99] #AE wjFsir) o3 9] getRequestO¥-9t9] #AZ v 3. <current-state>
<& <upperlimit> AZHEZYE getClientNumber()] Fko] = currentState $4 39 #AAZ wlFH}, <action>

/* External code representation, C=Component*/

! => C.setInstanceNumber(120)

invariant (C.getClientNumber() < 100) && (CPU.available()>=0.1) && (RAM.available() >=0.3))

ror

mjo
Ho

o
kU
[m
|'U:
ro




7+ Internal code representation, C=Component+/
// State code reresentation

while(request)

it

ifiC.getRequest() == “initial request™)
{
C.arrentState = STATE1_START:
C.activity = C.getCurrentAction();
C.rdationActivity = C,getRelabonAchivity():

if{{C.activity == false) || (C.relationActvity == false))
{

C.arrentState == S5TATE]1 _FAILURE:

return C.arrentState;
1

if{{C.activity == true) && (C.relationAchvity == irue))
1
C.arrentState == S5TATE1 _OK;
C.nextState == STATEZ2
return C.carrentState;
}
¥

(O 13) U5 HEE flet Z= ¢

= [}

rio

getCurrentAction()gh<=2te] #AIZ wiFErh <next-state>
& nextState £A¥e BAE W v} wixgo g whok
Auzo] o it 9 H3l T2 HEIENA A
2 245 da= 3 <related-activity>+ getRelation
Activity() gh=¢be] AR wsg 3t} getCurrentAction() ¢
9} getRelationActivity() ¥4+ boolean EFY o2 AXW
Eo A& wEaly] siA HeR e Lol T
HAEAE A8t faA, F w
Ebdich olejdt Wyow XML %ddE FAE
ol Wi e} Tehs Hs (28 133 %
A=
A=, A 4 = AE
A9 rulexmlZ5-E A% A S JE o} d7HE A}
ol9] =4l #AE YERdh dE Eof, oE@A ol st
o] (2% 10)9] rulexml WHEol 9+ <input-dependency> <}
<output-dependency> AHEE £AUE g2ES I}
<input-dependency>+ AMH|AE @A s UE AIXIVEES
°u]akal, <output-dependency>E AH|2o] $iels vhE o
IE HEUEE oujsit) o) JYHUEEL ol T4
mas 53 meto] sbseb] wiiEe #2EsS d
AXVE thste] FsA8e
At} <input-dependency>%
&2} currentName 4402 1

HE = outputAssociation()
=
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=
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e

™
S
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2
Q
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t}. <interaction-name>
% 31, <element-name>-
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o

/+ Internal code representation, C=Components/
/f Dependency- code representation
if (C2.interacionName == "T1" || "12" || "I4")
{
curreptMName = C2
mputName = C1;
outputName = C1:

inputAssociation{arrentN ame, inputName):
outputAssodaton{currentName, outputMame):
i

if {C.interactionName == 3" || "I6")
{

currentMame = C2

inputName = C3:

outputName = C3:

InputAssociation{(currentN ame, inpotName);
outputAssodaton{currentName, outputMame);
}

MM
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L
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d & B9, gAH JAH FFe|AESY S 1008 A
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L

CE 1) X A3 2ol 25 26 2™ 7

Problem level Name Description
1 Normal 3%
2 Abnormal | M A& A% AU WA
3 Panic 2437 AHg E7F
CE 2> LHE AMEHo| 2tet EH 48 +&
Problem level Name Description
1 Normal 3%
2 Error AXIE e o2
3 Panic AEXAE AH|2= AT =27}

UEV BEsts AH 38 wet AEXPAES] AH A4
FES <FE 229 #o] Normal, Error, Panic &2 UE
o} qhek EX AFXUE EA7F RS TiE, A=)
=& AXUEY AEHE 2AMSH

45 Steps: 21F Atel =4 ZUEHZ ot L§F dE ZUE

gl oA

9l7 27 ZU¥E (external environment monitoring)
= JMX(Java Management Extension)”} A4 gk
e & ¢ e FF I AE AFs)
5 34 RUHYS sbesA @ ajxnd
271 43S RUEPSY A9 A4
normal”, “abnormal”, “panic’¢IAE T
AR FF S 7te g kel BA|o] o] “panic”
Pt Al=®lS AF"sta gzl Al SRSk nhek
g0 “abnormal” JEHIEH AMEEHA e A

£ “Kkill” stAY, OE AHE gthe]ldE & 4 Qi)
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(29 15)& HYL Al&"S FalA 22l ALY A%
S vjwiSt= customer, seller, L83l A% designer?t AS
staf7t st 7 3o E s}, nt 3] o] AlH]
of AbgH A FHoRE S

(/T

(32! 15) HICIL 32| A|AHIS] 7

e Client 13} Client2¥ ©®l2=Z%® AMEAEH CPU 1.0GHz,
512MB9] AM%S 7]wke 2 NET 20, Direct X 8.00]4+0]
x50 9lar, Client 32 PDA AMEAZ CPU 400MHz,
64MBO] AFFS Z7FAIIL Qi

e Mobile Proxyl: CPU 2.0GHz, 512MBe] AlokS 7]wko
2 JDK 14 ¥de] AA 5o gt} o]42 PDA AHEAE
alalA shdsle] AAdel AZdste &S 3t} Mobile
Proxy2+ Mobile Proxyl3} z+& AF%S 7bA™, Mobile
Proxyle] ¢ o] €2 && uf, A4 HEHI2]e=
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f J FI\ETmnfmJ Types
Client Information

Server 1P Address
Chent Number

UIDP Port number
Multicast Port number

19216805
11002
12001
JPEG Sending

Transfered Frame rate | 18.07fs
Curtent Transler rate | 2103KB/s

Multicast Receiving

Current Transfer rate 112K8/s
File Transfer - Sending
Total File size

Sent File size

Curent Transfer rate

TCP Pot Number

File Transter - Receiving

Exected Fllé size

Celved Te =126
Current Transfer rate
TCP Port Number

Fouen Nama : Idea Briing
FRoom Number : 1
Curent User: 1 Exi Room J e ‘I i I
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A& Selloris showing
afu} explaining
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the product

A Customeris sesing

Foom Name :  dea Briefing

Foom Number : 1
0) Curent User : | Exl oom

A designer is heating
the customer’s

19216805

1100
1201

PG Sending

Tiansfened Frame rate 2 72ps

Current Translerrate 1541 KB/s
Multicast Receiving

Current Tanclerrate  MKBfs
File Transfer - Sending

Tota File size

Sent Fllo size

Curent Transfer rate

TCP Pod Hurnbs
File Transfer - fieceiving

Expacted Flle size

Recelved Fil size

Curent Transer rate
TCP Post Humber
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AN FF HIAAAQ 3% AALHE J& F H 2
Operation
Processing Time (ms) | Processing Time (ms) | Processing Time (ms) Difference(ms)
Connect() 400 1800 510 +110
chatService(), addClient() 300 1500 410 +110
sendMessage() 100 320 160 +60
messageDelivery() 200 410 240 +40
videpReceive(), .Wait()
videoTransmit(), 1800 5330 1910 110
processorCreator(),
transmitterCreater(), start()
openSession(),
getReceiveStream(), 1400 4610 1515 +115
getDataReceive()
Total 4,200 ms 13,970 ms 4,745 ms +545 ms
(E 4 HetHE0| M2E AAXM2| AlZE ot
§ Agshel ool 2xEdo] AW T wrh e R wRolAE ojgd Aves B A} PUES A
w7 wgol Aoz A4, ATA BA, = AR, BA 89 o) A e WAL A vas
A4 v 44E& A HFE Az"e BAI AUA A <E A4>9F 2ol YERATE vl A GAA QL gl Al €]
A zd Ao B2 A7t w8 o7 st I ) A A YA B} AAH o R +545mse] AHAA T A7
& YHES T2 R AY A dig A7 Af A O A8 HAAT AAHA deole dFS vAA EF2 A
< A&3sta 7] wdel R el digt £AE Z2A o= Fuste] At WHEY S&8S 4FATh o
& & glrh sHARE Al BHES AEstd A7 A 7h e A HHE AAE Hulste £2 WHE oY
B7} @A dA Yol AZEY e Afwkzt ke HA3 A%k RAINBOW Z#H 9 A[9]9F FAFsHAl At HHES
o A4S FAA AMAFE g 7N SEEQ] Agx Faste UF BEEC] BIANA A&l B A
A AR, AR B4, 2= A, 2AEE ¢ A4 T goz IHS T F JdeAE AEHJA 7] I 2
S A ot B A" BAI ATFA R Al At 7E e
AAE 9 =898 9 5 Utk E=3 AL IHEL Y
E WHESE 24 g5 A9 34 A By ol 6.8 =2
T —
U e ZAe o AUkAS S 488 ¢ e
7] Hko] %_—’F_?lﬂr. & B0, A" y¢ 7—‘@]7} 7 3l B B 27 A4 AR HA @S Zo)y
A g2 PsatA & o FA o de AAE A A8 AA A AAE AZESS o] &ste] xEsE
= I~
B EAZH es Adshs AA§ 22E0) 12 4
2w e Sof AxEs T A alatdrh o2 Ea AL 4 9= o]HE thew pr)
o] AZFAfFo THE JHAEAE Kol A, ‘rﬂf]
o AT B ¥al 4% TAd AN LS oM mUS ol 8d G YR 9 A%ZA FE
NG process_generators ©]-&3FA Tt Process_generatore AR A 2hS o] &dle] ExA|AEl] i3t A EkzA
dummy processE AAstE AoR Aulo HET ARExA) S AT AAE 4 Q. AZE S o] M Bz
o gar AEEHS V15 2aF o]&std], JEAER A 7t Q7] Wi A7F G AL} AEkrAS 1
o] 7k AEHeld &7l S JREATE AlEEH A Ao AAEE AL BE BAo xo] st}
Azt B ASA A <HE 4>9F o] HAAAE Aol A AA AN AAE AEESS AokzA A% AA W
Ao wig EolxthkE S &+ ANUTH FUET dAFozHN IR HIsE Ao] 7%
Process_generatorg  ©]-&3to] Ao @S ZZ A7} & Ak wela, o2 EA At A§ wAte] REE
AR T, Aue HE AbERe] #E YAANE H7] =4 5 drk
wj &l vjAHAFA el AFsto A Zd A AJ7ro] wWo] A4y e dTAA BA X : AP B EA= AEA AA B
Atk olgfg FAANA  ANBHEL AW B ZEA ds 7uto 2 %EJJE% FE2T% 9 F, 54 #Hx
2ot Agsle) 9% A9l B70] MANdH 4 o 5 dEsl A5aaat o] AXUESS debd 4 Qe
of, AN FEE IEA7I7] A oS AW &S Awsy] il Bo AREHed AFUESY 435
TARE S A A AR I5& JhssiA drh ARAAE dote 4 gt}
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