Journal of Navigation and Port Research International Edition
Vol.32, No.2 pp. 133~140, 2008 (ISSN-1598-5725)

Detection and Isolation Method for Operator Failure by Unknown Input Observer
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Abstract : In this paper, a fault detection method for operator failures using the observation technique is proposed. The suggested
algorithm is extended using the conventional sensor/actuator fault detection method, First, it is assumed that operator failure offects
human work operations, as it is an external input signal. With this assumption, a human work model with operator failure is suggested
Second, an unknown input observer with proportional and integral gains is introduced. The characteristic of this observer of estimating
an external signal without an exact input is shown, and the conditions for the detection of an operator failure are proposed. Finally, by
simulating the container crane operations, it is verified that the observer can accurately detect an operator failure and estimate its

magnitude from the given internal signal.
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1. Introduction

Nowadays, an increasing number of industrial systems
are equipped with high-end functions and automation,
especially modern port systems and container terminal
systems. In these systems, an operator generally runs most
tasks. During the work process, however, the operator might
commit some mistakes; and if s/he works for an extended
period, s/he may cause an accident. It is thus necessary to
develop monitoring and diagnostic systems for human
operation during the work process.

The generic approach to the assessment of human error
has three steps. The first step is human error identification,
to reduce human error in systems. The second step
quantifies the errors that may be needed to construct a
safety case. The final step develops error databases to
reduce human error.

These steps are related to the identification of a model of
human behavior that will enable the design of satisfactory
manually controlled systems. Such model of human behavior
is identified by analyzing the neuro—muscular characteristics
of the human operator. Shinners(1947), Malek et al.(1988),
Yehia(1995), and Martens(1999) have mentioned some of the
studies that employed these steps. Their approach considered
the human operator an - inanimate servomechanism with
well-defined inputs and outputs.

Over the years, the evolution of the control-theory
paradigm for the human controller or operator has paralleled
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the development of new synthesis techniques in feedback
control. Thus, optimal control models (OCMs) of the human
operator have appeared as linear quadratic Gaussian (LQG)
control system design techniques. Fuzzy controller models
and H infinity models of the human operator closely
followed the appearance of these design techniques (Bryson
and Ho, 1975; Franklin et. al., 1998; Levine, 1996; Skogestad
and Postlethwaite, 1996; Antsaklis and Anthony, 1997; Zhou
and Doyle, 1998).

These models seek to account for many subsystem
characteristics of the human operator by assigning transfer
involved. These

subsystems and their interconnections are postulated on the

functions to the different subsystems
basis of physiologically isomorphic considerations.

Shinners(1947) introduced  the
fime-series to  this

autoregressive moving-average (ARMA) models of data

first application  of

analysis problem. He developed
collected from human operators who were involved in
compensatory tracking experiments using band-limited
white noise inputs (bandwidth = 15[Hzl). His results
showed that all the operators exhibited a time delay of 0.2[s]
and that the discrete transfer functions that represented
their dynamics had one zero and two poles. Based on the
analysis of model residuals, he concluded that the human
operator is a generator of seasonal (rhythmic) characteristics
during tracking of random inputs.

Generally, an important step in the modeling of human

operator (HO) dynamics using the time-series approach is
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the identification of the model order (i.e., the number of
in the model). Several model

determination criteria that are commonly used in systems

poles and zeros order
identification have been critically evaluated in terms of their
ability to estimate the order of a simulated autoregressive
model (AR) with parameters obtained from HO input-output
data during a compensatory tracking experiment (Sinha and
Kuszta, 1983; Glass and Wong, 1988, Efe and Kaynak, 1999;
Ljung, 1999).

On the other hand, the detection and isolation of actuator
and/or sensor failures have received considerable attention
during the last two decades in both theoretical researches
and practical applications (Clark, 1978, Frank and Keller,
1980; Park and Lee, 1999). Although there have been several
studies on fault detection and isolation (FDI) observers
(Viswanadham and Srichander, 1987, Hou and Muller, 1994;
Wang and Daley, 1996) and residual generators (Garcia and
Frank, 1999), such studies were concerned with only the
partial detection and isolation of actuator failures or sensor
failures. In the case of the FDI observer, multiple observers
have been used to determine the localization of faulty
elements in the process, where as many unknown-input
observers were constructed as the number of inputs
(Viswanadham and Srichander, 1987).

Recently, a fault diagnosis method of detecting and
isolating actuator and sensor failures, including the
magnitude of the fault, has been proposed using multiple
proportional integral (PI) observers (Kim et. al., 1997). It is
based on the intensive use of knowledge on the
characteristics of Pl observers, which estimate and cancel
step actuator failures.

In this paper, a fault detection method for operator
failures using the observation technique is proposed. The
suggested algorithm is extended using the conventional
sensor/actuator fault detection method. First, it is assumed
that operator failure affects human work operations, as it is
an external input signal. With this assumption, a human
work model with operator failure is suggested.

Second, an unknown input observer with proportional and
integral gains is introduced. The characteristic of this
observer of estimating an external signal without an exact
input is shown, and the conditions for the detection of an
operator failure are proposed.

Finally, by simulating the container crane operations, it is
verified that the observer can accurately detect an operator
failure and estimate its magnitude from the given internal
signal when the human model from previous researches
(Kim et. al.,, 2005) is used.

2. Design of observer

2.1 Problem statements

We assume that an operator work model is described by
linear time-invariant model as:

z(t) = Az (t) + Bu(t) + Dd(t) (1a)

y(t) = Cx(t) (1b)

where z(t)ER™ denotes state vector, u(t)ER™ input
vector, y(t)ERP output vector, and d(¢)ER? disturbance
vector, respectively. Matrices A, B, C and D are appropriate
dimensions and fair (C,4) is observable.

In Eq. (1), the input u(¢#) includes all the control
information that was recognized during the operations. The
output y(¢t) denotes the operation outputs, such as the
joystick and/or button signals, under the operator’s control
resulting from learning, experiments, knowledge, know—how,
etc. The disturbance d(#) includes uncertainties from the
changes in the work environment, the changes in the
operator's work conditions, and the changes in the weather.
In this paper, it is assumed that an operator has committed
a mistake from wrong information, and that this has
resulted in operator failure. Due to such mistake, the system
would not work normally. In the operator work model, the
wrong information will be added to the input terms. To do
this, normal condition input «(¢) and abnormal condition
input «(t) are defined. The abnormal condition input w(t)
includes the wrong information. From this definition, the
input term in Eq. (1a) will be modified as:

w(t) =u(t) +al?) (2

where a(t)=R™ denotes the wrong information which
make the mistake by operator and it will be added to input
term in  (la).

By substituting Eq. (2) into Eq. (1), we obtain the

following model.

2(t) = Az (#) + Bu(t) + Ba(t) + Dd(¢) (3a)

y(t) = Cx(t) (3b)

The aim of this paper is to detect and isolate the operator
failures () that is included to the input term by using
observer techniques perfectly.
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2.2 Structure of QObserver

In this paper, we deal with an observer include proportional
and integral gains. The structure of observer is given as
follows:

2(t) = Az(t) + By(t) + Ju(t) + Hu(t) (4a)
z(t) = Cz(t) + Dy(¢) (4b)
w(t) =y(t) — Cx(t) (4c)

where z(t) ER™ denotes the observer state vector,

z(t)ER" the estimated state vector, w(t)ER” output error,

and matrices A4, B, C, D, H and J are appropriate dimension
for observer.

Definition 1: For operator work system in Eq. (1), the
system Eq. (4) is said to be an observer if and only if

lime(t)=0,v 2(0_),z(0_),u( - )

t—o0

lim w(t)=0, ¥ w(0_)

t—co
where e(t) =z(t) —z(#) denotes the estimated state error.

Under the Definition 1, we have the following theorem
which describes the relation between the system and the
observer.

Theorem 1: The system Eq. (4) is an observer for the
system Eq. (3) with an unknown external input if

Re ), [_ éla {){] <0,i=1,n+p 5)

and there exist a matrix U< R™™" such that

AU+ BC=UA (6)
J=UB )
CU+DC=1, ®)
UD=0 ©

where Re ), [ -] denotes the eigenvalues of matrix.

Proof : let us define an estimation error ¢(t) as
¢(t) =2(¢) - Uz(t) (10)

Then, the dynamics of this error Eq. (10) obeys
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((t) = A¢(t) + (AU+ BC~ UA) x(¢)

— UDA(t) + (J— UB)u(t) + Ho(t) an

Also, Eq. (4b) leads to
() = Celt) + (CU+ DO)a(t) (12a)
w(t) = Cla(t) — 2(t)) (12b)

By substituting Eqns. (6) - (9) into Egns. (11) - (12), we

have

¢(t) = Ac(t) + Hw(t) (13)
st)=cct)+z(t) (14)
wlt) =— CCC(t) (15)

or

Thus, under the condition Eq. (5), w(t) —0 and e(t) >0
(t— o0). So, this proof is completed.

The problem of designing the observer for the operator
work model with unknown disturbance input is reduced to
find the matrices 4, B, C, D, H, 7 and U such that the
conditions of Theorem 1 are satisfied.

In the next section, we will show the fault detection

characteristic and the realization condition for the observer.

3. Detection of operator failure

3.1 Characteristic of operator failure detection and
isolation

In this section, we describe the characteristics of fault
For this,
of system with the operator

detection for operator mistake. consider the

dynamics failure and
interconnected unknown disturbance Eq. (3).
By using the estimation error Eq. (10), we have the

following error dynamics from Eq. (3) and Eq. (4).

c(#) = AC(t) + (AU+ BC— UA) z(t)
— UDd(#) + (J— UB)u(t)+ Ho(t)— UBalt) (16a)

2(t) = C(t) + (CU+ DO)x(t) (16h)
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w(t) = Cz(t) - z(t)) (16¢)
By applying Theorem 1, we have

¢(t) = A¢(t) + Hw(t) — UBalt) an

a(t) = CL(t) + = (t) (18)

w(t) =— ce(t) (19)
Let £(t) be defined as

£(t) =w(t) ~alt) (20)

Under the assumption of step operator failures (because the

operator failure does not change frequently) a(t)=0, we
obtain

£(t) = wlt) =— CCx(t) 21)

If we design the matrix H as

H=UB (22)
Then, we get

L) = A¢(t) + He(t) (23)

£(t) =— cC¢(t) 4)

or

['c(t)]:[ A H [g
)l l-ccojli¢
Under the condition of Theorem 1,

(t—)OO)_

(t)
(t)] (25)

(), &(t)—0
Therefore, the operator failure a(¢) can be
estimated as

a(t)= wlt) (26)

From the above statements, the magnitude of operator
failure can be estimated and the failure is effectively isolated
in the system with unknown external disturbance. Based on

the above statement, we have the following lemma.

Lemma 1: The operator failure is detected and isolated
effectively by using observer Eq. (4) for operator work
model with unknown external disturbance Eq. (3), if the
condition of Theorem 1 is satisfied.

3.2 Realization of observer

To realize the observer, we let C =1 for simplicity.
Then, from Eq. (8) we obtain

U=1I-DC @n
By substitution of Eq. (23) into Eq. (6), we have
A=UA- KC (28)
B=AD+K (29)
where, matrix K can be designed arbitrarily.
Substituting Eq. (27) into Eq. (9), we have
DCD =D (30)

In order to guarantee the matrix D satisfying Eq. (30),
the following condition should be hold.

rank CD = rank D= ¢ (3D

The condition Eq. (30) requires that p=>gq ie., the
number of measured output must be greater than or equal to
that of the external disturbance input.

The general solution Eq. (30) can be obtained as

D =D(CD)" + a1, — cD(CD)*) (32)

where the superscript + indicates the generalized inversion
and G is an arbitrary matrix.
By substituting Eq. (32) into Eq. (27), we can get

U=(1,—GC)I,—D(CD)*C (33)

From the above equation, there exists a matrix G, which
make(Z, — GC) non-singular, and then the rank U/ = n—q.
Since rank D=gq, there exists the left inverse of matrix D,

ie, D"D= 1.

Under the condition of rank U=mn-gq, we have
Ker UUKerDT=0, ie,
U
rank [ D+} =n (349)
Then, we have the following relation
sl,—A D] _ sl — UA]
rank[ c oo ] =g+ rank[ o (35)

Consequently, for ¥V s € C, where C denotes the complex

space,

sl —A D

S5
c 0 Vs €C

rank [ ] =n+g (36)
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which means that the invariant zeros of the system
(4, D, C,0) must be stable. From the above statements,

we summarize the following theorem.

Theorem 2 : The observer Eq. (4) for the operator work
model Eq. (3) can be realized if

(i) rankCD = rankD =g (37)
(ii) rank [SL”;A é)} =n+tgqg VseEC (38%)

Remark 1 : The eigenvalues of the observer depend upon
the arbitrary matrix G and the matrix K significantly.

4, Simuiation and results

4.1 Operator work model

In the simulation, previous researches (Kim et. al., 2005)
were referred to determine the operator work model where
the container crane simulator was used. To obtain the
operator work model, the human operation model for the
container crane system had to be constructed. Fig. 1 shows
the basic human work model that represents the container
transportation from its initial position to its reference
position, where the container should avoid the given
obstacles.

Human Operator

—
Joystick

Gantry Crane System

: _ Trolley
T velocity
{ The orbit of

s

container
L

i
‘ ' —_—
[Cunlamj I
[ | _obstacle

R |

The orbit of
topogaphy

+

Fig. 1 Representation of human operation for container crane

system

In Fig. 1, the operator operates the joystick to control the
trolley position and the hoist cable length by motors with
the motor inverters, respectively. In this case, the operator
can watch the container movement and its sway angle. If
s/he recognizes an error between the desired and actual
positions of the container, s/he can decide to control such
error by using a joystick to compensate for the error. The
signals from the joystick from the horizontal and vertical
directions are proportional to the rate of change of the
forces on the trolley and the cable, respectively.
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Using the container crane operation, the human operations
data such as the joystick angle; the container crane
operations such as the trolley. position, the container
position, the sway angle, the cable length, etc; and the
desired container transportation trajectory must be determined.

To identify the human work model for the container crane
system, the input and output factors were distinguished
from the above mentioned data. Here, it was assumed that
the desired container trajectory would be given using the

optimal control method or other procedures.

Desired
trajectories

- Crane sensor
Container output
crane >

system

Joystics
Human model L

Observer |=

1-—» Estimated fault signal

Fig. 2 A block diagram for estimating human fault

However for estimating the human failure, in this paper,
the input term is given as the real trolley position and the
sway angle. The joystick angles for the trolley and hoist
control are given as output terms. To do this, a block
diagram for the human failure detect model was made and
is shown in Fig. 2.

In the simulation, three work trajectory paths for one
person were made and human operations data were collected

with an 80[ms] sampling time.

4.2 Design of observer

We consider the human model Eq. (3) with matrices as

—11.037 —1.3040 —18.713 —3.4475 87215
A= 04879 —0.1736 0.0626|, B=| —0.7417 1.4307
3.4741 —0.3493 —8.8390 ~16.3508 27.2699
1
B . [-0.7176 —0.0194 —0.4918]
D= [8 , O=10 X[ 0.0040  1.9938 —0.1791

To design the observer, the matrix D is calculated from

Eq. (32) with C=1 and @ as follows

0.0155 0.1187
0.0293 0.2237

and G=10.2985 0.0816

. —0.0428 —0.3159
D:
0.1510 0.2078

0.1290 — 0.3384]

Then, the matrix U is obtained from Eq. (33) as
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U=]0—2352972 28.9019

0 —445.5262  55.4931

0 629.0040 —77.6232}

To verify the suggested observer so as to estimate the
operator failure for its detection and isolation, it was
assumed that the operator made a mistake in handling the
trolley joystick for 5 seconds at 50[s].

And we can easily see UD=0. The other observer

matrices A, B, i and J are calculated from Eq. (22), Eq.
(28) and Eq. (29) with arbitrary given matrix X as

) 29.9261 —56.2127 T17.2587
A=| 90532 827675 —260.3952

—47.6147 515765 —533.4423
B=1| —6.7036 —51.3251

18.8573 144.3433}

—12.8286 —98.1885

o 0.8034 —1.2169
J=H=UB=10° % |—0.2983 0.4515

—0.5774  0.8759

with

0.0293 —0.0258

—0.0119 —0.0131
K_
—0.0317  0.0029

4.3 Results and considerations

The response results for the container crane system

the simulation are shown in Fig. 3 for two cycles of work

operations.

Real trolley position

L/’”\/’“\

Hi0 200 5 360 350
{deg} Rcal comainer sway angle
1 1 1 i i i
o .
5 L I 1 | I |
o 130 200 256 Lt 350

Real length of cable

|\

150 200 No 300 350
x!() [\l Trolley forve
B T T T T T T
0 o
R 1 i { 1 i i
o 4 50 o 150 200 250 06 350
x 10 NI Hoist force
2 T T T T T T
0 =
4 50 100 156 200 250 300 350
Time [s]

Fig. 3 Reponses of container crane in normal case

® 103!?‘5) Real & estimated tolley force

i i i i i 1 1 i i

6 20 440 60 80 100 120 140 160 180 200

R x m4[N] Real & estimated hoist force

= T T T T T T T T T

_2 i i 1 L 1 L L Il i
0 20 40 &0 80 160 120 144 ] 1860 200
Thne fs}

Fig. 4 Reponses of container crane with human fault

The simulation results for this case are shown in Fig. 4,
where the upper and lower figures show the simulation
results for the trolley and hoist operations, respectively.

As shown in Fig. 4, the hoist values are almost the same,
but the trolley values do not match, especially at 50[s]. This
shows that the operator failure appeared at 50[s].

in

To detect the exact operator failure, the observer signal
w(t) in Eq. (26) was taken. It is shown in Fig. 5. The
estimated operator failures with the trolley and the hoist are
shown in Fig. 5. The operator failure was detected for the
trolley part at 50[s].

X 10"’[N} Estimated human faults for trolley operation

T T 4 T T T ¥ Y

I i i 1 — i i I i
L} 20 40 &) 4] 0o 120 140 160 18O 200
X ](ig [N} Estimarted hutaan fults for hoist operation
T T~ T —-— T ¥ T T T

2 o

ir -

0 "WMAW 5 Ao
-1k -
KIS

1 L i '] i i 1 I3 i
0 n 40 i) 80 100 120 140 il 180G 200
Time [s]

Fig. 5 Estimated human faults for trolley and hoist
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From the results, it was verified that the suggested
observer had an effect on the detection and isolation of
operator failure.

4. Conclusions

In this paper, a fault detection and isolation method for
operator failures wusing the observation technique is
suggested. The suggested algorithm was derived from the
results of previous researches on the sensor/actuator fault
detection method.

First, it was assumed that operator failure affects human
work operations as an external input signal. With this
assumption, a human work model with operator failure was
suggested.

Second, an unknown input observer with proportional and
integral gains was introduced. The characteristic of this
observer of estimating an external signal without an exact
input was shown, and the conditions for the detection of the
operator failure were proposed. Finally, by simulating the
container crane operations, it was verified that the observer
could accurately detect operator failure and estimate its
magnitude from the given internal signal.

Future researches should study detailed operator failures
such as due to emotions and stress, including stress from
environmental changes.
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