Journal of Korea Multimedia Society Vol. 11, No. 1, January 2008(pp. 1-12)

FEYFALLL G vloleulo]x
F33} 7 % A5 Foh

+

= tt
424, &2d

2 %

dolgulo]& Ga A AR HolHE gastet] Ao s yr @t R fAZLE dolH
#F& A W8E B3T e 8T £EF9 sttt 2 FESALHL DX A AF B}
T fEEsE 43 AL 24T 5 glo] o8 IEisia AdE ook Ptk B =EolAE vojEuo]
FEA 2 ol EA 9} vlolE] &5 8t Mel7lg FE38L, 45 dolH Mg 9% SQL dejo] &g
T3 7E AEE AT AT S A8 gElE dolEuoj2d ddslE AFsly ¢35 dunE
LEE ITEF ¢38 YNHUFE T 450 #E ARIAS AHE Y. dlojefulo) 26 tig A% B}
#E A7 < AAA e vET Aol B =A 75T volEMols GusA 2" S vigoR
GETE FA AFEASS MY @R tE dEEA FE AF 45 23T ARE AAFT

Implementation and Performance Evaluation of Database
Encryption for Academic Affairs System

Bo-Seon Kim*, Eui-Kyeong Hongﬁ

ABSTRACT

Database encryption is one of the important mechanisms for prohibiting internal malicious users and
outside hackers from utilizing data. Frequent occurrences of encryption and decryption cause degradation
of database performance so that many factors should be considered in implementing encryption system.
In this paper, we propose an architecture of database encryption system and data encryption module.
In addition we suggest extended SQL in order to manage data encryption and decryption. In implementing
database encryption system, we adopt ARIA encryption algorithm which is proved to be the most fast
one among Korea standardized encryption algorithm. We use an single key for each database in encrypting
data rather than using several keys in order to improve performance. Research over performance
evaluation of database encryption system is rare up to now. Based on our implemented system, we provide
performance eya]uatjon results over various /W platforms and compare performance differences between
plain text and encrypted data.
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A#7} AAE T 4t diolHE 88 W ‘select
to_number(decrypt(total rank)) from..” A} <} Zo]
to_number() & AHERI} oW B5s) AL A
Aol il A HY Fo= HAS Aok o

where 27 A A& A F% HL ¢33}
A Ao el A like, between <, >, <=, >= T &
v Aizte AMEE F gloke Holth o]9f 2
AiAE 453 dolHo AEFHE Ao R XErt
2713t} o] A9 FEvinE WEsid FAoE thA
ZH3stA Y £ dIolEE 3 § vl d4to]
FYHTE 7S TR} gty 19 99 Zol
dolEo] 27t XHEE 4 v ofF & 219 10%
Zo| #Asjo .

select decrypt(hak_nm) from khhkhshjOltt;

select to_number(decrypt(total_rank)) total_rank
from khhkhshj01tt;

3 8. Hlo|e &3 BH select oAl

select * from khhkhshjOltt where total_rank>70 ;

a3 9. Ho|Eeo]A0M X2lg = fl= 2o

select * from khhkhshj0ltt
where to_number(decrypt (total_rank)) > 70 ;

a8 10. 2&3} cojel2l HITE At +IE Fe|

insert into khhkhshj0ltt(hak_nm)
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I3 11. dioly &=z & MASH= insert 22
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select Aoll HAIstdor gtrt. o #o A ‘order by 2’
9] 2% selectd 9] 2015 3t¢) 333 total_rank
ARE #AMUE AHE AN 9w o)t

select decrypt(hak_nm) name,
to_number(decrypt(total_rank)) total_rank
from khhkhshjOltt

where class_no = ’class_01' order by 2;

T8 12, 2&E3} dloje{o] tHEt order by AS A
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select * from khhkhshjOltt
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