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A Study on Information Security Investment by the Analytic
Hierarchy Process
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Abstract

Recently organizations identify information security as one of essential means for gaining competitive
advantage. However, they do not actively increase investment in this area because they consider
spending for information security as a cost rather than an investment. This is because organizations
don't have a clear understanding of information security objectives which can be achieved through
investment, and they don't have criteria for alternatives which can be considered in information
security investment decision-making. In this paper we propose to model the decision-making process
of information security investment by the AHP (Analytic Hierarchy Process). The results will show that
availability is the most important criterion for the decision of information security alternatives, and
intrusion detection is the most important information security alternative. We hope that the results of
this paper provide a guideline for clear decision-making in information security investment,
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