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A JTAG Protection Method for Mobile Application Processors

G N IR Tl o
(Minsoo Lim * Bongil Park + Dongho Won)

Abstract - In this paper, we suggest a practical and flexible system architecture for JTAG (Joint Test Action Group)
protection of application processors. From the view point of security, the debugging function through JTAG port can be
abused by malicious users, so the internal structures and important information of application processors, and the
sensitive information of devices connected to an application processor can be leak. This paper suggests a system
architecture that disables computing power of computers used to attack processors to reveal important information. For
this, a user authentication method is used to improve security strength by checking the integrity of boot code that is
stored at boot memory, on booting time. Moreover for user authorization, we share hardwired secret key cryptography
modules designed for functional operation instead of hardwired public key cryptography modules designed for only JTAG
protection; this methodology allows developers to design application processors in a cost and power effective way. Our
experiment shows that the security strength can be improved up to 21 ¢ 0.6second when using 160-bit secure hash

algorithm.

Key Words : Application processor, JTAG Protection, Security, Authentication, Hash algorithm
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Table 4 One-time attack time against user authentication

= 7 AP tPOR + Block Erase + 4KB Word
o Program + 4KB Read Access
23 gk | 2001 + 1000 + 16.38 + 0.143 = 1018.524ms
AF gk | 2001 + 580 + 14525 + 4250 = 600.776ms
tPOR: Power on Reset Timing
x 5 NOR £aiA| o 22| Etojal Holg
Table 5 NOR flash memory timing table
. =9 g i _
Function - A Unit
Typical
Sector Erase
1000 580 ~ 620
(16KB) 0 e
4KB 16.38 = 4K/2
38 K/ 14.525 ms
Program x 8us
Read Access 70 2075 = 83-cycle ns
X 25ns
4KB Read 143.36 = 4K/2 | 4,2495 = 4K/2 us
on boot x 70ns x 2.075us
Erase/Progra
m 1,000K - cycle
Endurance

£ 5 E 4A AL8E 2z el gho] diF wixE &
I A% 28 2 AEYolHE 53 FH ot} AgE HE
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Fig. 6 NOR flash memory boot timing diagram
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a2 7 Power on reset Elo| g
Fig. 7 Power on reset timing

E: 6 Power On reset Efo|al A=
Table 6 Power on reset timing specifications

Symbol Description Min | Unit
tOA VDDOP/VDDMOP to VDDalive 0 ms
tOlI PWREN to VDDi/VDDarm 0 ms
OSC VDDi/VDDaIA'r'n t(-) Oscillator 5 ms

stabilization
‘OR Oscillator stabilization t.o 1 us
PnRESET & PnTRST high

62 Hot 7|58 98 sl=Edo &5 2uglE

2ol AF A9, B V52 A9 AF =
of 5 dnAEL AUt Aol AT & 7= e
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BERF AFoA =14 AMAE ECC 47 &3
gdZ RoE RSA ¥/07 dnaFel st=do dE=E 4
9=z gen(10), FNY LnEEFY B¢ dF £x7
eyl gts duYERT = ‘\:Xﬂi As) £ dzstn
the AR E R ARR-A °15°ﬂ FE AEFHD YT kA
A g3gte] ASE HET] duglFo] BHHSR

}oﬁ

A, o JTAG XES| neg slsiA mzAAel A
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27] Qi 2ZER FTHEHY AEHIE 0 =&
(1% Z= M9 CPUE €834 &1 594 =99
¢l Protected JTAGS 7o 9F=2 ojmd HEHE 7}A
o= AAe ATl o] AHL A EE(secure boot)
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Z9 92 HolEHe ZE AoolEE HYI] B ZEAA
9 223 ARE Wog $FHA <t oHI W
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Table 7 Gate count and performance according to H/W P

Crypt Gate count Throughput
Accelerator
16.6KGates @ DES(16bits/cycle),
DES/3DES 190MHz 3DES(5.3bits/cycle)
AES 35.5KGates @ 1.78 bits/cycle with
150MHz 128-bit key
MD5 and 23.0KGates @ MD5(7.8 bits/cycle),
SHA-1 250MHz SHA-1(6.3 bits/cycle)




0.3KGates @
TRNG . i
433MHz 0.19 bits/cycle
236KGates @ 218,211 cycles for
215MHz RSA-1024
Public ‘Key 137KGates @ 395,121 cycles for
(RSA 220MHz RSA-1024
ECC)’ 55KGates @ 1,559,822 cycles for
240MHz RSA-1024
24KGates @ 3,919,167 cycles for
240MHz RSA-1024
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