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In various manners, string pattern matching algorithm has been proven for prominence in

speed of searching particular queries and keywords. Whereas, the existing algorithms are limited
in terms of various pattern. In this paper, regular expression has been utilized to improve
efficiency of pattern matching through efficient execution towards various pattern of queries
including particular keywords. Such as this research would enable to search various harmful
string pattern more efficiently, rather than matching simple keywords, which also implies
excellent speed of string pattern matching compared to that of those existing algorism. In this
research, the proposed string search engine generated from the LEX are more efficient than BM
& AC algorithm for a string patterns search speed in cases of 1000 with more than patterns,
but we have got similar results for the keywords pattern matching.

W keyword : | String Pattern Matching | Regular Expression | LEX | BM & AC Algorithm |
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%%

\eml {print(1); REJECT; return(1074914916); }
\emf {print(2); REJECT; return(1074914916);}
\wmf {print(3); REJECT: return(1074914916); }
"new XMLHttpRequest(”

{print(4); REJECT; return(1074914916);}
Vreadme\.eml

{print(5); REJECT; return(1074914916);}
window\.open\(\"readme\.eml\"

{print(6); REJECT; return(1074914916); }
document\.domain\(

{print(7); REJECT; return(1074914916);}
javascript\:

{print(8); REJECT; return(1074914916); }
Content-Type\:

{print(9); REJECT; return(1074914916);}
file™//"

{print(10); REJECT; return(1074914916);}
http"//”

{print(11); REJECT; return(1074914916); }

file”//"{"\n}{0,400}\/smi

{print(22); REJECT; return(1074914916); }
http"://" {0,400}Vsmi
{print(23); REJECT; return{1074914916); }

VES-L R ]
CF_SETDATASOURCEUSERNAME"()"
{print(20); REJECT: return{1074914916);}
Content-Type\:.*application\/smi.*?<areal
\n\r]+href\=\'file;javascript\'\smi

{print(21); REJECT; return(1074914916);}
file"//"["\n}0,400}\smi

{print(22); REJECT; return(1074914916); }
http”://” {0,400}V smi

{print(23); REJECT; retun(1074914916); }
Location\:.*URL.*\'\/smi

{print(24); REJECT; return(1074914916);}

Content\-Disposition\.«[0-9}{8} \-[0-9H4H{3N-[0-912Nsmi
{print(25); REJECT; return(1074914916);}
return{-1)
%%
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int main() {
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gettimeofday(&s, NULL);

tn = yylex();

gettimeofday(&e, NULL);

print_duration("Lex Search”, s, e);

while((tn = yylex()) = 0) {
switch (tn) {

}
offset += yyleng;

—
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void print_duration{(char* title, struct timeval s,
struct timeval e) {
if (stv_usec > etv_usec) {
etv_usec += 1000000;
etv_sec ——;
¥
printf("%s duration: %d sec %d usec\n”, title,
etlv_sec — s.tv_sec, etv_usec — s.tv_usec);
return;
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pattern count: 2014, packet count:353, match count:19
BMSET search duration: 0 sec 8184 usec

start AC search
pattern count: 2014, packet count:353, match count:19
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8 6. BMZt AC €125 AEY WE oY AjZH H|E

_?_k] oz AC 01—‘7

S S EEEEE R e
neste] [E 103 2 23E Ak

E 1. AC ¢12|E IfH ZM &5

(H9 :usec)

100 13:21 3:13 5:12 7:10
500 19:31 4:23 8:17 11:15
1000 33:59 11:35 17:31 19:30
1800 57:88 16:41 21:39 24:36

2E" ARl digh A= 4 AC ¢aE

& Agstel mad g A5 Fe A0, 50,
sk R At B 29100001 3 57
Bk 253 Ado] e WY = FFAe)E 1]

=
bl )
walokd £499) Aok 498 WPE 24t HE

2 EJIE 64 H}OIE 128 H}O]E H}O]E, 512 u}

T 2. 5l0|22|E QENNE 0|23 I ZM &C
(9] “usec)

50 77 93 138 193
100 79 94 138 195
500 79 96 144 204
1000 81 83 149 255
1800 82 85 152 287

slolRg= 9 EnlelE o] gdld] HEe MG} F

& AgolE 4 %7} AC S Fl Hls) AXsH
A &7 FARE A HAB £ Yok F, 9 9
dol B AL 71E eelEel Aol $48
2 $A% 5 Uk ST FY AL ) OF A
S SRR Aol AW B4 Sw5h e &
ne)Ze] 2gstel ALY A7 S BSol=
A4 &= gna dshe 29 2



F+ BHAS 0|8t oiE i AT Y 39

et 2 A7 E 3 719E 2 25 e of
T Ade YT A 719 L e} Zo|g 1y
s} 2E8 Y viA YuF Mol 7= A4
sharal sh= 719 = 3 sl A|7E 10007) )4l
S Afole A H8AE o] 83t B AFAM A
Qe S A5k Aol A% Ao TS
g & Aok kA sEle] dojzt AAY 79
N 10078 ©]3kel Aol 71Ee] AC ~E¥ HH
Y gaEs A8k Flo) A% $44E B
o Ao 2 719 = Bl |le] tis) o gale X
Wtz sk Aol 719= 2 Ee Zojs} A
o] Aglo] LEXE o} 4¢ sto|na= Q ErlElE o

g3k Ao A3 Heow duEn.

ok

)
F ¥ A% 24 A%E ANae,

[1] S. B. Robert and J. M. Strother, A Fast String
Searching Algorithm,” CACM, Vol.20. No.10,

1977.

[21 A, Aho and M. Corasick, "Efficient string
matching: an aid to bibliographic search,”
CACM, Vol18, 1975

(3] D. Gusfield, "Algorithms on Strings, Trees, and
Sequences: Computer Science and
Computational Biology,” University of California
Press, CA, 1997.

[4] C. C. Jason, Stuart Stanford, Joseph McAlerney,
"Towards Faster String Matching for Intrusion
Detection or Exceeding the Speed of Snort,”
CACM, 1992.

[5] T. S. Axel, "Using C with CURSES, LEX and
YACC," Prentice Hall, 1990.

(6] J. P. Tremblay and P. G. Sorenson, "The Theory
and Practice of Compiler  Writing,”
McGraw-Hill, 1993.

[717 H Elis and S. Sartaj, "Fundmentals of
Computer Algorithms,” Computer and Science
Press, 1978.

[8] K Ngun, R. A Kemmerer, and P. A Porras,
"State Transition Analysiss A Rule-Based
Intrusion Detection System,” IEEE Transactions
on Software Engineering, Vol.21, No.3, 1995.

[9] R. Sekar and P. Uppuluri, "Synthesizing Fast
Intrusion Detection/Prevention Systems from
High-Level Specifications,” In Proceedings of
the USENIX Security Symposium, 1999.

[10] L. Kyle, "Mastering Algorithms with C”
O'Reilly, 199.

[11] F. Mike and V. George, "An Anylysis of Fast
String Matching Applied to Content-Based
Forwarding and Intrusion Detection,” IEEE
INFOCOM, 2002. |

[12] G. Stephern, "String Searching Algorithms,”
World Scientific, 1994.

[13] http//www-igm.uiv-mlv.fr/ lecroq/string



40 SIZH=8E:=2X| '08 Vol. 8 No. 2

3 3% TH{Kwang~Man Ko) X3
1919 24 93w AFY
TEIFEAD
+19934d 29 FEdEw ARy
Fa (T
= 1998 29 Tkl Z35E
T (FshabAh

-2001Lﬂ 84 . J*—Zroqx}tﬁﬂ_’ el gaka
$20029 ~ 2003d : Queensland University of
Technology 97 <r

2001d 98 ~ @A AA g AFEHARZER

1=} A
e

<HAROR ¢ 2O E 2 7

4t & A(Hong-Jin Park) ¥
- 1993 2€ : Agoisha HFE
Fahal *LZ—‘P‘})
1995\ 89 FY T 7 5FE
28k ,,].(—-d)d AhH

20014 89 ¢ Feriern 7
. Fehal(F )
L0016 99 ~ @A AT AREHAR TR

:(H
i}




