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Abstract Although RDF ontologies might be expressed in XML tree model, existing methods for
protection of XML documents are not suitable for securing RDF ontologies. The graph style and
inference feature of RDF demands a new security model development. Driven by this goal, this paper
proposes a new query-oriented model for the RDF ontology access control. The proposed model
rewrites a user query using a three-layered ontology view. The proposal resolves the problem that
the existing approaches should generate inference models depending on inference rules. Accessible
ontology concepts and instances which a user can visit are defined as ontology views, and the
inference view defined for controlling an inference query enables a controlled inference capability for
the user. This paper defines the three-layered view and describes algorithms for query rewriting
according to the views. An implemented prototype with its system architecture is shown. Finally, the
experiment and comparative evaluation result of the proposal and the previous approach is described.
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place_c>2><place_a, locatedIn, place_c>olA &
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A2 82 93 #=A

£ 1 E9A #3450 B Ae
E97 74 =27 44 FE 54
<x, rdfs:subPropertyOf, y> A<y, rdfs:subProeprtyOf, z> rdfs:subPropertyOf rdfs:subPropertyOf
— <X, rdfs:subPropertyOf, z> (PTP, TP)
<x, rdfsisubClassOf, y> A<y, rdfs:subClassOf, z> rdfs:subClassOf rdfs:subClassOf
— <x, rdfs'subClassOf, z> (PTP, TP)
<x, rdf'type, y> A<y, rdfs'subClassOf, z> rdf:type rdfs:subClassOf
— <x, rdfitype, z> (PTP, !'TP)
<x, rdfs :domain, y> A<y, rdfs:subClassOf, z> rdfs:domain rdfs:subClassOf
- <x, rdfs:domain, z> (PTP, 'TP)
<x, rdfsirange, y> A<y, rdfs:subClassOf, z> rdfs:range rdfs:subClassOf
— <X, rdfsirange, z> (PTP, I'TP)

% PTP: Positive Trigger Property; NTP: Negative Trigger Property;

TP: Transitive Property
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(General Client)l Al &332 law2el tha HZ  2vid 2voll U@ e 73Tk o o), T Wi zs
< AR W, A g VIP Ao AlE FB [ ke @ W, )7 AR AolE then go] T

s

AR BE g3tk Ve appliedTo
7} locatedin®] NTPQS AdshA =x o] Hej7}
(placel, place2)9} place5 Alole] ZA}stEE ) ahaic),

dgdez VIP 343 HAY ek Aol sy
A, place3®] place5ell 91x]a) A7) W Fo lawde E3}
sk Ao 2A9E 4S8 4 IAR= A= gt

EF o]E AR 1E-& placefo] FHo] HLE Hon}
7] W& lawd S

=2
=

o)1=
AT

NA=F 5 g B Aol %
5 giEel, £ERA B Eﬂ A%g e A9
PHE ATAL Ao Y Fol o8] WA F 5
A Aol el 218 bg; e A7} s,

5. o Tty etma)

Aok FolAR, WA AgA So] Ry LEeA
HE AUs et Ao AR A0S Fo ALE
Aol o5} Fol2 Aelg AP ol AP} 2
A8 Ao = =9F 190 EdE A9 o
$3ie] wBely w=ogos 9d8 24 ExE due

FHACR AHHcH20). @A o] =FolrE WHERE
Ao stmt7}h Bvte) ERER TAEO Sle wed A

ool th@ A=Y Bgel el A S sk
FAHoz, EGE HHd T slo) Wil 9e 7

% WA 2 g g pere Ade U Ay

Aol @ IS OE WSE Ao Es &

Me] A (<subject, I, ?v2>, <subject, ?vi, kK>)Z A
ZAddct,

5.1 714 R/} ClAHA & 23] atna|E

Ao g Vel Vil Z3HEnforcement) Hxbi=
22 19 3, 1% 49 2k GaEEe Age fol4
I HAHR olslE 57 Y8l EYZE olgEtd it
ZEF g8 1y ol TS YalMdes A
H A2 dojoA FHEshe o3 E o] &3lodot Tl

Concept_Control() &= AHgA @ Al 71
g ol&3lo] Ao 5 gl B TFHEA PuE

X
us
=UF AW ()E b AdE AR, o

Algorithm 1. Enforcing V¢ on a query
q = Select ?v Where stmt
Function Concept_Control{Query q, V¢ con_view)
If (?v is instance)
For each ¢&€ con_view
q.stmt € g.stmtA (V <?vtypeOf, c>);
End For
End If
If (?v is concept)
For each ¢ € con_view
q.stmt € q.stmtA(V <?y,isSameAs, ¢>);

End For
End If
Return q:
EndFunction
9 3 Ao oig VC A3 duE
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Algorithm 2. Enforcing V; on a query
q = SELECT ?v WHERE stmt
Function Instance_Control(Query q, V| ins_view)
If (?v is instance)
For each i € ins_view.I

End For
End If
If (?v is concept)
q € Concept_Control(q, ins_view.V¢)
End If
Return g;
End Function

q.stmt € q.stmt AV <?v,isSameAs, i>);

g, viAgto 2 Y& A" dgE EstAl
Hrh

Instance_Control() ¥+ 282 HE 53} 3%
HR g dx'2g HIE Ay 4% s
ojt}, wEtA FE EFHE AYUA ¥ AR o9
AAE2d) H2slaz & i, Instance Control() €L
gl g3 HE A¥r Hrideh o] 41gE =g
UM Tl AdE ZE dxnEEd uig fArsih v

We gl A2Ex o A9, d2Ex ¥ ol e 5

28 4 Zofo] tig VIS A3 dueE

g Quds jg FYetEE AREn,
5.2 £ | 28 gmalE

o

d g v ol J2Elzd A Ad 7 odlel 9 a8 b FE FE A3 AT ¢nEEE B

= Q9o g Bles AR

o =2lg Aakzl (V) Fth, ¥ 59 &uElEZo A, ins_view_enforced Z7j
E olgste Fos AL wg 2vel o]
3

= 3 aE J2Es b AEHAeAE JER Y temp_r
291 A% id Bl gE Yge 4 M et FUIEE Fzb AAE AAsr] 98 ol dwrdoz Ao
At o)y AF =T =P ANAS o] 834 AR F AR o]FolFTh

Algorithm 3. Enforcing Vi on a query

Function Inference_Control(Query q, V¢ inf_view)
1 Boolean ins_view_enforced € false;

2 Set temp, temp_r, result;
3 Case q.stmt = <?vy, predicate, object>
4 If ( predicates(P, <)) // predicate has sub properties.
5 For(vsub_pre= (P, <) AND sub_pre <predicate)
6 q.stmt€q.stmtV <?vy, sub_pre, object>;
7 End For
3 Instance_Control(q, Vr.V;) ; //enforce inference view on rewritten query
9 ins_view_enforced € true;
10 End If
11 If (predicate€ Trigger_Property,.(predicate)) //predicate is transitive
12 If (ins_view_enforced = false)
13 g€ Instance_Control(q, V& VD)
14 ins_view_enforced € true;
15 End If
16 temp_r€Execute g;
17 result €result Utemp_r //store intermediate results
18 q.stmté& 4
19 For(vr&temp_r AND r&[Ny(predicate), N.(predicate)])
20 q.stmt€ q.stmtV <?v,, predicate, r>
21 End For
22 End If
23 If(predicate€ Trigger_Property,.,(predicate’))
24 If(predicate’ is NOT transitive)
25 g.stmt€q.stmt VvV (<?v,predicate, ?v,> A <object,predicate’,?v,>);
26 Else /*predicate’ is transitive*/
27 temp € Execute “Select ?x Where <object, predicate’,?x>"
/*seek all successors of object tracing predicate’.*/
28 For(vr&temp AND r& [Ny(predicate’), No(predicate’)1)
29 g.stmt€ q.stmtV <?vy, predicate, r>;
30 End For
31 If (ins_view_enforced = false)

32 q€Instance_Control(q, Vy.Vy);
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42 Case <subject, predicate, ?v,>
43 If ( predicate € (P, <) )«

58 Case <subject, ?vy, object>

65 return result;
End Function

33 ins_view_enforced € true;

34 End If

35 End If

36 EndIf

37 If(predicate € Trigger_Property,.(predicate’) AND(predicate’ #predicate))
38 e /= similar to (predicate© Trigger_Property,. (predicate’) */

39 End If

40 result € Execute g

41 End Case

44 If(predicate & Trigger_Property,.(predicate))-
45 If(predicate = Trigger_Property, s (predicate’) AND predicate’ = predicate)

6 L

47 temp_r€ Execute q;

48 result €result Utemp_r //store intermediate results
49 g.stmté& 4

50 For{vr&temp_r AND r& [N,(predicate’), No(predicate’) 1)

51 g.stmt€ q.stmtV <r, predicate’, ?v;>

52 End For

53 result €result UExecute g

54 End If

55 If(predicate € Trigger_Property,e (predicate’))

56 e /* similar to (predicate© Trigger_Property,.s(predicate’) */
57 End Case

59 r< Execute g;

60 result€resultU{r} ;

61 IfreP, <)

62 result€result U{r'eP: r’,r} ;
63 End If

64 End Case

/xsimilar to case <?vy, p, 0>%/
/*similar to case <?vi, p, 0>%/

I% 5 Aele U VF g dare

A WA TN, dFEA A5 BAstd EfZ b
HE At 28E A8l <?vy, predicate, object>Z
2 FoJrxat. Y predicateo] H, W £A13hd, 3t
A ol(sub_pre)E T RE EFTL WA
gstmtell F7H3THERS] 4~10). A dato] S8E F
predicate®] TP, PTP ¥ NTPIA o wel A 71X
B9 7t EAF.

A, predicate®] TPRl ZA$-(2}2 11), qF A3}
o 1 F ARAE temp_ro] AFs). predicates]
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= FU Z2AE AR EIEES AAE] Y8 o
Hrh

predicate®] predicate’®] NTP, Z Trigger Proper-
tyneg?l A-(ER] 23), B THE F 7HAY AU A
gt 9k predicate’o] 'TP(Not Transitive Property)
o gstmte MEE EEE FrislA Bk 183

oy

749, Z predicate’e] TPolH RE F9} &A=
sty FrbshAl HuElel 26). predicate’®] Ho
Z, [No(pre), Nelpre)]) Wloll A 28 34
N2 EFES A3 o]&dH

A 2o 2 predicate®] predicate’® PTP, & Trig-
ger_Propertyms?l A$-o% AZA HA= predicate©)
NTPQ 7492k FARBICHERD 37). 349 mlx= @7
A, AREE ge HE AHE AMERNA BEE)
8t sy

g4A 3. 19 62 2 29 <A o83 ¢
& 3& HAFHOE HAFEY] 9§ dAolt). Hel oA
2 A st=<?v1, appliedTo, place3>°] Fo|FH Iz 714
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Original query
Select vl
Where <?v1, appliedTo, place3>

Property,,(locatedIn)={appliedTo},
locatedIn is transitive

seek places where place3
is located In

Select 7x
Where <place3, locatedIn, 2x>
execute

temp={place5;
rewrit :

Select 2v1
‘Where <?v1, appliedTo, place3>V <?v1, appliedTo, place5>

rewrite

Select ?7v1
Where (<?vl, appliedTo, place3>"/<?vl, appliedTo, place5>)/\
(<?v1, isSameAs, law 1>V <?v], isSameAs, law3>)

TIH 6 A AR oA

tedln) = {appliedTo}o|22 locatedln EA] wa} st
2 AHYsA P} locatedln® TP 2 locatedIng

AA= place3d] Y ==L vy FS5sA Hoh
=, Ao <place3, locatedln, ?x>7} A3 o] w3y
210 {placed, placeb}o]l tempel]l LA AFHAT)

[Ns(locatedIn)={placel, place2}, Ne(located)={place5}]
of &3] Hrvl olFAAW, UAAl AH] (places,
place6}oll A TH=] placebdte] W Wl &AA Ac)
wEld st€stV<?vl, appliedTo, place5>o)w ZA#A
02 st=<?v], appliedTo, place3>V<?vl, appliedTo,
place5>7} Fo}.

o2 @AM, ste VEVI Q3] AYHY ste
(<?v1, appliedTo, place3>V<?vl, appliedTo, place5>)
A(<?v], isSameAs, lawl>V<?v], isSameAs, law3>)
7 2o FAF ARgHEck vpxTtez, A} M
I 2 A AR {lawl, law3}e] yrgrdc)

6. TEREEEIQ AlAH PH A ®WI}

XML 27)np ol oiste] 713k
7 712 A P o3 43
2 Fo| Aee AFodtn AY9 Az % FHr} dato] o
3l 7).

6.1 AjlAE! 28

o] HolMe @A 7]&3 RDF H Ao 2dg 7)
vtog 2 EE] AlA"e) 78 Ade diEy re
gt 7FEE T2EEY AA9S OACE(Ontology
Access Control Environment)d&} B®3ct 29 7&
T Z2EER] A2Eed OACEY +2& ReFEt)

TEE Z2EEY ALY, OACEE 2E2x 249
dHAoZA ARQI21]E <]€3lM ARQE  JenaolA
SPARQL A& AT F U=RF Tt A=

o
LSS
&
2
2
rlo
it
b
X

5 22l (Views

a9 7 OACE +&

Azlo)ct. #eA= VAP(R #E], Views
Administration Point)$}¢} 43Z-8-& FaM oFdt
HE At B HE 839 olgs Za2ALE
F2 AdH £4 AZE A8 93 JenadlAM AlF
e ZEARE 3EgoEN A" Ad AF A
& g Z2AAE Ad HE T S8 o8
o £ AF AYE A% ZAAE FE FY A
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e Adse 299 o gt Alde] A4 2
F5o XML sz Aggch Aeofrt Fo4W URL-
dentification(AH&A}F & 28, User Role Identification)
o AR} B8 A3 VRetrieval(H A, Views
Retrieval)& VRepository( A4, Views Reposi-
tory) 25 d FES A 274 AFTE A
Z Aols}t A HE QRewriter(Z29] A7), Query
Rewriter)o] AZ3T} QRewritere WHERE <9
stmtZ 7]ed® ER4A EZE HHL EH3lY F9
& ARG S AFel HE A U dHE
271 A8 QRewriters} LEZX] Ao AFQ ARQ 7+
FzAgo] A%HoZ ool g

Z2 Bo) XML =7|vle] Fx= O% 83 2t}

FE 79 Aol w} A7vkeE A FERoE 7AE
t}. Instance_Views Concept_ViewE W¥3HA =Ho

AT 7Fse 2" 2E F9%) Trigger_Rule ##

2ERZA

r
l

& 7zt 28 N5E 44 UE EdA £4 NTP}
PTP)®} [Ns, Nel& 4ol

A" 22 EEQ]S Intel Pentium D CPU 2.66GHz,
512M DDR2 wWl®#] #AsloA THHAYeH HIE
A A xg YT FAHA olFoiRT do AT
e A8 dA] via LEEAE REEA Y =BT
Q1 UBA(Univ-Benchmark Artificial Data Generator)
£ o]gstd A3t} UBAE Lehigh ulgHezlolq =
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#Person
P ~

Tz

# University
Y

=

£

GraduateStuden;‘ L#Employ;l
3

I8 9' Bt o] 83 LEZR dREL HAFE
2EEA 279} “univ-bench”$} “University0_0"o] 3}
Pl JAAEAE YXEFGT A0 o]fF LEZ
A RE 4309 Ada 165709 dagiaz pgEn

£ 2v 4382 8 HY3 29 dAE HoEh 2
570 g Aeofsle dge] ol gstHen, Ao A

& AN dFONE, d282)T 28 VT T o8

¢

¢ mdlw R AFTHA Qe P2 PHOR BRI
o o &
A= r

2 fr o Heoax
R TR i
23
g °

=
=
A I BRFD M 2AL

#undergraduate
DegreeFrom

Schema Level

L#Faculty
*\

subClassOf/

subPropertyOf
——————— >

Instance Level

t http://www.Department0.University0. | undergraduateDegreeFrom |
—

edu/FyliProfessor0

—| http://www.University84.edu]
'

instanceOf

hitp://www.Department0_University0,| UndergraduateDegreeFrom [

edu/GraduateStudent27 |

j_%l 9 A3

= 71

i 2

2]

T2

| hitp://www.University536.edu [ ..................... >

of o] &3 LERX 9 RE o)

A2 Ash o188 Qe oA

#(T )

29 diA)

1(1) Select ?v Where <?v, #degreeFrom, http://www.University84.edu>

2(1) Select ?v Where <?v, rdfsisubClassOf, #Employee>

3(2) Select ?7v Where <#advisor, rdfsirange, ?v>

4(3) Select ?v Where <http://www.DEpartment0.University0.edu/GraduateStudent?7, ?v, http'//www.University536.edu>

5(4) Select ?v Where <#Professor, ?v1, ?2v2>
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{c) Effectiveness of inference view
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1600
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800 &
6800
400
200 N
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Time (ms)

Without Concept 10% 20% 30% 40% 50%
view  view only disallowable
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(b} Performance difference of query 1

® Straightforward Queries
M Rewritten Queries

No. | Expected | Num.
anero | Nom of o
Typer | Resis | Resuns

[t 1 100 100

Completen Sound
55 (%) ness (%)

21 | 14 13 93 100
32) |6 6 100 100

43) 2 2 100 100

s | s 4 80 100
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