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Dictionary attack of remote user authentication scheme using side

channel analysis

Yong Hun Kim®, Taek Young Youn®”, Young Ho Park”, and Seok Hee Hong
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ABSTRACT

Remote user authentication scheme is a cryptographic tool which permits a server to identify a remote user. In 2007, Wang et
al. pointed out that Ku's remote user authentication scheme is vulnerable to a dictionary attack by obtaining some secret
information in a smart card using side channel attacks. They also proposed a remote user authentication scheme which is secure
against dictionary attack. In this paper, we analyze the protocol proposed by Wang et al. In the paper, it is claimed that the
protocol is secure even though some values, which is stored in a smart card, are revealed to an adversary. However, we show that
their protocol is insecure if the values are disclosed to an adversary.

Keyword : dictionary attack, authentication scheme, smart card, side channel attack
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