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ABSTRACT. We present a new version of the first return time test for pseudorandomness. Let
Rn be the first return time of initialn-block with overlapping. An algorithm to calculate the
probability distribution of the first return timeRn for each starting block is presented and used
to test pseudorandom number generators. The standardZ-test forlog Rn is applied to test the
pseudorandom number generators.

1. INTRODUCTION

We introduce a new version of testing pseudorandom number generators (PRNGs) based
on the first return time of the initialn-block for some fixed lengthn in a randomly generated
binary sequence. The first return time is closely related to entropy, which plays a key role in
the information theory. Entropy is defined as the limit of− 1

n

∑

i pi log pi asn goes to infinity
where thepi’s are the possibility of each block of lengthn appears in the source. Entropy
measures the amount of randomness and the maximum compression rate.

For each binary sequencex = (x1, x2, . . .), define the first return time (recurrence time) by

Rn(x) = min{j ≥ 1 : x1 . . . xn = xj+1 . . . xj+n},

To study the data compression algorithm like the Lempel-Zivcode[19], Wyner and Ziv showed
that 1

n
log Rn(x) converges to entropy in measure[16]. Since then there have been many works

on the relation between entropy and the first return time (e.g. [7], [8], [11], [18]).
Define the waiting time by

Wn(x, y) = Wn(xn
1 , y) = min{j ≥ 1 : x1 . . . xn = yj . . . yj+n−1}.

Wyner and Ziv showed that1
n

log Wn(x, y) converges to entropy for Markov chains[16]. Gen-
erally 1

n
log Wn(x, y) converges to the entropy for weakly Bernoulli processes, but the conver-

gence does not hold in general ergodic processes[15].
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Maurer [10] presented the nonoverlapping first return time algorithm in testing PRNGs, His
algorithm corresponds to the nonoverlapping first return time:

R(n)(x) = min{j ≥ 1 : x1 . . . xn = xjn+1 . . . xjn+n}.

Putv(r) = r
∑

∞

i=1(1 − r)i−1 log2 i, andw(r) = r
∑

∞

i=1(1 − r)i−1(log2 i)2. SincePr(B) =
2−n, E[log R(n)] = v(2−n) andE[(log2 R(n))

2] = w(2−n). Then

lim
r→0+

[v(r) + log r] = −γ/ln 2 = −0.832 · · · ≡ C,

whereγ = limn→∞(
∑n

i=1(1/i) − ln n) is Euler’s constant. Similarly,

lim
r→0+

[w(r) − (log r)2 + 2C log r] = 4.11 · · · ≡ D.

So the expectation oflog R(n) is n + C and the variation isD−C2. See [2] and [4] for related
results.

An overlapping algorithm of the first return time test of randomness is considered by Choe
and the author[3]. They studied the return time which does not allows the overlapping between
the initial block and the first recurrent block:

R′

n(x) ≡ min{j ≥ n : x1 . . . xn = xj+1 . . . xj+n}.

Though the nonoverlapping algorithm is relatively easier to analyze, but overlapping method
is more natural and efficient since nonoverlapping algorithm requiresn times more sample
random digits to be applied. The first return time test usingR′

n(x) can be regards as the waiting
time test ofWn(xn

1 , x∞

n+1). In this article we consider the first return timeRn(x) for testing
pseudorandomness. Kac’s lemma[5] which states thatE[Rn|x1 . . . xn = B] = 1/Pr(B) and
the convergence oflog Rn/n to entropy makeRn be more natural to consider thanWn for the
randomness test though the methods in this article are not very different from that of usingR′

n

in [3]. For a related result of testing PRNGs using the first return time on the cyclic group, see
[6].

In Section 2 we develop a formula for computingPr(Rn = i|x1 · · · xn = B) exactly. First,
we classify blocks with the same distribution ofRn. Next, we use two sequencesrk(B) and
sk(B) which have the information on the probability distributionof Rn for x1 · · · xn = B and
find the recurrence relation among them to computePr(Rn = i|x1 · · · xn = B) for eachi. In
Section 3 we apply the standardZ-tests forlog Rn/n. For each block of length 14 we compute
the expectation and the standard deviation oflog Rn/n and the deviation of the experimental
data from the theoretical prediction is used to test PRNG’s.Unlike the return time test in [3],
we calculate theZ-values for each starting blocks, which enable us to have more sharp test
result.

2. THE PROBABILITY DISTRIBUTION OF THE FIRST RETURN TIME

A block is a finite sequence of elements of alphabetA = {0, 1} and ann-block is a block of
lengthn. For ann-block B = b1b2 · · · bn ∈ An, we writeBj

i = bibi+1 · · · bj , 1 ≤ i ≤ j ≤ n.
Throughout the paperA = {0, 1}.
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TABLE 1. The Expectation ofRn andlog Rn

Block Λ(B) Λ(B) E[Rn] E[log Rn] Var[log Rn]
00000000 1,2,3,4,5,6,7 1 256 4.122127 18.37019
00000001 ∅ ∅ 256 7.299403 2.441935
00000010 7 7 256 7.273498 2.589157
00000100 6,7 6,7 256 7.219351 2.905512
00001000 5,6,7 5,6,7 256 7.106875 3.576236
00010001 4 4 256 7.055111 3.986235
00100001 5 5 256 7.183896 3.147559
00100010 4,7 4,7 256 7.031221 4.110117
00100100 3,6,7 3,7 256 6.717126 6.102838
01000001 6 6 256 7.244771 2.763759
01000010 5,7 5,7 256 7.158986 3.283393
01001001 3,6 3 256 6.738698 6.005312
01010101 2,4,6 2 256 6.015615 10.32028

Since the distribution of return time is different from block to block. We classify the blocks
to each set of blocks have the same return time distribution.

Definition 2.1. Let B be ann-block.

Λ(B) = {m : Bn
m+1 = Bn−m

1 , 1 ≤ m < n},

Λ(B) = {m : m ∈ Λ(B), i ∤ m for anyi ∈ Λ(B)}.

Table 2 showsΛ(B) andΛ(B) for some 8-blocks. For more of the definition ofΛ(B), see
[3].

Lemma 2.2([3], Lemma 3). LetB be ann-block.
(i) If λ ∈ Λ(B) andλ < m < n, thenλ ∈ Λ(Bm

1 ).
(ii) If B = Bn

m+1B
m
1 for some1 ≤ m < n, then there isλ ∈ Λ(B) such thatλ dividesn and

m.
(iii) If there is λ ∈ Λ(B) with λ ≤ n/2, then eachλ′ ∈ Λ(B), λ′ 6= λ, satisfiesλ′ > n − λ.

Definition 2.3. Let B be ann-block. For eachk ≥ n denoteF(B, k) by the set ofk-blocks of

F(B, k) = {C : Cn
1 = B,Ci+n

i+1 6= B for anyi ≥ 1},

and fork ≥ 1 let S(B, k) be the set ofk-blocks defined by

S(B, k) = {C : (CB)n1 = B, (CB)i+n
i+1 6= B for anyi, 1 ≤ i < k}.

Clearly fork ≥ n we haveS(B, k) ⊂ F(B, k). Note that

xk
1 ∈ F(B, k) if and only if xn

1 = B, andRn(x) > k − n, k ≥ n (1)

xk
1 ∈ S(B, k) andxk+n

k+1 = B if and only if xn
1 = B andRn(x) = k, k ≥ 1. (2)
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The following shows the relation betweenF(B, k) andS(B, k).

Lemma 2.4. LetB be ann-block. (i) Fork > n we have

F(B, k) ∪ {CB : C ∈ S(B, k − n)} = {C ∈ Ak : Ck−1
1 ∈ F(B, k − 1)},

where the union is disjoint. (ii) Fork ≥ n we have

F(B, k) \ S(B, k) =
⋃

λ∈Λ(B)

{CBλ
1 : C ∈ S(B, k − λ)},

where the unions are disjoint.

Proof. (i) By the definition ofF(B, k) andS(B, k), it is clear that

F(B, k) ∪ {CB : C ∈ S(B, k − n)} ⊂ {C ∈ Ak : Ck−1
1 ∈ F(B, k − 1)}.

Let C be ank-block with Ck−1
1 ∈ F(B, k − 1) Then eitherCk

k−n+1 = B or Ck
k−n+1 6= B. If

Ck
k−n+1 = B, thenCk−n

1 ∈ S(B, k) andC = Ck−n
1 B. WhenCk

k−n+1 6= B, C ∈ F(B, k).
(ii) Take ak-block C ∈ F(B, k) \ S(B, k). Then for somes with 0 < s < n we have

(CB)k−s+n
k−s+1 = B i.e.,s ∈ Λ(B) andCk

k−s+1 = Bs
1. If we putλ as the largest number of such

s’s, then we haveCk−λ
1 ∈ S(B, k − λ). Hence we have

F(B, k) \ S(B, k) ⊂
⋃

λ∈Λ(B)

{CBλ
1 : C ∈ S(B, k − λ)}.

From the definition ofF(B, k) andS(B, k), we have

F(B, k) \ S(B, k) =
⋃

λ∈Λ(B)

{CBλ
1 : C ∈ S(B, k − λ)}.

Now we prove the disjointness of the union: Suppose that there existλ, λ′ ∈ Λ(B), λ < λ′

such thatCBλ
1 = C ′Bλ′

1 for someC ∈ S(B, k − λ) andC ′ ∈ S(B, k − λ′). Then we have
Bλ

1 = Bλ′

λ′−λ+1. Note that Lemma 2.2(i) impliesλ ∈ Λ(Bλ′

1 ) andBλ′

λ+1 = Bλ′
−λ

1 . Hence we
have

Bλ′

1 = Bλ
1 Bλ′

λ+1 = Bλ′

λ′−λ+1B
λ′

λ+1 = Bλ′

λ′−λ+1B
λ′
−λ

1 ,

and from Lemma 2.2(ii) we haveλ0 ∈ Λ(B) such thatλ = ℓλ0 andλ′ = ℓ′λ0 for some
positive integersℓ andℓ′ with ℓ < ℓ′. Hence we haveC = C ′Bλ0

1 · · ·Bλ0

1 and this contradicts
C ∈ S(B, k − λ). �

Definition 2.5. Definerk(B) andsk(B) by

rk(B) = Pr(x1 · · · xk ∈ F(B, k)), k ≥ n,

sk(B) = Pr(x1 · · · xk ∈ S(B, k)), k ≥ 1.
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Then we have (1) implies that

Pr(xn
1 = B, Rn(x) > k − n) = rk(B) for k ≥ n

and (2) yields

Pr(xn
1 = B, Rn(x) = k) = Pr(B)sk(B) for k ≥ 1.

Now we can calculate the distribution of the first return timeby the following theorem, which
is directly obtained by Lemma 2.4.

Theorem 2.6. For i.i.d. processes, ifk > n, we have

rk(B) = rk−1(B) − Pr(B)sk−n(B).

For k ≥ n

sk(B) = rk(B) −
∑

λ∈Λ(B)

Pr(Bλ
1 )sk−λ(B).

And for initial values we have

rn(B) = Pr(B) and si(B) =

{

0 if i < n, i /∈ Λ(B),

Pr(Bi
1) if i ∈ Λ(B).

Proof. The first recurrence relation is implied (i) and The second recurrence relation is directly
obtained by Lemma 2.4 (ii).

SinceF(B,n) = {B}, we havern(B) = Pr(B). Wheni < n, eachC ∈ S(B,n) should
satisfies thatC = Bi

1 and(CB)n1 = Bi
1B

n−i
1 = B, which implies thati /∈ Λ(B). Therefore, if

i < n andi /∈ Λ(B), then anS(B, i) = ∅ or si = 0 and if i ∈ Λ(B), thenS(B, i) = {Bi
1} or

si = Pr(Bi
1). �

For random binary sequences we have the followings:

rk(B) = rk−1(B) − 2−nsk−n(B), k > n.

sk(B) = rk(B) −
∑

λ∈Λ(B)

2−λsk−λ(B), k ≥ n

with initial values

rn(B) = 2−n and si(B) =

{

0 if i < n, i /∈ Λ(B),

2−i if i ∈ Λ(B).

For (1/2, 1/2) i.i.d. processes the sequence{rk(B)} is same for the blocks with the same
Λ(B). Thus we classify all then-blocks usingΛ(B) and computesk for each blockB from
different classes. The computation ofsk(B) for everyn-block B is necessary for the applica-
tion in later sections and it is done recursively on computers.
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TABLE 2. TheZ-test forn = 14 and sample size = 100,000

Generator
number of blocks such that

Mean Variance
Z < −2.57 Z < −1.96 Z > 1.96 Z > 2.57

Randu 6667 6737 8923 8744 4.99 799.97
ANSI 2110 2639 7394 6024 1.09 12.16
MS 2163 2692 7364 6001 1.09 11.90

Fishman 23 206 201 28 -0.01 0.78
ICG 69 398 404 81 0.00 1.00
Ran0 25 229 204 30 0.00 0.77
Ran1 31 243 242 27 0.00 0.79
Ran2 95 434 401 79 -0.01 1.02
Ran3 73 417 415 79 0.01 1.00
F90 93 437 421 101 0.01 1.03

3. TEST FOR PSEUDORANDOM NUMBER GENERATORS

We applyZ-test forlog Rn to test PRNGs given in Section 4. We calculate for eachn-block
B the expectations and the standard deviations forlog Rn numerically by computer using the
valuessk(B) from Theorem 2.6.

First, we construct a long binary sequencex = (x1x2 . . . ) by juxtaposing binary numbers
of the random bits from pseudorandom number generators. DefineL(B) by

L(B) = {j : xj . . . xj+n−1 = B}.

Put

L(B) = {ℓ1(B), ℓ2(B), ℓ3(B), . . . }

with increasing order, i.e.,ℓk(B) < ℓk+1(B) for all k ≥ 1. We obtain the sample mean of
E[log Rn |x

n
1 = B] by

1

M

M
∑

i=1

log (ℓi+1(B) − ℓi(B)) ,

whereM is the sample size.
For each2n blocks we compare the theoretical values and the sample meanvalues where

the sample size for every generator is 100,000 in our experiments andn = 14. The standard
Z-test forlog Rn is applied for these all2n blocks. We obtain the sample averages oflog Rn

by observing the recurrence times of each block and we compare them withE[log Rn] and
V ar[log Rn].

Table 2 show the number of blocks such thatZ < −2.57, Z < −1.96, Z > 1.96, and
Z > 2.57. Note that the total number of block is214 = 16384. If the absolute value of
Z-value is larger than 1.96 and 2.57, then the corresponding generator fails the test for the
correspondingn with statistical confidence of95% and99%, respectively.
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TABLE 3. The variance test for Type I blocks forZ-values (n = 14)

Generator Type I-1 Type I-2 Type I-3 Type I-4 Type I-5 Type I-6
Fishman 0.66 0.79 0.97 0.76 0.67 0.68

ICG 1.22 0.97 0.91 0.95 1.16 0.87
Ran0 0.87 0.72 0.72 0.64 0.71 0.86
Ran1 0.78 0.93 0.79 0.78 0.88 0.76
Ran2 1.30 0.90 1.13 0.96 1.17 0.84
Ran3 0.96 1.07 0.93 0.97 1.05 0.96
F90 0.92 1.14 0.77 0.99 1.02 0.90

TABLE 4. The variance test for Type II blocks forZ-values (n = 14)

Generator type II-1 Type II-2 Type II-3 Type II-4 Type II-5
Fishman 0.87 0.75 0.73 0.88 0.76

ICG 1.04 1.06 1.00 0.95 0.84
Ran0 0.95 0.75 0.73 0.93 0.79
Ran1 0.93 0.83 0.91 0.95 0.78
Ran2 1.16 0.89 0.88 1.26 1.27
Ran3 0.91 0.90 1.02 0.96 1.16
F90 1.03 1.03 1.00 1.01 1.13

In Table 2, Mean and Variance denote the mean and variance ofZ-values among the all214

blocks. For ideal generators have the mean and variance near0 and 1 respectively. Apparently,
Randu, ANSI, and MS seem to fail the test.

Since theZ-values among2n blocks are highly correlated, we need to reduce the cor-
relation among the sample values. For example, the return time of 00000000000000 and
00000000000001 are highly related since there is a big chance that00000000000001 ap-
pears right after00000000000000. Therefore, we test the variance test on only special kind
of blocks. A binary block will be regarded as an integer in binary expansion, i.e., forB =
00000001000010 we will sayB = (1000010)(2) = 130. We will take a set of blocks of the
form B ≡ a (mod b) or B = bk + a for some integerk ≥ 0, of which blocks are not easily
overlaped with each other. If two blocksB = bk + a andB′ = bk′ + a are overlaped, then we
have

B = CB0, B′ = B0C
′

for someℓ-blocksC andC ′. In this case,2ℓ(bk + a) + m′ = 214m + bk′ + a for somem and
m′ with 0 ≤ m,m′ ≤ 2ℓ − 1. Note thatm andm′ are representation ofC andC ′. Therefore
we have

(2ℓ − 1)a + m ≡ dm′ (mod b),
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where214 ≡ d (mod b). Chooseb as214 ≡ 1 (mod b). Then ifB = CB0 andB′ = B0C
′

for someℓ-blocksC andC ′, then we have

(2ℓ − 1)a ≡ m (mod b), for some0 ≤ m ≤ 2ℓ − 1. (3)

Then possible value ofb for 214 ≡ 1 (mod b) with 1 < b < 214 − 1 is 3, 43, 127, 129, 381
and 5461.

Chooseb = 127. Then for eacha = 64, 72, 84, 106, 118, 126 there is noℓ with 1 ≤ ℓ ≤ 6
which satisfies (3). Whenb = 129, if we pick a = 65, 83, 108, 120, 128, then (3) is not sat-
isfied for anyℓ with 1 ≤ ℓ ≤ 6. We say the blockB is of type I-1 (respectively I-2, I-3,
I-4, I-5 and I-6), if the integer obtained by the binary blockis 64 (mod 127) (respectively
72 (mod 127), 84 (mod 127), 106 (mod 127), 118 (mod 127) and126 (mod 127)). Sim-
ilarly B is of type II-1 (respectively II-2, II-3, II-4 and II-5), if the integer obtained by the
binary block is65 (mod 129) (respectively83 (mod 129), 108 (mod 129), 120 (mod 129)
and128 (mod 129)).

The variance test of theZ-values over the blocks of each type is applied. The test results are
presented in Table 3 and 4. Test I-1,2,3,4,5,6 and II-1,2,3,4,5 denote the tests on the blocks of
type I-1,2,3,4,5,6 and II-1,2,3,4,5 respectively. The number of each type I-1, I-2, I-3, I-4, I-5,
I-6 blocks is 129 and degree of freedom of the corresponding chi-distribution isn − 1 = 128.
For each type I blocks, if the sample variance is bigger than1.26 or less than0.77, than it fails
the variance test with 5% significance level and if the samplevariance is bigger than1.35 or
less than0.71, than it fails the variance test with 1% significance level. The number of each
type II-1, II-2, II-3, II-4, II-5 blocks is 127 and the degreeof freedom of the chi-distribution
is n − 1 = 126. For each type II blocks, if the sample variance is bigger than1.26 or less
than0.77, than it fails the variance test with 5% significance level and if the sample variance
is bigger than1.35 or less than0.71, than it fails the variance test with 1% significance level.
Tests for Randu, ANSI, and MS are skipped because they fail the previous test. In this test all
generator which is made up of one linear congruential generator fail the test.

4. GENERATORS

The following is a list of PRNGs tested in Section 3. We generate binary sequences using
the algorithms listed in Table 5. A linear congruential generator LCG(M,a, b) means the
algorithm given by

Xn+1 ≡ aXn + b (mod M).

Randu is an outdated generator developed by IBM in the sixties. ANSI and Microsoft are the
generators used in C libraries by American National Standard Institute and Microsoft, respec-
tively. For a primep, the inversive congruential generatorICG(p, a, b) is that

Xn+1 ≡ aXn + b (mod p),

whereX is the multiplicative inverse ofx modulop. The generators Ran0, Ran1, Ran2 and
Ran3 are from [13]. Ran0 is the linear congruential generator by Park and Miller[12]. Ran1 is
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TABLE 5. The tested random number generators

Name Generator Period
Randu LCG(231, 65539, 0) 229

ANSI LCG(231, 1103515245, 12345) 231

Microsoft LCG(231, 214013, 2531011) 231

Fishman LCG(231 − 1, 950706376, 0) 231 − 2
ICG ICG(231 − 1, 1, 1) 231 − 1
Ran0 LCG(231 − 1, 16807, 0) 231 − 2
Ran1 Ran0 with shuffle > 231 − 2
Ran2 L’Ecuyer’s algorithm with shuffle > 2.3 × 1018

Ran3 Xn ≡ Xn−55 − Xn−24 (mod 231) ≥ 255 − 1
F90 Ran0 combined with shift register ∼ 3.1 × 1018

Ran0 with Bays-Durham shuffle. Ran2 is L’Ecuyer’s generator[9] made up of

LCG(2147483563, 40014, 0) andLCG(2147483399, 40692, 0)

with Bays-Durham shuffle. Ran3 is a subtractive lagged Fibonacci sequences. F90[14] is Ran0
combined with a Marsaglia shift register generator, which is the form ofXn+1 = Xn(I ⊕
L13)(I ⊕R17)(I ⊕L5), where⊕ denotes the binary exclusive-or operation andL (resp.R) is
the bitwise left-shift (resp. right-shift).
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