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Design of Invisible Watermarking for Biometric Image
of Electronic ID Card

Yong Nyuo Shin*, Yong Jun Leeﬁ, Won Gyum Kim'™

ABSTRACT

Biometric information such as face and fingerprint information is highlighted in many security areas,
including authentication, due to its uniqueness and convenience factors. However, if exploited maliciously,
it can cause more serious damage than traditional security measures, like passwords. This paper reviews
the watermarking method that is able to verify the integrity of this biometric information. The watermark
to be inserted is the date of the biometric information acquisition. It is combined with 16-hit Cyclic
Redundancy Checks prior to insertion. In particular, face and fingerprint images are saved in a specific
compressed format. The proposed watermarking algorithm will be designed in such a way as to remain
resilient against compression. The watermark inserted at the acquisition stage will be extracted at each
storage and deployment stage, so that the integrity of the biometric information can be verified.
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