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Abstract

Trusted Computing Is a hardware-based fechnology that aims fo guarantee security for machines beyond their users'control by
providing security on computing hardware and software. TPM(Trusted  Platform Module), the frusted platform specified by the
Trusted Computing Group, acts ¢s the roots for the frusted data storage and the trusted reporting of platform: configuration.

Data sedling encrypfs secret data with o key and the platform’s configuration ot the time of encryption. In confrast fo the
fraditional data sedling based on binary hash values of the plafform configuration, a new approach cdlled property-based data
sealing was recently suggested. In this paper, we propose and andlyze a new property-based data sealing protocal using the
weckest precondition concept by Diksira. The proposed protocol resolves the problem of system updates by dllowing secled data
fo be ursedled af any configuration providing the required property. It assumes practically implementable trusted third parties only
and protects platform’s privacy when communicating. We demonstrate the proposed profocol’s operability with any TPM chip by
implementing and running the profocol on a software TPM emulator by Strasser. The proposed scheme con be deployed in PDAs
and smart phones over wireless mobile networks as well as deskiop PCs.
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(2) for i=m down to k+1 do
{
(3) if ( SMLI[i].properties includes P )} then
{ A—(SMLi].properties, P);
goto done }
(4) send Epy(P, SML[i].entity, KEY)) to
SMLJi].vendor;
//PU; is the public key(encryption) of
// SMLi].vendor
// KEY: is a symmetric key for

// encrypting its response

() receive Exevi(signed(P, SMLJi].entity,
di SMLi].entity), wp(SML]i].entity, P
o R R

6 decgrpt with KEY; and verify the answer using the
© vendor's public key(veﬁﬁcgt{gn); &

(7) Ri—signed(P, SMLIi].entity, digest
(SML[i].entity), wp(SML[i].entity, P));
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}
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else {
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2 “has g([)lf q(lfery)) from Sm].venéer'

13) decrypt with KEY. and verify the answer usin;
3 the vender's pﬁ{)}{ic key(verification);

(14) if(Yes) then B—signed(P, PCRummayqr), Yes, hash
of query);
}
(15) done :
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16) receive Exgvy(si: eng(IR@um y Parget, Yes/No,
8 = fwasgg o query)su?r%)mewx%}iﬁer;/
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check if the configuration matches to the
mmary(FULL)
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