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ABSTRACT

Recently, Network companies have introduced security solutions to protect the network from intrusions, attacks and viruses but the
network has still weakness and vulnerability. It is time to bring more stable and reliable authentication system that would meet the Internet
user’s need.

In this study, Current broadband networks don’t have hierarchic and stable authentication solutions. And so, an integrated and hierarchic
system is needed to provide a various kinds of application services. I'd like to present a new authentication system which is based on unified
web authentication design. It will unify various authentication systems that have been deployed in various network environment and reinforce
network security to provice a various kinds of application services in a stable and safe environment. that is a simple and more secure method
for fighting a rise in card-not-present fraud
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Fig. 1 Unified Web Authentication Process
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C6509#sh vrrp detail
GigabitEthernet4/2 - Group 1
@ State is Master
Virtual IP address is 222.118.171.131 ;
Priority 120

gstO1#sh int g2/2(C6509 % 7+ Interface)
GigabitEthernet2/2 is up, line protocol is up

Hardware is GigMac 3 Port GigabitEthernet, address is
000c.3129.ae02 (bia 000c.3129.2e02)

Internet address is 222.118.171.1/30

= 0

@ 5 minute input rate 67000 bits/sec, 67 packets/sec
5 minute output rate 41000 bits/sec, 46 packets/sec

4
gsrOl#sh int g2/0(RS86002 2 7}+= Interface)
GigabitEthernet2/0 is up, line protocol is up

Hardware is GigMac 3 Port GigabitEthernet, address is
000c.3129.2e00 (bia 000c.3129.ae00)

Internet address is 222.118.171.5/30

s 7

@ 5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

4
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RS8600# ip-redundancy show vrrp sum

primary £ ¢t £

GigabitEthernet4/2 - Group !

L=} o]
T 1_
FA) S, “l,‘?j 2291 secondary o A&
b

@ State is Backup

Virtual IP address is 222.118.171.131
Priority 90

| @ Vinual Router Interface Primary Address Associated Address State f

1 to_alpine 222.118.171.130222.118.171.131 Backup

gsrO1#sh int g2/2(C6509 = 7}i= Interface)
GigabitEthernet2/2 is up, line protocol is up

Hardware is GigMac 3 Port GigabitEthernet, address is
000c.3129.ae02 (bia 000c.3129.ae02)

Internet address is 222.118.171.1/30

: _6‘ 1

gsrO1#sh int g2/2(C6509 . 7}= Interface)
GigabitEthernet2/2 is up, line protocol is up
Hardware is GigMac 3 Port GigabitEthernet, address is
000c.3129.ae02 (bia 000c.3129.2¢02)
Internet address is 222.118.171.1/30

T

® 5 minute input rate 67000 bits/sec, 67 packets/sec
5 minute output rate 41000 bits/sec, 46 packets/sec

I
gsr01#sh int g2/0(RS8600.2. 2 713> Interface)
GigabitEthernet2/0 is up, line protocol is up

Hardware is GigMac 3 Port GigabitEthernet, address is
000c.3129.2e00 (bia 000¢.3129.2¢00)

Internet address is 222.118.171.5/30

..... %@}:

® 5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

(® 5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

g 3

gsrO1#sh int g2/0(RS8600.2 2 7}~ Interface)
GigabitEthernet2/0 is up, line protocol is up

Hardware is GigMac 3 Port GigabitEthernet, address is
000¢.3129.ae00 (bia 000c.3129.a¢00)

Internet address is 222.118.171.5/30

(© 5 minute input rate 40000 bits/sec, 38 packets/sec
5 minute output rate 22000 bits/sec, 22 packets/sec
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C650%sh vrrp detail

(@ Virtual Router Interface Primary Address Associated Address Stat

1 to_alpine 222.118.171.130 222.118.171.131 Master

gsrOl#sh int g2/2(C6509 2 713 Interface)
GigabitEthernet2/2 is up, line protocol is up

Hardware is GigMac 3 Port GigabitEthernet, address is
000c.3129.ae02 (bia 000c.3129.2e02)

Internet address is 222.118.171.1/30
F o9

(® 5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bitsfsec, 0 packets/sec

A e
gsrO1#sh int g2/0(RS86002. 2 7} Interface)
GigabitEthernet2/0 is up, line protocol is up
Hardware is GigMac 3 Port GigabitEthernet, address is
000c.3129.ae00 (bia 000c.3129.ae00)
Internet address is 222.118.171.5/30

& u ..

(® 5 minute input rate 40000 bits/sec, 38 packets/sec
5 minute output rate 22000 bits/sec, 22 packets/sec
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A, 52 25 W73 A(D) 7H A poolol th 3 Next-
hop(100.100/101. 0.0)°] SERY loopback IP(61.78.45.21)
F22 450 9ee L % Ak

4, 53 2= WAF(@) 7H) A poolol tl 3 Next-
hop(100.100/101.0.0)°] RS86002] loopback IP(192.168.
128.10) F4 % WA 5 Aoz vehg,

gstOl#sh ip ro

Codes: C - connected,S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-ISIS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, 0 - ODR

Gateway of last resort is not set

222.118.171.0/24 is variably subnetted, 5 subnets, 3 masks
C 222.118.171.0/30 is directly connected, GigabitEtheret2/2
C 222.118.171.4/30 is directly connected, GigabitEthernet2/0
B 222.118.171.128/28 [200/0] via 61.78.45.21, 00:00:48
S 222.118.171.135/32 [1/0] via 222.118.171.6

DB 222.118.171.240/28 [200/0] via 61.78.45.21, 00:00:48
100.0.0.0/16 is subnetted, 2 subnets
B 100.100.0.0 [200/0] via 61.78.45.21, 00:00:48
B 100.101.0.0 [200/0] via 61.78.45.21, 00:00:48

192.168.128.0/32 is subnetted, 1 subnets
i L1192.168.128.10 [70/10] via 222.118.171.6, GigabitEthernet2/0
172.25.0.0/24 is subnetted, 1 subnets
C 172252340 is directly connected, EthernetQ
61.0.0.0/32 is subnetted, 2 subnets
iL161.78.45.21 [70/100] via 222.118.171.2, GigabitEthernet2/2
C 61.78.41.177 is directly connected, Loopback0

gstOl#sh ip ro
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

2176

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia-IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

Gateway of last resort is not set

222.118.171.0/24 is variably subnetted, 5 subnets, 3 masks
C 222.118.171.0/30 is directly connected, GigabitEthernet2/2
C 222.118.171.4/30 is directly connected, GigabitEthernet2/0
B 222.118.171.128/28 [200/0] via 61.78.45.21, 00:05:56
S 222.118.171.135/32 [1/0] via 222.118.171.6

B 222.118.171.240/28 [200/0] via 192.168.128.10, 00:05:56 |
100.0.0.0/16 is subnetted, 2 subnets

B 100.100.0.0 [200/0] via 192.168.128.10, 00:05:56

B 100.101.0.0 [200/0] via 192.168.128.10, 00:05:56

192.168.128.0/32 is subnetted, 1 subnets
iL1192.168.128.10 [70/10] via 222.118.171.6, GigabitEthernet2/0
172.25.0.0/24 is subnetted, 1 subnets
C 172.25.234.0 is directly connected, Ethernet0
61.0.0.0/32 is subnetted, 2 subnets
iL161.78.45.21 [70/100] via 222.118.171.2, GigabitEthernet2/2
C 61.78.41.177 is directly connected, LoopbackQ

VRRP 7@ % th3 17 50 4] 9} 7Ho] AL8-#} pCol| A
A1 H] 2~ GSR loopback IP(61.78.41.177) & ping A1 @&
Pttt

: bytes=1480 timo(i8ms ITL=252
Reply From 61.78.41.1777 bytes=1480 time<i@ms TIL=252
Reply fram 61.78.41.177: hytes=14D@ tiwe<{iBws TTL=252
fleply from 61.78.41.177: bytes~1408 time{ibms TTL-252
fiepdy. f2oR. 28&-”@.1‘?‘«\37 hesk J
Request timed o

Request timed ouc

Requast timed out.

fequest timed cut.

Reply from 61.79.41.177: bytes=1408 trime<1Bms TTL»252
Request timed out.

Pequest timod out.

Reply from 222.110.171.129: Destination host unreachable.
Request tised out.

Request timed out.

foply from 222.118.171.129: Destination host unreachable.
Reply From 222.118.171.129: Destination host unweachahble.

R 77: ytes=1400 time(1Bms TYL#252
Reply from 61.78.41.177: hytes=1488 tine<ifes TTL252
Roply from 61.78.41.177: bytes=1408 tine<iBas TTL~252

3% 5 VRRP ping A& Zz}
Fig. 5 VRRP ping test result
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Zbol} mkAE 2 E(primary)¥ RS38K(222.118.171. 130)
2 A3 31, M R I(secondary)¥ SER(222.118.
171.129)2 st5th L A8 Ade b3 2.
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