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A New Secure Multicast Protocol in Micro—Mobility Environments
using Secure Group Key

Ho-Seok Kang' - Young-Chul Shim™

ABSTRACT

The improved performance and miniaturization of computer and the improvement of wireless communication technology have enabled
the emergence of many high quality services. Among them multicast services are receiving much attention and their usage is increasing
due to the increase of Internet multimedia services such as video conference, multimedia stream, internet TV, etc. Security plays an
important role in mobile multicast services. In this paper, we proposed a secure multicast protocol for a hierarchical micro-mobility
environment. The proposed secure multicast protocol provides security services such as authentication, access control, confidentiality and
integrity using mechanisms including symmetric/asymmetric key crypto-algorithms and capabilities. To provide forward/backward secrecy
and scalability, we used sub-group keys based on the hierarchical micro-mobility environment. With this security services, it is possible to
guard against all kinds of security attacks performed by illegal mobile nodes. Attacks executed by internal nodes can be thwarted except
those attacks which delete packet or cause network resources to be wasted. We used simulator to measure the performance of proposed

protocol. As a result, the simulation showed that effect of these security mechanisms on the multicast protocol was not too high.

Keywords : Multicast, Micro-Mobility, Handoff, Mobile IP, Security
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M: Member
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DK: Data Encryption Key
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M: Member
D: Message
DK: Data Encryption Key
SGK: Subgroup Key
g !DDI\' SL S (DKGI\)S(YI\) SK-BS3
{DDK} SK—S‘ (DKGK)SGK
(7 8) HOIF ot Lyl oIzt ==
Tuune}mg o
SubGroupKey: SGKISSGKI™ | ((D”3% (DRI
M: Member
D: Message
Paging Aréa | DK: Data Encryption Key ,’/ Paging Area 2
= SGK: Subgroup Key !
_____________________ Join request I‘\ i
After H'mdotf New key request | i T ====="=====777777"""
s D}\xSl\S GKSGK1"
D - DK™ |:> After Handoft:
{ DDK} SK-SA (DKGK}SGKT
(22 9) Hola ofzle| o3t si=om
Holg Jdzte] =z (2y 9= AW & gtk E s Wwololgit}y, A= X7t dnEW PARICNA EH
ukyl == Me] #Hold dole] &3dE BSIelA ol 9 EF5E o4sta A48 BErh
A @924 &9 BS2E olEstth o w BS27F 22 ¥ BSolA ] ¢tAddt =0 = dugEe v 2
EA=E 25l Zhgista ole A4k 9l obd ke 9l
A BE NZE ABIEIE 2F o ..
o F A 25 PAR2A AlRE MBEIFIIS 2380k Check the authenticity of the message;
o} aEla wkeF BS27F HEAAE Fel et A if(old PAR== new PAR) {
2o AL HEN2E /1Y WAAE [Peoppz RUlT if(M is the first member of the new cell) {
— = request crossover BS to forward multicast packets to M;
PARIGIZ] E9< 249tk 183 BSIE Entd wnx e . ?
R send join request toward core;
Mo] o2 gdoz doj7t Aolmg PARINA MZE A receive join ack;
BIOE7]E 2343t PARIS MAA 7]&9 MH 1579 request the crossover BS to stop forwarding;
SGK1& o]gate] AL Aarh, )
else
—_— GK\SCK SK_PARI /#* new BS can deliver multicast packets to M so there is
{D™m e, (DK™) } nothing to do */
}
else {

o] Wl PARI¥} PAR2E M=Z& AEIE7]9 SGK1'#
SGK2'-& AAste] &alsty] Alzsic. of7)A
4zl HsiMe T oA FFel gEFlofoRdtth A W
A BS27F HEIAAE F 7hYe] SEHAS FF
A, F WA ol 9929 AEZE MEIFTIQ SGK2
o] ¥uj7t RFHAS Aotk A WA H$= BS27F ¥
EjFj~Eo] oln] 7FiE o] )& A% k. 2yu A=
& 71E wx EFomz W= 7] Byl SR uzt]

HEO.J.E

o

if(M is the first member of the new cell) {
request old PAR to forward multicast packet to M;
send join request toward the core;
)
old BS in old paging area requests new subgroup key;
new BS in new paging area requests new subgroup key;
if(Receive new subgroup key && join ack)
request old RAR to stop forwarding;
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