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Abstract

Asecure channel provides protection against interception, while an authentication system
is created to protect the client and the server from fabrication attacks. This paper proposes
a hybrid authentication algorithm, which fixes the lapses problem encountered inthe SSL
authentication. Also, the proposed hybrid authentication system has been created to protect
the client and the server from modification and fabrication attacks. By using a modified
three-way authentication there is no need for a timeserver, thus timestamps are not
needed.

» Keyword : OTP(One-Time Password), 2&(Authentication), $Ix(Fabrication), &71F|(Public Key),
7HeiZ[(Privite Key)
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Fig. 1 Scheme, detection, and variable storage of hybrid authentication protocol
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Fig. 2 Exchange of client message
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