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Design and Safety Analysis of a Role-Based Access Control Framework
for Mobhile Agents in Home Network Environments

+ H

Youngwoo Jung - Kwang Sun Ko™ - Gu Su Kim™ - Young Ik Eom

ABSTRACT

A home network is a residential local area network in which digital home appliances are connected with each other. Applying the
mobile agent technology to the home network is expected to provide a new computing model. In particular, mobility and asynchronous
ability of mobile agent can be used to reduce network traffic generated for managing home appliances. However, in order to apply the
mobile agent concept to the home network, access control for mobile agents is necessary. In the existing home network system, there is
one special server, sometimes called home server. This server generally has mapping tables to be updated periodically, which describes
access control lists between users’ authorities and corresponding devices. In this paper, we propose a role-based access control framework
with mobile agents in home networks. This framework, called Secure KAgent framework, is designed and implemented based on KAgent
system. It has two main characteristics: to control access permissions based on Role-Based Access Control (RBAC) scheme and to safely
assign roles to mobile agents by role tickets.

Key Words : Mobile Agents, Home Networks, Role-Based Access Control, RBAC
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Secure-KAgent A2¥2 DMS(Domain Management
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MA : Mobile Agent, DMS : Domain Management Server, TCA : Table Control Agent, K, : Shared Key
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Authenticator = { AID | HPID | MD | TS | Certx,, | Signx, (H(AID | HPID | MD | TS))}

(38 2) Authenticatorel ==

DMSE %ol AF3 o|F oo|dEdA & EAL LIk
DMS¢] RTI(Role Ticket Issuance)= UMT(User Mapping
Table)® RHT(Role Hierarchy Table)g %o & €A
S AAEL Wit 9Es 29dth

€ HAS IF $L o]F do|HEE FREFOR o|F5}
04 Al ‘ﬂ =2 4‘13‘3&‘3}. ZHPE Y Service Manager(SM)E
fz3to] @A Au| 2o g
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ID2! HPID(Home Platform ID) 221 o] olo] HE S 43
FAE=9] MD(Message Digest) & EgHgtch AIDE o] F olo}A
E7 AAE W) & ERECETE RoEm Al2d] YA &
d&ity, MDE ol % clo]dEY] g2 HUEd tisfe] Tt
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o213 FES F ZTUZ9 I E AP Az A1 (Digital
Signature)#} o] & #4913}7] 8l o s AFAME XTEUTE &
% TS(Time Stamp)= authenticator®} & 717+-& bt
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<?xml version="1.0" encoding="UTF-8"7>

<IELEMENT UserMapping Table((UserMapping TableSpec)+)>
<JELEMENT UserMapping TableSpec(User)*>

<IATTLIST User Name ID #REQUIRED>

<IELEMENT User (Role)*>

<IATTLIST User Name ID #REQUIRE+D>

<IELEMENT Role EMPTY>

<IATTLIST Role RoleName CDATA #REQUIRED

a) AbE&ASE g8zt #AE

<?xml version “1.0" encoding="UTF-8"7>
<IDOCTYPE UserMappingTable SYSTEM “UserMapping Table.dtd”>
<UserMapping Table>
<UserMappingTableSpec Type = “DClabUser”>
<User Name="YoungwooJung”>
<Role RoleName="SystemAdmin"/>
<Role RoleName="FamilyMember"/>
</User>
<User Name="WonheeKim”>
<Role RoleName="FamilyMember"/>
</User>
<User Name="HyunsookPark”>
<Role RoleName="FamilyMemberAdult”/>
</User>
<User Name="GusungJung”>
<Role RoleName="FamilyMemberAdult”/>
</User>
<User Name="SKKU">
<Role RoleName="PublicServant”/>
</User>
</UserMapping TableSpec>
</UserMapping Table>
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<?xml version=*1.0" encoding="UTF-8"7>
<!ELEMENT RoleHierarchyTable (RoleSpec)+>
<!ELEMENT RoleSpec (Role)+>

<!ATTLIST RoleSpec Type ID #REQUIRED>
<!ATTLIST RoleSpec MaxDepth CDATA #REQUIRED>
<!ELEMENT Role ((Extends)*, (SSOD)*, (DSOD)*)>
<!ATTLIST Role RoleName ID #REQUIRED>
<!ELEMENT Extends EMPTY>

<!ATTLIST Extends RoleName IDREF #REQUIRED>
<!ELEMENT SSOD EMPTY>

<!ATTLIST Extends RoleName IDREF #REQUIRED>
<!ELEMENT DSOD EMPTY>

<!ATTLIST Extends RoleName IDREF #REQUIRED>

(33 4) & HEYZ &AH2| Role Hierarchy Table2 I3t DTD

T = (AID | NAME, ,;, | TS | Ex,,( HAID | NAME, | TS | MD )))
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verifyRoleTicket(MD’, T) {
(1) if (verifyTS (TS’=getTS(T)) == false)
return false;
2) AID’ = getAID(T) ;
3) NAME, ,’ = getRoleName(T) ;
“4) Sign’ = getSign(T) ;
(5) a = H(AID'|NAME,,’ | TS*{ MD’);
©) b = Dk (Sign’);
7  if(a==b)
return true ;
else
return false;
}
(38 6) & ElZN0l| ths My &ol dmals

rie
-~ 021.4
=
=
>

o

. Lo
o
o
[
ofN
&
ol
o
o
=,
o
[
lu
o
-y
e

f
o i i e
fm H
2
2
N
Z
tlo
o
of\
oL

e
ST}
|
v
oy K

oX
i
=

H

)

4o oy

Y 2

2

o,

2

r

2L

2

B

A,

=2

=

k] = ]t”°ﬂ”‘1 AHE-3

%, U]'E}H AR Aw
7}%3}11]—"7 AARB} E 2= Ao
o) A5+ Notation-d veEHIT)

oo
fo o 2L off x

Lo
H

Mo 2L ot o x> N
ofe
M
2
[
of
Skt

i okl
11

ofN N
lo,
Ho
&
BN
)

ol N of of =i

sk

oAz

ool M Eq] uj
ol% dolAHE

4.1 DMS2| 0| & oljo|ME ¢l&o
DMS+ Eneloz HIsE o
e}, O 7 DMSlA ¢
ZEEZS BT
E EYPES (), 2, 3, @ 2AES

Ql

v

oH
&

2 o

o =
= )

i
i
2
=
2
r (o
e
2
off
2
2
2
{m
Lo
a2
ik

Tk APE wE

&l
™
o

[kl ofN

[

o] &3l authenticator® AAgch AAE authenticators

Byt Lol olF oolAE Wil AFHD A=
DMSll Al A&gtt. DMSE authenticator?] TSES
&3 authenticator2 1YW & ZYPZ9 Ty l% o]

_?,]

3}

&1

€

CE 2> Mgk 718 dEol A== Notation

Notation 4 d
(kr, k)i 5 EFAE 9 7H°]‘7](kn o AN k)
Sigkri(m) HAIA mE & EAE 19 ANY) k2 AY
Decku(m) A2 mE & %%% io M k2 £33
km =l F47
May, a5, -, an) g, -, 2 FAHY dAXNE 44
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HP
(1) MD = H (execution code of MA)
(2) TS = MakeTimeStamp(}
(3) Signature = SigKryp (H(AID | HPID | MD | TS))

(4) CertKuyp = Certificate for public key of agent’s Home Platform

(5) Authenticator = AID | HPID | MD | TS | CertKuyp | Signature

MA DMS

(6) Authenticator

(7) if (verify TS(TS) == false)

deny access of MA
(8) a = DecKuyp (Signature)
(9) b=H(AID|HPID |MD | IS)
(10) if(al=b)

deny access of mobile agent
(11) else

(12) Role Ticket issue the role ticket

(32l 7) DMSOIAM2| O|E OIO|ME ¢IE ZEEE

2533 o] o AgHE I F Y
B #E53d E£3 DMS+T authenticator®
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HpP : DF=M(AID, HPID, MD, TS}

SFy=Sigkp( H(DFp))
my=M(DF;, SFy)

HP — MA T my
MA - DMS ‘mp
DMS : COMPARE(H(Ext(mg, DFy)), Decku( Ext(rmy, SFp)))

if Maty = Adv(myg) then
DMS: COMPARE(H(Ext(mas, DF)), Deckul Ext(Maa, SF)))
Decley{ Ext(mug, SF)) = Decku{ Ext(mg, SFp))
( Signature can not be modified )
Therefore, H(Ext(Mea,, DF)) = Decku( Ext(mg, SFo))

WYEsee Halsa

a2t DMSE dE
AFe AR,

AR me7t

42 2. B 92 Z2ESL oA s AR s

3 W

Adversary * Magprured= Adv(mp)

Adversary — MA " Mesptured

MA — DMS * Megptured

DMS : COMPARE(Ext(Muptured ,TS), TIME) © Maptured
Therefore, DMS makes sure expired TS of Magprured > Magptured
webd DMSE 92 ®HAA m7t AR HASS Fs

I 4Fe AT

Ae) 3 B A% Z2EZE WAA 5 4 ¥ FhozRy
N

HP : DF=M(AID, HPID, MD, TS)

mo=M(DF,, Sighkr(H(DF)))
HP — MA my
MA — DMS ‘my
DMS : COMPARE(H(Ext(my, DFy)), Deckyi(Sigkr( H(DFp))))
Therefore, HP signs a message with its private key and DMS make sure
a message with public key of Home platform i

b AAA e dwrEel Ao o8 HPe DMS+ 4
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(1) T| MD | ServicelD | Parameters

(2) a = verifyRoleTicket(MD, T)
(3) if (@ == false)
deny access of mobile agent
(4) RoleName = extractRoleName (T)

(5) ServiceID | RoleName
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(8) ServicelD | Permissions

(7) if (b == false)

] (6) b = checkPermission(ServicelD, RoleName)
do not offer the service to mobile agent

(9) ServicelD | Permissions
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RTI — MA : DE=M(AID, NAME,q., TS)
SFy = Sigkn( H(DF,, MD))
T:M(DFH, SF(J)
MA : mp=M(T, MD, ServicelD, Parameters)
MA—>SP  m
SP : t=Ext(my, T)

COMPARE(H(Ext(ty, DFy), MD), Deckn(Ext(ts, SFy)))
if taaw = Adv(ty) then
DMS : COMPARE(H(Ext(tas, DF), MD),
Decdln Ext{(ton,, SF)))
Deckn( Ext{ton, SF)) = Deckn{ Ext(ty, SFo))
( Signature can not be modified )
Therefore, H(Ext(ta, DF), MD) # Deckm( Ext(ty, SFp))
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RTI - MA ' DFy=M(AID, NAME ., TS)
SFy = Sigkn(H(DFy, MDpgri))
T:]W(DF(), SFo)
MA * my=M(T, MDjya, ServicelD, Parameters)
MA — SP tmy
SP  ty=Ext(mg, T)

COMPARE(H(Ext(ty, DFy), MDxa), Deckn{ Ext(ty, SFy)))
if MDogy = Adu(MDya) then
DMS : COMPAREYH(Ext(ty, DFyp), MDug), Deded Ext(ts, SF))))
Deckm( Ext(ty, SFyp)) = Deckm(SFp)
= Deckm(Sigk,,.(H(DFo, MDRTI)))
= H(DFy, MDgr1)
Therefore, H(Ext(t,, DFp), MDua,) = H(DFy MDus,)
= H(DFy, MDgri)
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Adversary ! Megptured= Adv(mp)

Adversary = MA Muprured

MA — SP ! Megptured

SP * to= Ext(Mepturea, T)

COMPARE(Ext(ty, TS), TIME)
Therefore, SP makes sure expired TS of Muptured
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