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Abstract This paper presents the trade-off relationship between area and performance in the
hardware design space exploration for the Korean national standard 128-bit block cipher algorithm
SEED. In this paper, we compare the following four hardware design types of SEED algorithm : (1)
Design 1 that is 16 round fully pipelining approach, (2) Design 2 that is a one round looping approach,
(3) Design 3 that is a G function sharing and looping approach, and (4) Design 4 that is one round
with internal 3 stage pipelining approach. The Design 1, Design 2, and Design 3 are the existing design
approaches while the Design 4 is the newly proposed design in this paper. Our new design employs
the pipeline between three G-functions and adders consisting of a F function, which results in the less
area requirement than Design 2 and achieves the higher performance than Design 2 and Design 3 due
to pipelining and module sharing techniques. We design and implement all the comparing four
approaches with real hardware targeting FPGA for the purpose of exact performance and area
analysis. The experimental results show that Design 4 has the highest performance except Design 1
which pursues very aggressive parallelism at the expanse of area. Qur proposed design (Design 4)
shows the best throughput/area ratio among all the alternatives by 2.8 times. Therefore, our new
design for SEED is the most efficient design comparing with the existing designs.
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