7| 222 0|83 Low-Cost RFID AIAE &tz Q[ LRk 2ot o347

z = g0 o g”
2 o

RFD A29e sacs dasy] 98 $4 Fa 44 742 fuds 838 755 94 7%t RFD A298 914 &5
LAY T G VYO 8ol FFHAAT Azt ot Aviel Azl st} 4 AN o] a9 AW wFe wE
g TeholwAl H3h EAZL BASD Avh BAS 5] Astel Be PAEe] ATFHD YNT A7k Bk SK~10K AlE HE
o A4 FHE AR glen 7 F 250~3K AolE AETE wetdl YFY 5 | Wl 1wt Agol olele AHolth weka ¥ B4
& B4HlES] 7% RUs] ALgSH AN AP Fo) Low-Cost RFD A2l 488 + A& 43 A5 Wbl dshed Alekaeh 71E
1

FHEE WHIES A1E SAE B AFHAOL B R4S FFAE Aste] 7] 2|8 RUE Folxm THe BY [5E 5WOE P
AT @ % i) 958 A4S JIE A skl Us B lE 9 Asa] WEel Ué 2e4e19T € 4 o Y XOR
QuTon AFHA FYL TAYE skl A4 WSS A8l AL Y9 B Fheidrh Y PHE XOR QATE AgHE
BHERTG B4 AFHA RAT U4 Azsk B RAD AAUANE A48T & IEE sl Ak waolT

7I9/E : Low-Cost RFID AlAH], 7| B8 N3 Q1F

A Study on Low-Cost RFID System Mutual Authentication Scheme using

Key Division
So00-Young Kang' - Im-Yeong Lee™

ABSTRACT

RFID system is core technology that construct ubiquitous environment for replacement of barcode technology. Use ratio of RFID
system rapidly increase because the technology has many good points such as identification speed, storage space, convenience etc. But
low-cost tag operates easily by query of reader, so the system happened user privacy violent problem by tag information exposure. The
system studied many ways for security application, but operation capability of low-cost tag is about 5K 10K gates, but only 25073K gates
allocated security part. So it is difficult to apply security to the system. Therefore, this scheme uses dividing 64 bits and reduces
arithmetic, so proposed scheme provide mutual authentication that can apply to low-cost RFID system. Existing methods divide by 4 and
used 9% bits. However, that reduces 32 hits length for lightweight and reduced from communication number of times of 7 times to 5
times. Also, because offer security by random number than existing scheme that generate two random numbers, that is more efficient.
However, uses hash function for integrity that was not offered by XOR arithmetic and added extension of proposed scheme. Extended
scheme is not offered efficiency than methods that use XOR arithmetic, but identification distance is mode that is proposed secure so that
can use in far RFID system.
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