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A Study on Validation Testing for Input Files of MS Word-Processor
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ABSTRACT

In this paper, we propose a method to analyze security vulnerabilities of MS word-processor by checking the validation of its input
files. That is, this study is to detect some vulnerabilities in the input file of the word processor by analyzing the header information of its
input file. This validation test can not be conducted by the existing software fault injection tools including Holodeck and CANVAS. The
proposed method can be also applied to identify the input file vulnerabilities of Hangul and Microsoft Excel which handle a data file with
a header as an input. Moreover, our method can provide a means for assessing the fault tolerance and trustworthiness of the target
software.
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TS F0 2ZEYY 23 F4 WHe AFE A7 Bugtraq D : 8761
0 . 'Vulnerable Verson : Microsoft Word 98 Japanese Version
|22 24(ow level processor and memory failures), Microsoft Word 98
hrs A 1= oln _/,:)\]- : ’ Microsoft Word 97 SR2
Z2Ax HEE on=A J(corruption of a process’s e Word 97 SR
mory image), SAN 7|9t A% FU(SAN based fault Microsoft Ward 87
memory g ) S ] @ ‘:} ( Microsoft Word 2002 SP2
injection), S1EIslo]l~ A% FU(interface fault injection), Microsoft Word 2002 SP1
] = = o] 2= Microsoft Word 2002
A 2®l EEZ(system perturbations) 522 A¥Y FF Microsoft Word 2000 SR1
. Microsoft Word 2000 SP3
‘7l:'c\’:] Hc}ta 0“ ‘IJrE} ?‘H g.' ‘/[: 9\1 o 111; XCeDtIOTL HYBRID, Microsoft Word 2000 SP2
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FERRARI, Janus, ORCHESTRA, FTAPE, Ballista, Fuzz, icrosoft War
Holodeck, Wrapping, CANVAS 59 =77} STl L. Jpen Microsoft Word
. wave .doc e
Whittaker 5 3 ‘_ ‘J_‘l—L-Eo‘“Oi é‘i} 201 %]'%]% 0]—%—3}01 oy 3. Modify .doc file by using binary editor as follows
_ 00 00 00 60 00 a3 05 00 00 0O 0O 00 00 0O 0O 00 0O 00 00 0D 00 40 01
ZEYole] Het A3 Ay 3 Wyes AZEIC 00 00 00 00 00 00 b4 01 00 90 20 00 00 00 9c G1 00 00 00 00 00 00 Sc
. . 01 00 00 00 00 00 00 9¢ 1 0O 00 00 00 00 06 Sc 01 00 00 00 00 00 00
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(attacking design), 78 9.5 ZZ(attacking implementation) 01 00 00 00 00 00 00 Sc G1 00 00 00 0D 00 00 $c 01 00 00 0O 00 60 00
4. Open Modified .doc file
5. Microsoft Word will crashes
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