EHRABEFH B
17 % $H4%, 2007. 8

25 /4 9o 2 7Y 719L ol 4F 2nEY]
HoF Hag

A" AYH" gamy”

127tk |2 0T

Software Security Testing using Block-based File Fault Injection

Young-Han Choi,” Hyoung-Chun Kim," Soonjwa Hong'"

'National Security Research Institute
2 <

& A el AL Fdshe 7S o)-&ake] Bk Al (security testing) S S35t M 2-& A kg

2 =ollA Aekgt Wb EE gt WY o3 YE(field) & Fol EE(block) o2 A3l el £e Yatos Ie
£ 233t AT 9 7S SYgony AT Eo)s) Hokde WA s W Ee 5l Holgle] wWAyew

AT sl vize] A2 P Aobgel 2UE 23T ek Yol FFE FUL W G=F Teiek A2 st
£ AN AT & e T 2 YA A2 ADE 2U 4 2l Bl A B ERIAE 2202 A

-2

-

€ 34 2R F HEAQL HY 2949 o9 HYo) ) s v EL ALk ofe}k @A omlx] Hle] dfs)
A2 A¢E FUY 5 3le £79 ImageDiggerZ T8 31%1c}. ImageDiggerS ©]-43}93 WMF, EMF ¢]n)x] shel
2o di3) A FUS FAA O 10 FF Mula AR kYL wilste] daS BAsg s w8
E& 7oz seld Aeshs dlEaql sk TR MS Offices} o129 sl Zolo] M 44 715sic)

ABSTRACT

In this paper, we proposed the methodology for security testing using block-based file fault injection. When fault
is inserted into software, we consider the format of file in order to efficiently reduce the error that is caused by mismatch
of format of file. The Vulnerability the methodology focuses on is related to memory processing, such as buffer overflow,
null pointer reference and so on. We implemented the automatic tool to apply the methodology to image file format
and named the tool ImageDigger. We executed fault-injection focused on WMF and EMF file format using ImageDigger,

and found 10 DOS(Denial of Service) in Windows Platform. This methodology can apply to block-based file format
such as MS Office file.

Keywords : Software testing, fault injection, file fuzzing
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