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Determination Method of Security Threshold using Fuzzy Logic
for Statistical Filtering based Sensor Networks

Sang-Ryul Kim * Tae-Ho Cho

When sensor networks are deployed in open environments, all the sensor nodes are vulnerable to physical threat.
An attacker can physically capture a sensor node and obtain the security information including the keys used for
data authentication. An attacker can easily inject false reports into the sensor network through the compromised node.
False report can lead to not only false alarms but also the depletion of limited energy resource in battery powered
sensor networks. To overcome this threat, Fan Ye ef al. proposed that statistical en-route filtering scheme(SEF) can
do verify the false report during the forwarding process. In this scheme, the choice of a security threshold value
is important since it trades off detection power and energy, where security threshold value is the number of message
authentication code for verification of false report. In this paper, we propose a fuzzy rule-based system for security
threshold determination that can conserve energy, while it provides sufficient detection power in the SEF based
sensor networks. The fuzzy logic determines a security threshold by considering the probability of a node having
non-compromised keys, the number of compromised partitions, and the remaining energy of nodes. The fuzzy based
threshold value can conserve energy, while it provides sufficient detection power.

Key words : Sensor network, False report filtering, Fuzzy logic
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RULE 0: IF (x IS VERY SMALL) AND (y IS
VERY LOW) AND (z IS SMALL)
THEN (t IS VERY SMALL);

RULE 1: IF (x IS VERY SMALL) AND (y IS
VERY LOW) AND (z IS MEDIUM)
THEN(t IS SMALL);

RULE 2: IF (x IS VERY SMALL) AND (y IS
VERY LOW) AND (z IS MUCH) THEN
(t IS SMALL),

RULE 3: IF (x IS VERY SMALL) AND (y IS
LOW) AND (z IS SMALL) THEN(t IS
VERY_ SMALL);

RULE 4: IF (x IS VERY SMALL) AND (y IS
LOW) AND (z IS MEDIUM) THEN
(t 1S MEDIUM);
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