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ABSTRACT

In the Internet, an identity service must to obtain permission from a user to allow them to share data with
requesting service. For that, the privacy policy, which reflects legal regulations and preferences made by the
user, is needed. Also, the management interface that aids the user to make the privacy policy and the PDP
system that makes admission control and policy decisions in response to a request from an entity wanting to
access the personal information are needed. In this paper, the privacy controller system model handled under
the internet Identity management system environment is proposed. The system has the easy interface of policy
generation and the efficient policy decision process. The system applies and modifies to the XACML of
OASIS group. We propose that the privacy policy is divided into the three policies, which are the user policy,
the domain policy and the basic offering policy. To resolve the collision between the policies, we also

propose the collision resolution policy.
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ol QAWAR] Tl ol F rixrL Qlch
XACMLoIME 83 Az 29 822 shist
ERY 4 9 Holglek ael=2 T FA} ofed
749 ARlell HE FRE ALF S ARdel =gk
AaE 83 AT AEsteler Aek B A
dolli= 24 vAX]el] <Resource> &l E<7ll
2 z28E AAFE 4 A 3k

XACMLelE FHe|7t 7lide] 2= A ¢
org B AxHXE B4 Y= <Action> 3
2] 34| 84el FIE 4 9EE I

a3 5v 84 WARE HojErh <Subject>2
subject-id HEolli= AR AMgo] FAVl T,
<Resource>2] owner-id Y=ol AN AFAS 18]
a1 resource-id FEo= A41S HAgC} <Action>

e

i

<?xml version="1.0" encading="euc-kr" 7>
- <Peguest mins="ur i 1:1.0:cantext”
anlns ~s="btp:/ /Wwes.v3.0rg/200 1/ XMLEchema-instance's
- <Subject>
- <Attribute Attnbuteld="ur 1 bj ubject-id"
DataType="http://veww.w3.0rg/2001/XMLSchema# string“>
<Attnbutevalue>www.airline.com</attributevalue>
</attrbute>
</Subjects
- <Resgurce>
- <Attribute Attributeld="ur i I:1.0:resour
DataType="http://www .w3.0rg/2001/XMLSchema#string">
<Attributevalue>pc:sso:idirsc:0001</attnbutevalue>
</Attnbute>
- <attnbute Attributeld="urn:oasis:names:c:xacml:1.0:resource:resource-id”
DataType="http://www.w3.0rg/2001/XMLSchema# string">
<Attributevaiue>eid:email</attnbutevalue>
</attnbute>
</Pesource>
- <Action>
- <Attribute Attributeld="ur i 1.D:action:action-id"
DataType="http://www.w3.0rg/2001/XMLSchema# string">
<Attrbutevalue>read</attrbutevalue>
</Attnbutes
- <Attnbute attnbuteld="ur 1.0 ion|
DataType="http://www.w3.0rg/2001/XMLSchema# string™>
<AttnbuteValue>entertainmant</Attrbutevalue>
</attnbute>
</Actions>
</Request>
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. Effect 51'—’}“!’?"J’3~ .
i
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‘ Resource
I
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1 <
i AnySubject #
| Pumose wwav.airline.com i
i Condition W pizza.com
. WAW.GEIME.CoMm

Description www etri.re kr hid
i
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(@) 4 4
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