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Abstract Home service networked systems require a high-availability service with a proactive
and practical fault management. However, as the system complexity grows, it is not easy to meet the
requirement. Moreover, user may want to pay no attention to a sequence of complex or nervous
maintenance jobs for system fault managements. Therefore, the home service networked systems must
have self & remote fault management capability with a minimal human intervention for meeting
high-availability requirement of the integrated systems that consist of the networked appliances or
devices. In this paper, we present an autonomic healing utility equipped with a remote self-managing
mechanism in order to both increase the availability of home service networked systems and decrease

the maintenance cost.
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- All Consumer Electronics
- Multibandwidth

- Heterogeneous Middieware
- Requiréments Alays On
Remote Access Management

- Home Security HVAG Lighting
- Low Bandwidth{ <2Mbps)

- Middleware: Lonworks, CEBus
- Power Line

Automation Netwark
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Design Goal

Design Style

Slight efforts on the application development

Qut of the Box

Minimal administrator intervention

Command-line/programming interface

Application-specific high-availability service provision

Application-controlled managing

Minimal overhead on running application/middleware

Stand-alone or background

Predictor
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Thread
-thread: string [key]

-PercentUsage: int
-PercentUsagePeak: int

l__, MemoryModelToResource —-—'

8 é - containing : MemoryMode!

35 - contained; Memory

& '§ - process: Process

- thread: Thread

Process Memory
- process: string [key - Available : int
- PageFieBytes: int - PageSec: int
- WorkingSet: int - CommittedByteint
- PageFaultSec : int - PageFaultSec: int
- PrivateBytes int - PercentCommittedByteint
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Total Byte Available<
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CriticalSituation Critical Byte Available
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0~100 : Laptop Battery Life (%)
255 Unknown or Desktop PC

Flag +- AC On
Flag 2 AC OFF
Flag 1- Normal Snapshot Memory Allocated in KByte
Falg 2- Ending Sanpshot Memory Used in KByte Thread ID E‘r;:ad
Target App PID PU Usage / Thread Name / Thread State [
1 1 1 f 1 I ]

1@c:\Notepad. jar@4000825561@2. 925@1984@14 37@DestroyJavavM@23@RUNNABLE@7 34@Target

Thread@21@TIMED_WAITINGR0@Image Fetcher 3@17@TIMED_WAITING@O@Image Fetcher 2@16
@TIMED_WAITING@0@Image Fetcher 1@15@TIMED_WAITINGRO@Image Fetcher OG14@TIMED_WAI
TINGRORANT-~EventQueue-0@13@RUNNABL E@62@AWT -1 ndows@1 0@RUNNABLE@G2@AWT - Shut down@l
1@WATTINGRO@Java2D Disposer@9@uwAITING@0@com. viadium. utils.CPuusageThread [interv
al: 500 ms]@7@RUNNABLE@31@Signal Dispatcher@4@RUNNABLEQO®Finalizer@3@WAITINGE15@

Reference Handler@@waITinG20@
* @: Seperator
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Aol A3y ojul, AHU Zdo|JdE ZEN
% AEE ANE2 £= oy ¢4 ==y A
788 AR 318 o] thar) YR ojg Wi
o2 ANY £ At A WFo| Fasjith uleby
AHU9Y A& primitive~to-value ¥&-& 3} DI
AF3Re mirrorOf() WALE olg3ld FdH3Y, &
Al YIEQE A2k T4 8494 AFZHE
Al dolgtg A% #eld] 4T 4 e ARz W
Al Al 7 wA Welld &% 2 2z x|
o W, g WES JHHAY AMA st o
Feethd, 9 2siest A" HU9e w, oHe
A2 Bl Aol ssslth Jht WAl oF g
=2 FAEY glod, 7 Ed=s A7 A9 =y
Yoz P4 29L& e 23 29 zyYds =3
8t7] A IDIME 2 ZEigde FASE Ao ¥
FE setValue(value), getValue(value) PlAZE &)
2Rs A dolew Ao sssteE Addi)

I¥ 9v $8 Z2aYd Y ARS 3337] 9
3 AHU o] 788 9% 758 238 Aoz 24
AHU Server AHU Client Target

Service Service Application

Through TCP part2959
(RAW String ——Invoke—> i 1
— Monitor —»

o e Send Resource Snapshot
Send Ending Snapshot

N (Not in faiture

Monfib.dll
Batibdi
ThreadM XBean

3% 8 4H AR £ 9 AHUY 433§ 585

FHe AA A 13 A A 2 Z(20074)

Z2ORER AR L Al2"o)N #d3E A4 F 2"
A W NG W e 2L P 2YIFE I
oltk. ZA 3719 For WHBFoz FAFo] glon R
WA WEFMEs DA AFEE daz= =
allThreadsO& ARS8, 7h¢ o4l W §&8ln g =
£ =g B(traverse)dty] & Aojth = wix)
RHE-E-2  Thread-Reference frames() W4AZE K3
HEE 4 2o ZUdse gMstd g P
g FE3V] A% Holm, viXG wiEEL 7} 29 =
el dgd A9 A gl "Eat7) 98 Stack-
Frame.visibleVariables() #W4&=8 ARMg3lA "o o
S 22 AYow FAY 8 T2y My FRS
2% 5 Yok

IF ololrist #lel FA o]FS AL AHU 2
Zo)AE BRE A= rData AAE MAste] AHU A
W 2go) A4 b rData AP o]AH YESY
3 B74E AYE7] 93 XStream TholHHTE o
3t XML(extensible markup language)2 #H3d 3
gel diolels ojuidle, £8 & Mulx YEYZ A&
e 74 849 A ARE XFslw Yo AZEQ
B A% 712 doez ARgEd oElM, 8 2x9
& Mulzrt EHY B$ Datag AHFT 5 e
AZZX o] R#A3A ok rData 4 & 33 103}
#o] javalio.BufferedReader.readLine() WA =& o)&
3] </rData> Bl1& A8 W71A] wimo] go}FQr)
7t AR rData AXZ H@s) F= Do Has}
o 23=2 o] o) WY 9¥e ke o] String

/I VMmon read stack frames of vm.aliThreads();

List threads = vm.allThreads();
for (int i = 0; i < threads.size(); i++)

{
If read all stack frames
List frames = thread.frames();
for (lterator j = frames.iterator(); j.hasNext();)
{
StackFrame frame = (StackFrame)j.next();
! read all local variables and output their values
List locals = frame.visibleVariables();
for (lterator k = locals.iterator(); k.hasNext();)
{
LocalVariable var = (LocalVariable)k.next();
System.out.printin(var.typeName() + " ” + var.name() + " = " + frame.getValue(var));
- 1 1. Recover ‘var' until rDataList becomes empty
. /1 2, Sending new rData to repository service
}
thread.resume();
}

Y 9 2AE W 22 AW 5
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o

String xml = ™, xm|Piece = "™;
while ((xmlIPiece = inputStream.readLine()) = null)

it (xmlPiece.compareTo("EOF") == 0) break;

I Getting the piece of the xmi
xml += xmiPiece + "\r\n";
if (xmlPiece.compareTo("</rData>") I= 0) continue;

1/l Extracting rData from xmt
try {
XStream xStream = new XStream();
rData NEW = (rData)xStream.fromXML(xml);
rDataList.add(NEW);
} catch (Exception e) {
continue;

o,

}

¥ 10 XML 73 A8 A4S 9% ey g5

xml Hgo]lm, readLine() WlA=e] ARge A=
YA] At String xmiPiece ©]th.
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£ doMe AHUS Z 3/ 74 849 AHUS &
HolJE BE, My Zg, Uy REY AY 53 3w
£ B3 7EE AHUY FALEFES 49}
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4 T2 59 A FRE A @ F283, T3
AREALOA @ Ag #e Y JEL deEFE 9L
293 28 1) 84 dY $4 T2y gx
ZHNotepad.jar)@} wit]o] & o]o}(SimplePlayer.jar)7}
AP on, vdje] Eolort F& F vwime e
S} sty AL 2AEe) 2FAL WYY g§E
o] EAEE AMEAlA gART. =T oS A
A3 AHUS 2ExT dg €y dede dsiz
F XE B¢ Mula FEE WA 93 oA ZA
(temporary server)ollA A&HQ AMulA7t 715ES

[ I

fisssags List L
Fault ks injecty

AHitfutenomic healing must be neaded.

LITH get at tha temporary host vithin 10 seconds,

JCS¥ou can get the service from the

Virtun! Scenario

Thick Horg *
1 you wan! 1o chech

al tynctionalites of

ARY

comy

Click Horg 1 BFSBattery Fault is injected sucessfully.
1 ¥ you wart o chack BLPP:Tho Battery is Low. Please connect AC Power,
¥ functionaitties of .
U LTT:taunch targst at the temposary hast within 10 seconds.
5 Tan g#t the sgrvice from comy
SCastart check AC
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£ MHlx YEQR AadHdAN 58 9
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F1 Je EHE A Ad T2 2AE £ g 2Y
12 28 11(a)dA wxe Age] 243 Ao
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& A% 522 RoFy WA vwg A8 amzs
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B dolde B =R Agsd ecexT 7t g
HAYUZY dAEEE AFH 9P 4% BN 59
ok 718 fHL Fujitsu LifeBook $6240 P-M

€ AL

A

160GHz A& Al&dRew, wielale Lithium lon
Battery 10.8v 4800mAhE AHgslm, Ha AA¥IE
Holel Z71E 1005 byteselgt 713 gl

PBT:Trying to migrate the target from
e Ed v Process is Completed. MemoryFoult istini ©

e ==

system will he sindt down In 18 seconds by battes low
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i Healiigl Utility

TPD  TEatenrd | AC | CPUUSage(s) | AiocsiodrB)  HumUssee kBl
< s TR v e

210107138174 owpadjar  Baaz4sede. 2560 160 ON 61 101 99230 1276

a7 B Th

Executing Process Thecad
Theaad  Metwork.
i TeroadNams Theocd T " ivesd Sowz " Throad GPULmemeen |
rrmerquau 2F THED WATING [
e * AU 14
{TareetTroad 2% THED_WAING 62
Pﬂ- e-C 18 WAITING 1w
M—W&W 13 RUNNABLE 5 .
M-Srm izl WAITINO @
1Jov030 Disposar 2 VONTING ] |
‘comMadum £ CPUUs. 10 RUNNABLE 121
(537\1! Dicpatcher RUNNABLE
Finamer 3 VAITING L]
WAITING o

(Reatence Hander 2

(a) Wiste) Ago) LT B¢

e )

Excoiging Process Fvead

Toreet | Kotk |

| resoName O Twosd | Theassons | tweadceutmagrien [ i
AF MiContoler Bvonl T 36 BB WARtHO o
Loop trpad % TIRED_WAITING b
4F throad. SendiventQu.. 21 WATING 15
JHF Irgad BendvoniGu . 20 WATING 15
"berT-Evortiouuo o 13 WATIRG 13
Daciroy)avavtt 18 RUNNABLE 90
Target Thread 16 THED WATING 718
ANTVARdows IH RUNNABLE 203
"AWT-Bhotdown i WATING a
(329920 Disposer 12 WAITING 2
comyiaciom utis CPUUS . 10 RUNNABLE 3
gignal Dispatsher ¥ RUNNABLE [

inalizer 3 WAITING 2
Refurence Hantlor H WATTING 15

(b) Ete] sids F AJ27 e

I¥ 12 AHU® A¥ 289 4% 54

Availability

with fejuvenation ,
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F FE AFNA A& FHHY ojFelAeld £ ¥
Rerun Time(Ty)3 7 Loss Time(Ty)E +& = ¢
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AZEJE HHl2 sol7t tA AFAs)7) 98 Had
Aztold, T2 MAXJE AR A 24 Ag Aol
A=A 2] A" gGAS guiid. agm
CPU AM4-3 2 AAIJE 3¢ HA] 7|32 3o
Optimal FAZXJE 715} Aggressive A ZERIE 7]
W1k £AE vlag Aol £ 204 B § glEo]
&8 Z2aPe 43 A} AFds & Aol RS
g & Atk =T FIPE AAIXRJAE F 94 didz
H%3 X8 Bt X9 Total Saving Timee
Aggressive FZXJE 7|§o] 43t L& FXE BY
S} Rerun Time& 2703msec® Optimal AZAFEQJE
ZAxtel 3089 1FF22 9A Uitk mkeld AHUS
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B 2 AAZJE JPYo) Az Aol miAe 9%

Aggressive Checkpoint Optimal Checkpoint
Tatal Run Time 3020297msec. 3010109msec.
Num. of Checkpoints 32 34
. L - 6764msec.

Checkpoint interval, 7. (556029msec. in normal) 78441 msec.
Rerun Time, 7; 2703msec. 82381 msec.

Total Saving Time, 2 7. 18296msec. 12593msec.
- Loss Time 73 20999msec. 95874msec.

Azt B3g F lerz IS F ARS HES

3 Azl Hgsirta 3z
6. Conclusion
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