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Abstract

Advances in electronic and computer technologies have paved the way for the proliferation of WSN(wireless sensor

networks). Accordingly, necessity of anti-collusion and authenticaticn technology is increasing on the sensor network
system. Some of the algorithm developed for the anti-collision sensor network can be easily adopted to wireless sensor
network platforms and in the same time they can meet the requirements for sensor networks like: simple parallel
distributed computation, distributed storage, data robustness and auto-classification of sensor readings. To achieve security
in wireless sensor networks, it is important to be able to establish safely channel among sensor nodes. In this paper, we
proposed the USN(Ubiquitous Sensor Network) channel establishment algorithm for sensor’s authentication and
anti—collision. Two different data aggregation architectures will be presented, with algorithms which use wavelet filter to
establish channels among sensor nodes and BIBD (Balanced Incomplete Block Design) which use anti-collision methods of
the sensors. As a result, the proposed algorithm based on BIBD and wavelet filter was made for 98% collision detection

rate on the ideal environment.

Keywords : USN Channel Establishment, BIBD, Anti-collision, Wavelet filter

1. Introduction

Wireless sensor networks (WSNs) have recently

emerged as a premier research topic. Sensor
networks pose a number of new conceptual and

optimization problems such as location, deployment
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ad-hoc

self-creating, self-organizing, and self-administering
(L2

and tracking. Wireless Sensors  are
! Those parts are important in sensor networks
since the data obtained with them are massive and
with high dimensionality, which could easily break
down the processing and storage capacity of a
centralized data collection system. On the other hand,
the data obtained by the sensor networks are often
self-correlated over time, space and different sensor

mputs. This is a consequence of the nature of the
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phenomena being sensed which is usually changing
gradually. It is also due to the redundant sensor
nodes dispersed near each other and the fact that
often the sensor readings are correlated over different
modalities sensed at one node [3].

Sensor networks usually consist of a large number
of ultra-small autonomous devices. Each device,
called a sensor node, is battery powered and equipped
with

short-range radio communication capabilities. And

integrated sensors, data processing, and
sensor networks are being deployed for a wide
variety of applications, including military sensing and
tracking, environment monitoring, patient monitoring
and tracking, smart environments, etc. When sensor
networks are deployed in a hostile environment,
security becomes extremely important as they are
prone to different types of malicious attacks [4]. An
open research problem is how to bootstrap secure
communications among sensor nodes. To provide
security, communication should be encrypted and
authenticated.

In this paper, the author proposed the Ubiquitous
Sensor Network channel establishment algorithm for
sensor’s authentication and anti-collision. Allocating
communication channel in each sensor to used
wavelet filter for channel establishment between
deployed sensors and sink node. Therefore we solved
the problem of extension channel using wavelet filter
character which is scalability of 2". Also, BIBD code
was assigned in each sensor for using Ack signal
between sensors and sink node to prevent/avoid data
collision that is produced in WSN, that is, the
proposed algorithm has robustness about collusion
attack and collision between channels using the
And two
different data aggregation architectures will be
presented with algorithms which transmit data from

anti-collision property of BIBD code.

a base station to sensors and from base station to
sink nodes.

The remainder of the paper is organized as
follows: The recent work on channel establishment
algorithm in Section II. In Section I, theoretical
background is explained for wavelet filter and BIBD

(263)

75

the the USN
establishment algorithm for sensor’s authentication

code, author proposed channel

and anti-collision in Section IV. The proposed
algorithm’s performance analysis and simulation
results are presented in Section V and the conclusion

is drawn in Section VI
II. Recent works

There exists some research to study the Channel
establishment algorithm in WSN®7 in recent years.
In these papers, the information theoretical aspects of
the correlation are explored in depth. In other words,
these studies aim to find the optimum rate to
redundant in the

observations. More recently, the relation between

compress information sensor
distortion, spatio-temporal bandwidth and power for
large sensor networks is investigated [8]. Moreover,
none of the above solutions develop communication

In [9], spatial and temporal
exploited the

acknowledgment in the communication. While the

network protocols.

correlation  is to  eliminate
number of acknowledgments is considerably reduced,
the number of redundant packets is still high in the
network. The joint routing and source coding is
introduced in [10] to reduce the amount of traffic
generated in dense sensor networks with spatially
correlated records. While joint routing and source
coding reduces the number of transmitted bits, the
number of transmitted packets remains unchanged
from the network point of view. In [11], the number
of transmitted packets can be further minimized by
regulating the network access based on the spatial
correlation between the sensor nodes. Moreover, the
relation between spatial and temporal sampling rate
on the overall network delay and energy consumption
is studied in [12]. However, the spatial and temporal
correlation between sensor observations is not
investigated. Current studies on medium access in
WSN focus mainly on the energy-latency tradeoffs.
S-MAC™' aims to decrease the energy consumption
by using sleep schedules with virtual clustering.

T-MAC™ a variant of S-MAC, incorporates variable
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sleep schedules to further decrease the energy
consumption. However, in both protocols, sensor
nodes keep sending redundant data with increased
latency due to periodic sleep durations. In [15), an
TDMA-based MAC protocol

presented where the sensor network is assumed to be

energy-aware 1s
composed of clusters and gateways. Each gateway
acts as a cluster-based centralized network manager
and assigns slots in a TDMA frame. The protocol
assumes a cluster-based topology, which requires
complexity and

network. An
energy—efficient collision-free MAC protocol, which is
based on a time-slotted structure, is presented in
[16]. Each node determines its own time slot using a
distributed based traffic

requirements two-hop neighbor.

significant additional processing

overhead in the overall sensor

election scheme
of

Although the protocol achieves high delivery ratio

on
its every
with tolerable delay, the performance of the protocol
depends on the two-hop neighborhood information in
each node. Since this information is collected through
signaling, in the case of high density sensor
networks, the signaling cost increases significantly
resulting in either incomplete neighbor information
due to collisions or high energy consumption due to

signaling costs.

II. Theoretical backgrounds

1. balanced incomplete biock design

Combinational problems can generate the matrix
that satisfies a restricted condition using a matrix
model. The BIBD code generates Incidence Matrix
which the restricted of
anti-collision and can thus analyze a partly matrix
symmetry. That
robustness against collusion attack. Among ncode

satisfies condition

is, the anti-collision code has
vectors, the combination of less than (n-1) code
vectors differ each other and can therefore detect less
than (n-1) colluders.

The BIBD code is generated with 5 parameters (v,

b, r, k and A)

EH 55 WAE IT USN &g =8 125
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Where *

v: Number of treatments

b: Number of blocks

r: Number of times each treatment is run

k: Number of treatments per block

A Number of times a pair of elements of v appear

in the same block.

vr = bk D

rik—1)=Xv—1) (2)

Five parameters satisfy a restrict condition of Eq.
(1) and (2) and simply present Incidence Matrix vxb
represented with (v, k, A) using Eq. (3) and (4).

b= =) (3)
_Alv—1)
= 4)

In Incidence Matrix, if b=v or r=k, then the BIBD
code is to be a symmetric square matrix. Incidence
Matrix M with vxb is defined by Eq. (5) and
satisfied in Eq. (6)

M= [m”]

_— {1 if 4, b'lockSEith elements
Y 0 otherwise

)

(6)

MM = (r=X\)I+\J

I . vxv Identity Matnix
J - vxv Unit Matrix

As a result, the row vector of Incidence Matrix M
will be a fingerprint code and given to b users and
this Incidence Matrix M can be used as an

anti—collision code.

2. Wavelet filter
Wavelet function is satisfied condition of Eq. (7)
and (8).

f_w @(t)dt =0 )
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(b) Wavelet decomposition filter

(a) Wavelet synthesis filter

a2 1. dlo|28 e 3.
Fig. 1. The response of wavelet filter.

8

/Oo lo (£)1%dt <
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Eq. (9) is presented discrete wavelet. Compression
of time axis achieved changing coefficient ¢ included
in Eq. (9).

9

i
0 (t) = 22p(2t—k) i,jEZ

Eg. (10) is wavelet synthesis equation that is used
in transmission data modulation and Eq. (11) is
wavelet decomposition equation that is used in
detection of transmit data.

N= Ne1
ey (n Eh n—2k)c; (k) + Y] g(n—2k)d;(k) (10)
k= k=0

i} Bk 2n)e; ; (k)
_ kgog(k— 2n)e; ., (k)

(11

Fig. 1 shows that the response of wavelet in
frequency domain

IV. Proposed algorithm

The proposed algorithm established communication
channel between cluster and sensors using wavelet
filter bank and prevented the collision of channels
used BIBD code. In this paper, there is two type of
structure. One is that a base station can collect data
from all of the sensors and the other structure is
extended cluster head model. Each of these

architectures can use a wavelet transformation on

two
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each sensor signal, treated as a one dimensional time
series. Different wavelet transformation methods have
been developed, more or less complex. In this paper,
we have chosen one of the simplest methods Haar
wavelet transform.

1. One cluster head collecting all sensor data

The proposed structure, base station had filter
bank(channel number), BIBD code and the allocated
code values of each sensor. If selection signal
transmits through filter bank of the sensor which
wants to do communication, the sensor which was
allocated filter bank channel transmits BIBD code to
the base station. This structure can select sensor
efficiently because of using wavelet filter bank and
base station can check external collusion attack or
collision between sensors by having code. Fig. 2
shows that total block diagram of the proposed
algorithm.

In the Fig. 2, '1’ is a part of filter bank to selects
channel of each sensor by using wavelet. Fig. 3

shows that channel selection module using wavelet.

Sensor transmits data to base station using

Base Station
(Sink Node)

DB
(# of Filter bank)
( BIBD Code )|

Wavelat Filter
Channel Comm

T jlouervneal

station Q
Channel Al(ack =

Slng\e Sensor Rey E‘!

Sensor 1 Sensor 2 Sensor n , Sensor n

Sensor's DB
(# of Filter bank, BIBD Cods )

+7sE

g 2 2E
head.
Fig. 2. Cluster head collecting all sensor data.

MM HolEHZFH Cluster

H

Sensor
2

Base Station
(Sink Node)

W avelet Filter
Channe! Comm. L

H :\Wavelet High Pass Filter
L W avelet Low Pass Filter

Sensor
L H |<# 1

Sensor
n

L

Hpo

a7 3 slolgdtg o8 M e 2=

Fig. 3. Channel selection module using wavelet.
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channel that is selected through Fig. 3 and base
station can establish channel without collision or
collusion attack by detecting BIBD code.

2. Extended cluster head model

The author proposed the extended cluster head
model that was extended from one cluster head
model. This model
between sink node and base station. Fig. 4 shows
that the extended cluster head model.

The proposed model had structure that allocate
each channel using filter bank to transmit data

1s possible to communicate

between base station and sink node and in the Fig. 5,
this algorithm shows that can detect data collision
and collusion attack.
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Fig. 4. Extended cluster head model.
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Fig. 5. Anti-collision BIBD code.

V. Experimental result

The platformn for the experiments, from which the
data analyzed in this paper were obtained, is a
collection of 'USN-AP-Zigbee’. One that this umt
embodies a module (audio), and

Sensor a
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Mﬂ;ﬂmmﬂ

a8 6. AlEefolMol AMZE Hardware architecture.
Fig. 6. Hardware architecture used in simulation.
E 1. o SzXof 2t B2 MEE
Table 1. The coliusion cases by the number of colluder.
Number of collusion cases
Number of
colluders {13,1} | {1573} |{22,11,5} | {31,15,7}
code code code code
2 21 105 231 465
3 35 455 1540 4495
4 35 1365 7315 31465
5 21 3003 26334 169911
6 7 5005 74613 736281

communication module, which are interconnected. Fig.
6 shows the hardware architecture which used in
simulation.

In simulation, the condition of BIBD
parameter { v, k, A} is generated with {731},
{1152}, {1573}, {1994}, {2311,5}, {31,157}, {39,209}
{472411}. As attack, a

collusion/collision number of possible combination is

code

and collusion/collision

presented in Table 1. The collusion/collision detection
of the of
anti-collision and channel establishment.

experiment, measured robustness

The correlation coefficient of collision code and
codebook in the base station is computed, that result

is upper critical value then it defines collision.
Correlation coefficient is computed by Eq. (12).

1
n;=
7‘:: s

z,y - Average

0 0, : Standard deviation

Table 2 shows the result of collision code detection
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Table 2. The number of the detected collision by attack
on communication channel,
Number of Collisions
Bciilg 6 | 10 | 14 | 18 | 22 |} 30 | 38 | 46
{7132}y |58 - | - | - | - | -1 -} -
11,52} [586|92 | - |- -] -|-1-
{1573} 158893 (134 - | - | = | - | -
{1994} |591]94 |135(174| - | - | - | -
{23,11,5} [592| 95 |13.6|17.5(214| - | - | -
{31,15,7} [5.92| 9.5 |13.7]17.6 |21.5(293| - | -
{39,209} |5.92] 9.6 |13.8|17.7{21.6]29.4|37.1| -
{47,24,11315.92 9.7 |13.9{17.8|21.7|29.5|37.2|45.1

against collision averaging attack by means of the
algorithm proposed in this paper. As a result,
collision was 98% detected only for the collision
averaging attack.

VI. Conclusion

This paper presents a ubiquitous sensor network
establishment  algorithm sensor’s
authentication and anti-collision in the field of
wireless. The positive features of the proposed
algorithm distributed
computation, distributed storage, data robustness and

channel for

such as simple parallel

readings
different

auto—classification of
demonstrated  within
architectures.

Sensor dare

two proposed

Ones of the proposed architectures with one cluster
head collecting only clustering outputs from the other
units provides a big dimensionality reduction and in
the same time additional communication saving, since
only classification IDs (small binaries) are passed to
the cluster head instead of all input samples.

As a result, we confirmed that the proposed
algorithm base on BIBD code has 98% detection of
collision of sensor. Also, filter bank using wavelet
transform can be incorporated as a preprocessing unit
of the USN giving the ability to extract important
features in the data like abrupt changes at various

(267)

79

scales.

In our future work, we will study channel
establishment algorithm using other ACC (Anti
Collusion Code) and how the accuracy of deployment
modeling affects these results.
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