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Abstract The UPnP uses the same standard protocol as SSDP and UDP based on standard
internet and technology like the TCP/IP, and is independent of other physical networking product. But
the structure of the UPnP has the vulnerability to the security countermeasure for home-networking
technology since it is operated on the same protocol as the SSDP and UDP. In this paper, we
analyze and report against the DoS attack, where the worm virus, using the vulnerability to the
UPnP, eliminates the attack of all equipments that are based on networking and eliminates the
information belonging to the equipments of the home—networking or transmits the massive data.
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