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Abstract

A novel DDoS

(Distributed  Denial-of-Service)

defense  technique,

Exaustiveness-Based Detection, is proposed in this work. It dispenses with the
network congestion and the unfairness between users of the Defense-by-Offense
technique by incorporating a kind of simple Detect~and~Block scheme (user
identification), still improving the effectiveness of the defense in comparison to the
original Defense-by-Offense technique. It uses SYN cookies to identify users in the
granularity of ip address and to prevent ip address spoofing by the attacker. There
can be, however, some probability of false negative (denying service to good
clients), if the attacker wisely adapt to the new technique by saving some portion
of its bandwidth resource and later mimicking good clients. Quantitative analysis
the requirement for the good clients to be safe from the false negative is provided
and a procedure to design the server capacity is explained.
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