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Concept of Strategy in Organizational
Information Security

Sangseo Park*

ABSTRACT

As the importance of information security increases, organizations are employing various security
countermeasures into their information systems. However, they are not being adapted based on a
strategic framework. Therefore this paper researches on the concept of the strategy in organizational
information security. This paper studies literatures to find out how information security strategies
have been discussed and what types of them have been proposed until now. This paper contributes
to the formation of concept of strategy and classification of them by focusing on strategies them-
selves in organizational information security.

Key words : Information Security Strategy, Prevention, Deterrence, Defense-in-Depth, Reaction,
Observation, Determination, Activation

i

[

* ETRI T4

-z



16 HE - 2ot =EX| 73 M3%(2007.9)

1.MN 2

ARE olEl A9 BE 7|del gloiA Hr)
o] %% (organization)®] Y433 A= A&

2 ARsas 24 e Jrust F
7]
=

A7 A% neko] 2Ao] s Aol YA

ok
=<}
A= M2 AR)Es &

& Aol A4l 7}
& =sha glo), 1RA golw TEAH T Bt
F £4e 2 woke] Bgyol U% AHEHUA
[5,6] £=je] wore B of@A sHar ek
osh ge BAML A farE xel
ARueE A2k Ade] weislofok sheil3, 7-
12], 24 9) A% Fgs oo} ATH13) el

o]
o] Mgkl 7|Nkale] 22 9] Bl A7t HolF
A, Bk AlsFol =9

wofof ahul, vholrh Mol QA nak FEof
o

e A ], < g7 9l
A g At ARHEQE Mg it o] 4R
Here] Al 4=A4[14]A st S A ske
Aoz Q57 AZe B[15], olHAAE Fr
Hehe 71&d BHAA F2 =oEw gle 2%

whebd 2 =Rel A Auuel defole ol
7kl dhete] AR AT B koA
= Anuer Azkel Ade AR skl Au

HoH oyl FAle} A ole] 3o = RE
S Fololg)t 7t ex AT, ARH
oF 2 ARA Hopo] EIHES Ed o3 HeF
So] AAE =R AFsi

B RO g ¥ RiRow AT WA A
HhLo M= tAbel Ao Bols FAow A
Aol APL AHEI o]E 2o R AHK
Qloll Al =o]5]of ki Heke] de EAlste] =
Azt el AEEAA Age Ak S A
ool FukRo s, AR Eel MEks AAH o
2 BHFe7] 93 ZgdYgas Aetst

2. ©=kol Oofal

Agolgh= &= Tule] AE P (a general in
command of an army)¢]2}i= ew|e] 18] o]0
strategos¢}t 1092 HTHEZ FAE JAEAA7]
T(board of 10 generals)Zt= 919 strategiall
A FrElgeH18]. MEge 2ol ‘AT e =A 9]
F(role)” & 9mlstRA oY o] F, AEH - AEH

SHAA Y] =S oushs o=l F)

F(art)" 02 W3lalgt) o]F BC 450d o= A
A4 - =74 Abekel] digk Bel, B, &9 2 A
go] A 7igolgte 9nE AME-E a1, BC 330
WAl FAM SHoA e #d &9 V&S 9
"5l o2 AREEH ST

Ao Bete] g 2 A7t yHo] &
Fol= TAel Aot} ol HoloA FAeE
AgFe] FEHIY Ao)dS AmHw[18-21], %
HogE A oulgt “BEX"S dAsy] $st
o “AY"S FEsta “P5"e HeeE AS 9
sit), SR Aol FWAE “what”e] =W
5 Aoy BEXE HAsts o] Fa3 slow
FEEE W, A WA “how'e] ZHlo]
AzEo] BAS ouA G AU} F, o3
FES oA &gk A FE BAAbeTh
L3 AR Aol Ad o] glo] AH ] Wi



17

| 74

3

,Wu Vmﬂeﬂlzo
N Aﬂ;ﬂﬂax]uiﬂwuum
= SIELTRY smyz
A X KO gl u)
.wl_- WLﬂAﬁoHI]ZFLlJIL#..ELHE\m.‘_iﬂAIMME
. iiiallj;&q ]
T M_&ZTEWLEAiiiﬁlﬂaﬁh 5 =EE g
s o =t Z s ‘ul _ni z.f ,ﬂl o 0 o X Lf K B . 9 C.._ oy 1_l
xX ) Tl ‘IAJ-ATZ‘%]F oy |- o )
k3 mﬂljh] ‘NI]EﬁmMoE_J:MM o N o) mﬁ_#o ok o) ) W
o 1V0L__1o PLAQQETﬂ%} > i PR - K &rﬂﬂﬁiﬁ
E‘HIOEXQ\Nﬁ‘mVIq&HOEQ_/E*%¥EHQMEO@O‘H‘A4HII}IH HQE‘IMUO# Ot
E@zt@m_4}m§ﬂﬁﬁwu s ﬂﬁfa%ﬂSMﬂ1EWﬂagw
@}@afgwﬁatM7H%MQW£Ot@@g%g@qm@aﬂ%&{
WiﬂegmoﬁﬂL@noMx&_mL 1r_é.10J ™o 2 oﬁ.o#x .ﬂ,uTQm7_§mU
it ]M O# ,ulﬁo = o) X T ﬁ E_u‘w.# o T e Eﬁ\.. ° o T ﬁu = T T Nr w| .H_._ b4
of ® & T o . B z@%auur mﬂ.%uiiaﬁ ofr G L E
@mﬂz%hm%ﬂr%%#v ﬁo@Ai}Lﬁo&ﬂV@OE %_dﬂarELﬁﬁ%m
@%ﬁﬂﬂﬂ% ﬂ%ﬂﬁﬂﬁﬂi%ﬂoywamﬁwﬂ%ﬂmﬂoeumﬂa_.m Urzoﬂ;%
—_— == i} . T o T - 5
X lﬂﬂa#%gﬂﬂﬂﬂlﬂr@ ogyié@x&E%X:Tuﬂmﬂ@ﬁ
= o) ™ ,|1_ Qlo‘_o; 2 odoikwr‘_ or“ dlﬂﬂ | TR O or
%H%@aﬂ@@g.im%@oﬁ@ zﬂmawﬁﬁ%ﬂﬁ_gwmﬁw?aawﬁm
X T T o T " " s = < o o= 9 2 b ! "
T o@mgm1%gxﬂ%%ﬂ R @i%a,g1w
o A ol G Jlﬂ_ﬂlr;o o T omp o s Ltoo]oow_.o _n:ﬂ_ﬂﬂ_l )
mﬂﬂoawmﬁﬂ,VWoEl@%%mﬁﬂL,wm@p,mﬂzowmﬁﬂﬁﬂ
oLﬂudeuiﬁ@%fufﬂimmeBrw\‘wmyﬂﬂiwr.wrm%
‘IJILJUTﬂDJ‘ 4]L J;J.]J.o
ERE sTE S E%ﬂ%ma.mw%&mmﬁzﬂﬂ%
1,LMﬂl1r o MW M zﬂR- ﬂEJXﬁmﬂ#ﬂOMﬂ
awl%.iqox 2 < ﬁ}x%1x N
o xR T R Mo 7% op C O = 0
" ur M * R mﬂﬂ T o R Y oo N — o "
Ina .7lz,ﬁ;o_10r.ﬁ%m€ M S % KK > = Hr
deleﬁ M#]dls _,Eﬂmﬂauuﬁﬁ:._. Bufﬂ]z.e
Naﬂ_w‘_lﬁz.ﬁhtéoﬂbt.mwﬁ ZL]A,_‘DIJI% du T wm N T
= o T mﬂxcéﬂ AL @x&@@@
_6]1Fi o 8 _,Wm.,_;o%]i =R _
N k) = N ~ =] ToR r o DT "
701rﬂﬂ,mﬂ1Agm—u1oWoEATc§UrmaHoa ol & = B do
ﬂmﬂo_#ozo»émﬁo@o# Lcwagomﬂuumbim]ﬁbt oi;uﬂmmrwmﬂﬁe
@u@ﬂoﬂ.mmE%ﬁﬂmﬁw:_&ogﬂgmmogw& %%J#e@lﬁa;
A m«%%m@%uuhﬁ/ﬂie gomﬂaﬁ%zwr o OfMOjﬂianz
Ao _us.ort_]erLﬂlx gﬁé@ﬂrﬂx = aﬁﬁsaﬁﬁﬂ% o
ﬂmﬁﬂor_/‘._l,ymtxﬂﬂo_/ .}Orﬂﬁﬂn\ﬂ 1_|1 ~ 5 O\IJIL ﬂﬂ,ﬂlﬂ
LlLELP.m ;v]ﬂr{ mﬂmﬂmﬂl7] ) Ak R
No N 0 TN . ~q N o s il ) ~o o) ™ —_— B Ence olis o o X
@@ﬁ@gﬂ@?ﬂqyﬁwg@mwa -3 RN S
X .11.] N .._]_l —_— T i i _
,muiﬂexodnm.ilﬂglwm%wofmﬂqmoEAWHEE n..u_. 7uoﬁimuuu%o_exo
@rgo_emm%ﬂhﬂosud_mgmﬂum% %)E%Eﬂ. &l ﬂ,%%ﬁﬂ%aﬂﬂ@ﬂ%
= ! — o T - ! =)
ﬁmawq@gﬁ@mwwig$@m,qg¢ 5 @%nﬂﬂwiﬂ%ﬁ
wmuTeonaﬁ@o%dﬂﬂo#@ﬂ.ﬂMMQEM% ) %Mk,utw_uuﬂ%@u e
Wy ocﬂaﬂEﬂﬁovﬂwmzo mﬁﬂlzﬁiﬁ_s%74 I X R ﬂmﬁr%ig
WO W x,mﬂjloﬁ B Lto] o oroF % - 11xléemeztﬁoo_ﬂl
W R < 44@_§1r d.b_éng o RO @M;&7ﬂ - =
%ewwaa%wgﬁgl@zgwm . 3g.q§n§ﬂ%w
@munﬂm@.x%%aﬁWEWmﬂ ™ mekuwmwmlﬂdriwii
uianqu,@o T o wsuw o
_62ﬂ)gwﬂo€ ,Woubo];%q o I
R Wml_lxmmo 1reT1.|7UtHL|£0ﬂeﬂL
= W R - 71A]1;o] =
M o ?zﬁlurmour«?
2Lz G ®oW
ﬂﬂrﬂﬁ]aﬁ@i
AiurmJ.E
I

oo

Mg, o]

)

FA Aelso] gl

°©

ViR
HHO] Ugj’j_,'



18 HE - Eob =EX| 73 M3%(2007.9)

o] Folghz ojul= E4E Wojolo
of @th= Zlojth v el Wels HH o o
A el EeE 2 E59

A

7|8A 0w yold gojolojof shu, WER

B4 g @ B wRdAE wold uole] e
" ALgE,

Howard[25]= Hojoll= w<=(logistical), <3 (ope-
rational), A}3](social) Z8]3L 7] (technological)
o] ] 7}#] A< (dimension)©] EA)st=d], 4= A}
d2 T FAel, 29 AL T AR
SAFA Aol AL3] A2 ALY oA, a8
= AL FU1ek B Ao Aol 44 A4
thal At ol & HHEE
Het A1g o] Fy) Bl
< ojug HdYE A8
Bt A e Hg Abs] A}
o)A T, 2P V=
oju} Bt mel Al
ojth. whebA Hetb A

7

o,
2
ofo

ol
2

ol 2

o
(37 >’
—{ %o,
2%
[

Wi
o, o
T of rlo rlo

¢

2ol

]_

MO B

ol
=

4 o Mo Ml
gl:l

o,

b
B
o rlo o

o
ur Koo N

[e)

f
N

A

B ool X om

)
o 1o
tlo it

[e]

PR
ol
rlo Olﬂ
=

2
%gr*"m
= ool A
Fﬁir
W
o 1o
L 2
L
v 2
1o >
y
b
1.\13
o, 2
o
-
10?VL
LY
AR

2

ol

ol
24

T e
N
)

)

o o oo Q@
o2 ok
L N

&2
o

T ATH20, 26, 271. , =

= (structured), %4 © 2 (organized) L
231 1] ¥ (prepared) “dEfoll Al B ol diA
e Ak & F 7R A S SYAoR A}
B HIZY HeHES Holsty] oHr]
woll, oe] Bt As Add] &85 (mixture)
Z 31 A(coordinate) &3t THHow &
e e o] Basit3, 6,111 Atttk ow
& s ofgA AEstar skl whet oF

Z

—_>‘4-"4
N
2
o

Aol Aol A71% s, ofxle] YO 1]
= s, o] wjzkE ) E .
4.2 8 5 Holiso| MWSHAE WaHt Tt
Fan 54

ugre] el A&H o Fxrt Ha Lo
% 23sn dAEe] gl AxEselq Aok
o] G AFEE obAAAE kA
e Ao U¥A JTHBL 1w oleld BA
HAAR o AARAE 5 ek 1y Al
& ANAES Bda A AT AZE neks)
Hol B3 Ueh20] e, uerI oIS A A
37] ol olo] thAE] g woEE A
BheA o B 99890 A glon A
Aol wotdl A Astn 2 BESE AxA
ol 9141 JEH30, 31 L8 ole}, f8L 7
A3 S FABRA AT BHoE o
7% Az AgSHE A9E o3l ner
AA ] BAA e A%5HQ S o] g3z,

oleld Aol wetdiHo] w3E Wla)
A% olgn Ase s



A3 A ojHg 5 vl fith 13
%o &85 FHuslslr] 98t Bl
gt &S FE flvh wEA ARV
A (usability) 7} 2H Alole] #¥ & A
e AR QA TN33], HE59 Helgdoe
Heifet®: 1 gae} dFEHE Foli, HHS
X 7F 7bEstEE divsly] fsiA e dEke] )
o] wh=A] g g &t}

/;‘:]

4.3 n=3HE U0 o5t hA
T3 e iEﬁr(SOphistication of threats)ol

a2
ofs
2
=
=
2
ol
_|_,
RS
ol
20
£

Aasth #e] wek
T2 A s,
6,34 FAAE
SR E%%‘@Wﬂﬂ g %

Az e ol
oAk ATz Ase A
Astel Agetr] Ao

HE del wsh 3

o
off met
f
2

4

4
i)
=
ofl
b
k1
—H
il

>
Pl
X

£ o ol
e
ol
o
s
=
e
ﬂ‘
E

tlo

2 o
i >
o ‘o
[T
o
ofr
ol
k
%0,

K

ol

f
ROt
)
dfo
=]
1

2
S
)
)
it
i

LIS

2
oft o
N
k1
v
M
o
fol
i

&

(@]

X

B i
o
fru
e
L
o
ki
39
ful
inj
-
&
57
g
<
“7’

e
9
>
Ir
o
f
o
[&
i)
N .
[
[
st}
ol
do
el
=2
g2

Horr oo i

4>
ol
e e T
1
o
=
1
oft
et
r
R
o

oot
i
_OrL'
rir
o
rO
=
D
to

[
B
ol

r‘IO
AU

_0|£
SO
2
o
fu
o
f
22
b
S
nj
S
oz
@2 Fo
ol
ol
N

o

2

Kl
ACe=}
e 4
ol

)

b

N
KOS
N

)
B
et
R}
R/ e -

2
v
ox
olgt
o

)

o

o oX

8

rir
1o
=)
o
d
o
iu
ke
<
ol
2
1o
o,
fz
o,
&
-

fT
H“:(oiﬂr'ﬁ
©

Mo 2
4
lfo 2
o fe
ol
1
>
ol
ol
9

Lo
il
-
He
e
4 H
1w
zo do
rl
2
o

¢
in)
e

N

il
o

o
o,
)
[0
ol

=
oft
o
fu
ﬂ
lo
FD[I
X
Ll
2]
o

+>

=Lk o
o

o

e 32

b

o%

<

o

L

[e]
o
=
RSy

rlr
Py
o

jur}
=

fr

re

o =

ol
Qo

o
Ho
o
“QX

Aoz B4 (incompleteness), H
mmetry), %4 (dynamicity) 123l £ (un-
certainty)?] 54 zt=o)h s Bk &

ahti35]. wet AMzs} A& R ot guaa
A

=
o
oX,
)
»
5

N
olf

Shriets mere] ghuge] JFE FE oY 8
(g S, Bele] A, Agel A, b wet
skl B, wT - Ausg Y, 95
E A 2ge] AT e Ak 57k 9]
wiolth, Aol nalAozrE Az F
Fol wet 91ge] Ae=s)E FrHs]
ARBN N FAAE Wol o] v F2
slol 9lthos, 361 FARE @ F A4H Aol
U meragie] gloj® Arelxele] vg 34
& AR 5 b W, oAt mE Ade

webels BE o 34 ARE Bk
olelg WlThHHQ el A
wob7] Mol Abgsolo} al7] wFel AzkH A
o Azalel o5 NN Adan x3E
gghofof woh

ARKH S = (dynamic)o|tt. 43 A3
!

rot
£

A ZEe 2 wster] dite] AR EQE HA] o]
of we} HH3] wststeiol sk F FAA B
of HFat= AL Ju7t flvk A e W
sholl whe} FrEo] A& Wt F YrH &
obErh WS 8% A9 AHHJALS HEZA
a=o] A, art)e] HTH6]

3171 lstel BetAS Hgsu Arks A ol
A ot BAS FulseA, ARzt 34
2 W3 A, FAL WA kA QA - oftiA
R g0 AgHAEA, F49) BHst BHL
Foleld Fol vsl WEsA wush) ol¥y
FAW Ak w5 HE oleld BEAY 4



20 FE-H2ot =&X M7 M3%(2007.9)

AEEF A <GE 1>3 o] At #A
of Wt oy 7HAR EFEe] $hrh Straub and
Welke[37]:= Straubl7]¢] 71& A5 A3E 2
sted A, o, B 9 52 Foiskeltl Yang

et al[38] A4 deFe 435 7les of&sh=

o Armstrong et al.[39]
3} Mirkovic and Eelher[40]t WS4 degke &
gx)3le] -3 (response) 3= Aolgta 7%

o
=
ataL Atk

it Agkrt
Parker[41],
. Kankanhalli[8],
Deterrence, Prevention Straubl7],
Forcht[42]

Deterrence, Prevention,

Detection, Remedy Straub and Welke[37]

Isolate, Exclude,
Restrict, Recover,
Punish

Lampson[31]

Proactive, Reactive Yang et al.[38]

Armstrong et al.[39]

Preventive, Reactive Mirkovic and Eeiher[40]

Deterrence, Detection,

Delay, Response Smith[43]

Prevention,

Limitation, Correction Olnes[5]

o} o] AWuH AL ofxztA AAH L.

2 AEd 4%, 3

A9 % Aol 4§ A7), A Ag A4, 2
a ekl 482 9% oAAR LeAxe) 2
Aol BFD & A WAL,

(E 2) §EEQ Mol 27 =2ae3
Dimension Category
) Prevention
A eke] # g | Proactive
A 7] Deterrence
Reactive Reaction
Perimeter
Heko] =z & | Bordered Defense
A A
Layered Defense—in—Depth
A 2F o] Cognitive Observation
488 99 — -
| Determinative | Determination
SREE
IR A| A~ Directive Activation

o] WAYE}l7] o)A HEFS
v F40] dAsH
2} Proactive %2z}
[e)
%S

131, Proactive

3

2 tHA] Prevention®} Deterrence® -2
9t} Prevention[7, 8] Abde] Fo& 7]&9]
Z(precautionary) &2, &2 o] wa3}7] o] X%ﬂ
= I A H3E Abdete AS
o7 ﬂﬁ‘r Deterrencel7, 8, 26, 44]= ¥o] <]
e
VS

Ja_Oml

I bk b g o o

2 o AN R, R rok] A§HUL
49 Ao avsgt. o dgel A 2

N
o
I

X
Kx)
N
N
o K2
=2
>
oo
ol
rot
jus)
§:
£ o
Y
o
N re Lo
o ol
B om

¢l Aoy FAo LAF A
A3 gl t-8(respond)st”
% (action)S FHstE= AHolt)



é|t9_| 7HLE4 21

.I

wﬂmo‘ﬂmo‘_lrk.
g@ﬁamrﬂogl
oy ol < Y e 9 W -
wo T e K T T X o
%&mﬂﬁa&.iﬁo = A#h.ﬁﬁﬂwxr

0 —
TiifEiiERs S
~ 7o ogo7oE 3 ) N ]oL1
B ™ T iy S i O ~ o B Ew T
%%ﬂ%%@rﬁﬁ <) A mﬂmmﬂma% %.ﬂumﬂw@ao»obfﬂl@

J = 3 . o —
Hfﬁeuﬂwraﬁomnmm@wr o.m%ﬁadr ﬂ%WM%EWEOﬂEo&Q.
.Lﬂ11@@z X g3 o © W TED 5 "X T )
LBTIT ez TT TR ﬂso:ﬂzﬁo:if s EE, T
muum,ﬁ oqﬁﬂﬁmox ﬁﬁﬂﬁm@m@@ %%%ﬂ@rﬂﬁﬂé?%iMwoslor
xmﬂ%iﬁueﬂﬂﬁﬁamﬂ zozo,wlxﬂ .ﬂ%o:ﬂ?fﬂﬂ 4@41@:_}0@.
%ﬂﬂ@rExur = < Az L ﬂ@ﬁwﬂ% ﬂ?nowrm = 5
ﬁmﬂaﬂoawwﬂwﬂ mww 45 . zggﬁgkdgﬂogﬂﬂ,aa%
O = o J o - s o o _k]__o]] = ~
,MWATME%EMA%@ d@%aﬁ_ﬂm% v %ﬁw%d%%uﬂiﬁ%7éﬁé
Emu%@ ,m;gmrﬁa ER ) = S M%%wﬁﬁn@# oT_L%ﬂﬂgoﬂ
= = ) . LI T T i o
mzkzmﬁ%@@ﬂﬂmmbmwaow; ogzy.._oﬂ%@ﬂwwﬂaﬁ
Gl IE%_E uoﬂ)ﬂomw%od-mﬂ B X W drfiiaﬁmao ntiwn
Elgﬂ. P + I A % 3 o W E D

ﬂﬁafrﬂmXQ% H%;uwhcmﬂ @mMM% T T P mﬂk%M%

<5%}m;aﬂino e 1o§@maﬂﬂﬂﬂ§ozo§

o KW = o = ord%,%;ﬂzi% 2 LR

% o N T mF %%ﬂ@7mﬂ 1ﬂm§%A
O W o D oK — T w 5 oo < oo )
~ .- X El oixqaﬁod ol 9w
7 L ow T ﬂmaﬁfr}lanL E.E
oy nm,.&lL‘LIHOEOHTH,LI H 5 M ° ,m—lyo _,A_vulx_l‘%ﬂfﬂi
: FTIETEL £7 S S
i muﬂr.ﬁ.o EAN "o = NEowmo < iU : ol
_ = o 5 J;# X0 %7 7! ~ a " ol BK o] . | ®r
X M HT_ d_ﬂ K ‘% ey = .\E.E ‘c|t ,UI - LC .HL “q _._._._
Eo N Lf o7 ,Wo e, El o o N E; o _u__ o T Q _

ﬂllﬂT]F} AN m_HLZotoE ﬂ@ﬂ‘_wsﬁbfﬂ
e N m_sx%@.ﬂ s ﬁ%&? R0 - ﬂuiu@ﬂi
= _.Al_H ™ oo oo ) T 5,Mﬂ K~ ol - o) R = X <y T
i R @gﬂﬁaoﬂu }4@‘003__0&@ i g_éaﬁﬂ o w2
il o0 goaﬂmﬁo y%._%wﬂ %ﬂ%,ovﬁﬁﬂoﬂ < Emﬂmbtﬂm;oimm T <
o ar ﬂﬁ@éLﬁquﬁiVo ]B,ELWEJ w._ ﬂogoﬂﬂmm%ovmu_x E@
B ar ﬂd%wﬂMxL@o Vmar%m_wﬁo_e iol 1%ﬂ%;%ﬂmﬂﬂw_%.a

o x SIS T = X o 2 X el X0 oF 2 o = T + 5 oM A
A Al ﬂeBoLﬂolt %mﬂle% 7Eﬂ.ﬁimog ﬂr.wrlrgD
: Rl QW%E&WW&WEnQW%ﬂ% m______ m«@%mﬂwﬁaﬂ%ﬂ_sw@mﬂ
o N fmﬂioﬂioMﬂo_E.lqgﬂﬂﬂ a0 mwﬁax_uomr@@@ogm%.m
s hd 2 o»z.e - - =+ Rr = o B W g
X F g ﬁ%mheq} 1zumws TP g s S H TNy ® S
N} mmo_ehrﬁﬁﬂy%o%k@%MLﬂ o @gﬂ%%.qﬁh._o%a
= T K T g 43.1,@ eﬂ@og.i il 1,1% Urigx_evﬂ.w
_~ T O ‘UI XN = il ‘DJ ot )] K = o |_..ﬁ N Z_l T oﬁa o5 —_ I H_I 5
2w o ﬁw,m%ﬂg - B S A T yﬁ% T A

0 amﬂmﬁmmwaha«%m%a%ﬁﬂ o hmmigozz 2w om o

dPafﬂlx%%]nLnaLauurWN _ V_x__ouﬁi%\%%o#%A
o T W o " i_s%% of <l ﬁakﬂg. S Towow 8
o o o v = ﬂmox_vo ,Drﬂﬁdq@ﬁlio
mﬂ%o_axﬂﬂw = SJmoﬂmev ef}ﬂﬂlﬂo
= ™ — h e =
= R ) ﬂwotﬂ Mo ~ %o
5 Efa%1ﬂﬂ%1ﬁ;_
orﬂrﬁﬂl‘mﬁl%ﬂwwﬂrm
i&ﬁ?‘%dﬂﬁ



22 FE-H2ot =FX M7H M3=(2007.9)

o
)
2

3 gld 22 oyt skARE, o

A sgok, 71 Aol obx AR

g
=

o to,
N

pil

A% grgket. web
ARk Afole

¥ ey

o,

i

= g
1o o o g2

=
o, D87k AEel FHHow

S

rf
i
o
>
l
B
f R e
o

o -

¥, i

"o,

N

I

ik

f

rzi iy
RO

i,

2

Ee)
e o
—U EE‘ X

£ |0 oy b wr
=)
by

M=

4
¥0,

rr
N

~
(T
rir
-
N
X
2

R
fJ

&

©

el

.
-
=
O

_O|L

2

s

o L2

o o
2o
-0,
[d
ALY
.
o

> @ rlO
_O‘L
N,

2
g8

o
ol
o
kel
o,

o
=

g}
_/]:

30 M g

Ea
M
AT

QL
rlr
Py
d
e
o,
fu)
I T U )

N
>
2
1o o

AHA 7
= 87 7lHlnE =
F ZH AN AE ALt
o] AFE thede A=
7IRE SEAA] A AL =

7ﬂ %_6‘]—7(4 . jﬂyﬂ?ﬁ_g_i

I

i
Iy
2

Z

-
S
i

1

ofr
32

) LG
o s
4 >
O
ofo N
o
&
o
e

Mn ok o
rir
>

2
iin) o
o
(T
=
flo
¥
pats
oo
tlo
e
+
%0
32
M
o

oL

AgFe] % (architecture of strate-

e I
-4 B oE
P20
X
N
r
?_‘h
>
X0,
)
&
ﬂ‘:_lt
v
QL
X
i
2
=

r
N
)
Y
o
L)
ox
frof
T
=
-3
>
Y
i)
o,
=

I
1o N
iy
ol
38

o Mg

oK

)
o
2
2
o &
o
BN
»
2
&
ok
[
1%
o T
i

0
Ir
)

™ oo [ 10 oh
e 2
f
M
L oo fo r
o
off 4

i
e}
ol
N
Ho
:?g
>
32

o 2 N
2

2 >

o

o

>

>

oo

ol

ol

H

)\31

4=

T e

>~

>,

oo

ol

ok,

>

52

o

Y

o,
—d
N e
ro
Ry
Folt @
2
I
1o
oo
=)
o
fo
rO
il
o
=)

tlo ir

>
=
2

S
2
@
o,
il
ko
[
il
BN
»
o,
o
e
e
257
2

o
i
2!
or
o,
2
o,
Y
i)
ofo
]
4y
o

A=A ol

RN N

-
N
L
=)
]
s,
o
fitl
o,
)
it}
uj

ik]

22

MO

[1] “The Twenty Most Critical Internet Security
Vulnerabilities (Updated) — The Experts Con-
sensus, Version 6.0”, SANS Institute, Nov.
2005.

[2] B. Schneier, “Attack Trends 2004 and 2005”,
QUEUE, pp. 2-3, 2005.

[3] J. Sherwood, “SALSA : A Method for De-
veloping the Enterprise Security Architec-
ture and Strategy”, Computers and Security,
Vol. 15, pp. 501-506, 1996.

[4] “Global Information Security Survey 2005 :
Report on the Widening Gap”, Ernst & Young,
2005.

[5] J. Olnes, “Development of Security Policies”,
Computers and Security, Vol. 13, pp. 628-
636, 1994.

[6] O. S. Saydjari, “Cyber Defense : Art to
Science”, Communications of the ACM, Vol.
47, pp. 53-57, 2004.

[7]1 D. W. Straub, “Effective IS Security : An
Empirical Study”, Information Systems Re-
search, Vol. 1, pp. 255-276, 1990.

[8] A. Kankanhalli, H.-H. Teo, B. C. Y. Tan,
and K.-K. Wei, “An Integrated Study of
Information Systems Security Effectiven-
ess”, International Journal of Information
Management, vol. 23, pp. 139-154, 2003.

[9] T. Grance, K. Kent, and B. Kim, “Computer
Security Incident Handling Guide”, National
Institute of Standards and Technology 800—
61, Jan. 2004.

[10] P. Mel, K. Kent, and J. Nusbaum, “Guide to
Malware Incident Prevention and Handling”,
National Institute of Standards and Techno-
logy, Gaithersburg, MD 800-83, Nov. 2005.



[11] D. S. Alberts, Defensive Information War-
fare : NDU Press Book, National Defense
University, 1996.

[12] S. Edwards and M. C. Willimas, “The Need
for In-Depth Cyber Defence Progrmmes in
Business Information Warfare Environments”,
presented at 2nd Australian Information
Warfare and Security Conf. 2001, 2001.

[13] P. Bowen, J. Hash, M. Wilson, N. Bartol, and
G. Jamaldinian, “Information Security Hand-
book A Guide for Managers(Draft)”, Natio—
nal Institute of Standards and Technology,
Gaithersburg, MD 800-100, Jun. 2006.

[14] B. V. Solms, “Information Security. The Fo-
urth Wave”, Computers and Security, Vol.
25, pp. 165-168, 2006.

[15] T. Tan and A. B. Ruighaver, “Understand-
ing the Scope of Strategic Context in Secu—
rity Governance”, presented at IT Audit : A
Strategic Foundation for Corporate Gover-
nance, Auckland, New Zealand, 2005.

[16] S. Landau and M. R. Stytz, “Overview of
Cyber Security : A Crisis of Prioritization”,
IEEE Security & Privacy, Vol. 3, pp. 9-11,
2005.

[17] R. A. Botha and T. G. Gaadingwe, “Eflecting
on 20 SEC conferences”, Computers and
Security, Vol. 25, pp. 247-256, 2006.

[18] R. Evered, “So What is Strategy?”, Long
Range Planning, Vol. 16, pp. 57-72, 1983.

[19] M. E. Salveson, “The Management of Stra—
tegy”, Long Range Planning, pp. 19-26, 1974.

[20] R. K. Betts, “Is Strategy an Illusion?”, Inter—
national Security, Vol. 25, pp. 5-50, 2000.

[21] H. Mintzberg, “Patterns in Strategy Forma-
tion”, Management Science, Vol. 24, pp. 934-
948, 1978.

x5 2ol HEgol Fetel Ay 23

[22] C. Edwards and J. Peppard, “Operationali-
zing Strategy Through Process”, Long Range
Planning, Vol. 30, pp. 753-767, 1997.

[23] D. Reiter and C. Meek, “Determinants of
Military Strategy, 1903-1994 : A Quantita-
tive Empirical Test”, International Studies
Quarterly, Vol. 43, pp. 363-387, 1999.

[24] D. Reiter, “Military Strategy and the Out-
break of International Conflict : Quantita—-
tive Empirical Tests, 1903-1992”, The Jour-
nal of Conflict Resolution, Vol. 43, pp. 366—
387, 1999,

[25] M. Howard, “The Forgotten Dimensions of
Strategy”, Foreign Affairs, Vol. 57, pp. 975~
986, 1978 ~1979.

[26] W. Tirenin, “A Concept for Strategic Cyber
Defense”, presented at MILCOM 1999, 1999.

[27] L. S. Tinnel, O. S. Saydjari, and D. Farrell,
“Cyberwar Strategy and Tactics”, presented
at 2002 IEEE Workshop on Information
Assurance, United States Military Academy,
West Point, NY, 2002.

[28] B. Chess and G. McGraw, “Static Analysis
for Security”, IEEE Security & Privacy, Vol.
2, pp. 76-79, 2004.

[29] J. A. Lewis, Assessing the Risks of Cyber
Terrorism, Cyber War and Other Cyber
Threats : Center for Strategic and Interna-
tional Studies, 2002.

[30] J. Viega and G. McGraw, Building Secure
Software : How to Avoid Security Problems
the Right Way : Addison-Wesley, 2001.

[31] B. W. Lampson, “Computer Security in the
Real World”, Computer, Vol. 37, pp. 37-46,
2004.

[32] D. Dasgupta, “Immuno-Inspired Autonomic

System for Cyber Defense”, Univ. of Mem-



24 FE-Hot =FX M7 M3%(2007.9)

phis, May 2004.

[33] L. F. Cranor and S. Garfinkel, “Secure or
Usable?”, IEEE Security & Privacy, Vol. 2,
pp. 16-18, 2004.

[34] R. B. Vaughn-Jr., R. Henning, and A. Siraj,
“Information Assurance Measures and Me—
trics : State of Practice and Proposed Taxo—
nomy’, presented at 36th Hawaii Int’l Conf.
on System Science, 2003.

[35] S. Liu, J. Sullivan, and J. Ormaner, “A Prac—
tical Approach to Enterprise IT Security”,
IEEE IT Professional, Vol. 3, pp. 35-42, 2001.

[36] B. Martin, “Social Defense Strategy : The
Role of Technology”, Journal of Peace Re-
search, Vol. 36, pp. 535-552, 1999.

[37] D. W. Straub and R. J. Welke, “Coping with
Systems Risk : Security Planning Models
for Management Decision Making”, MIS
Quarterly, Vol. 22, pp. 441-469, 1998.

[38] H. Yang, H. Luo, F. Ye, S. Ly, and L. Zhang,
“Security in Mobile Ad Hoc Networks :
Challenges and Solutions”, IEEE Wireless
Communications, Vol. 11, pp. 38-47, 2004.

[39] D. Armstrong, S. Carter, G. Frazier, and T.
Frazier, “Autonomic Defense : Thwarting Au—
tomated Attacks via Real-Time Feedback
Control”, Complexity, Vol. 9, pp. 41-48, 2004.

[40] J. Mirkovic and P. Reiher, “A Taxonomy of
DDoS Attack and DDoS Defense Mechani-
sms”, ACM SIGCOMM Computer Commu-—
nication Review, Vol. 34, pp. 39-53, 2004.

[41] D. B. Parker, Computer security manage-
ment. Reston, VA : Reston Publishing, 1981.

[42] K. A. Forcht, Computer security manage-
ment. Danvers, MA : Boyd and Fraser, 1994.

[43] C. L. Smith, “Understanding Concepts in the

Defense in Depth Strategy”, presented at
IEEE 37th Int'l Carnahan Conf. on Security
Technology, 2003.

[44] D. J. Welch, N. Buchheit, and A. Ruocco,
“Strike Back : Offensive Actions in Infor-
mation Warfare”, presented at 1999 Work-
shop on New Security Paradigms, Caledon
Hills, Ontario, Canada, 1999.

[45] B. McKenny, “Defense in Depth”, The Edge,
Vol. 5, 2001.

[46] C. May, M. Baker, D. Gabbard, T. Good, G.
Grimes, M. Holmgren, R. Nolan, R. Nowak,
and S. Pennline, “Advanced Information
Assurance Handbook”, CERT/CC Training
and Education Center CMU/SEI-2004-HB~
001, Mar 2004.

[47] T. Grant and B. Kooter, “Comparing OODA
& Other Models as Operational View C2
Architecture”, presented at 10th Int'l Com—
mand and Control Research and Technology
Symposium : The Future of C2, 2005.

[48] R. Bearavolu, K. Lakkaraju, W. Yurcik, and
H. Raje, “A Visualization Tool for Situatio—
nal Awareness of Tactical and Strategic
Security Events on Large and Complex Com-
puter Networks”, presented at Military Com-
munications Conference(MILCOM), 2003.

ELE SN
199149 Fuishal 2} A 4k et 23 8HA
199349 Fdistu sty AxpA AL (F A AL
1996 Fddistudished A 3FE 387 (F A
1996 ~1998 = ABAA AT2 AddAT4
19999 ~2000d =t T4 AdAT4
2000 ~@ A ETRI #4d7+4 A9d+9



