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ABSTRACT

Mobile node has to register its current location to Home Agent when it moves to another network while
away from home. However, the registration procedure cannot be completed successfully when Home Agent is
protected by the VPN gateway which guards MN’s home network and discards the unauthorized packets
incoming from outside as a lack of security association(SA) between the Care-of address and security policy
of the home network so that the binding registration message without SA is discarded smoothly by the VPN
gateway. This paper presents the authentication and key exchange scheme using the AAA infrastructure for a
user in Internet to access the home network behind the VPN gateway. By defining the role of authentication
and tunnel processing for each agent or relay entity, this paper presents the procedure to register the current
location to its Home Agent with secure manner. Performance result shows cost improvement up to 40%
comparing with existing scheme in terms of the packet loss cost, the property of mobility and traffic.
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