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Abstract

Changeable biometrics identify a person using transformed biometric data instead of original biometric data in order to
enhance privacy and security in biometrics when biometric data is compromised. In this paper, a novel scheme which
generates changeable face templates for statistical appearance-based face recognition is proposed. Two different original
face feature vectors are extracted from two different appearance-based approaches, respectively, each original feature
vector is normalized, and its elements are re-ordered. Finally a changeable face template is generated by weighted addition
between two normalized and scrambled feature vectors. Since the two feature vectors are combined into one by a two to
one mapping, the original two feature vectors are not easily recovered from the changeable face template even if the
combining rule is known. Also, when we need to make new changeable face template for a person, we change the
re-ordering rule for the person and make a new feature vector for the person. Therefore, the security and privacy in
biometric system can be enhanced by using the proposed changeable face templates. In our experiments, we analyze the
proposed method with respect to performance and security using an AR-face database.

Keywords : Changeable Biometrics, Face Recognition, Security and privacy concerns
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Table 1. Changeability between changeable face templates and normalized original face feature vectors.

(a) PCA®lI ICA Arch.12l SZHEES2 Ji5 ez () PCA%t ICA Arch.iel EXYEES JIE #©e=2
(WPCA+(1_—T)VICA1) g‘g%‘_l 7*5%%%%%\,3" (TVPCA+(1—T)VICA1) AOHQE‘_] 7!’{%%%'%%\11} g
75t © PCA SWuEole] ME Al QRMIE%) T3t B ICA Arch.SaHE{ele] Mot Al 2RMTE%)

N 02 04 05 06 08 N7 | 02 04 05 06 08

2 A4
10 0.770 1.248 2.64 5434 15482 10 16.253 4306 2,109 1.016 0778
50 0 0 0 0.002 0477 50 0456 0 0 0 0
100 0 0 0 0.042 04 100 0.010 0 0 0 0
150 0 0 0 0.008 0.224 150 0 0 0 0 0
200 0 0 0 0 0.04 200 o 0 0 0 0

(© PCA2} ICA Arch2e| EZXHEES 5 o= (d PCA2F ICA Ach. 29 S&MEEe 755 &
(TVPCA + (1 - T’)Vchz) Aclsleil 7“?_1%“%%! %%\lﬂl' (TVPCA + (1 - )VICA2)_E A Ao-|5|_| 7%%%@%%-?‘}
st = PCA ENHE|fS HEH A RLRHBE%) Hst 2 ICA Arch. 2 SAHE{ole| HE A FNSEX

N 02 04 05 06 08 NG 02 04 05 06 08

A4 24
10 0.149 0.362 1.290 4.290 16.965 10 20.933 5.006 1.328 0.336 0.117
50 0 0 0] 00453 06 50 0.208 0 0 0 0
100 0 0 0 0 0.024 100 0 0 0 0 0
150 0 0 0 0 0.006 150 0 0 0 0 0
200 0 0 0 0 0.010 200 0 0 0 0 0

€} PCA2t NMFel ESZ¥Ee{ge J15 gle=z 6  PCAR} NMFel EzxHEES JE ez
(rvpoa + (1= 7)vygyp) YAE JHHLZHESD N (rvpoa + (L= 7)vyye) MAE JHALAZH S H
&t B PCA EXMYE et FE A LRASE%) 75t = NMF EZHEele] M3 A LEMIE%)

N 02 04 05 06 08 NI 02 04 05 06 08

24 24
10 8525 7834 8872 11192 18725 10 24013 13922 10648 9.134 9754
50 0.146 0.058 0112 0.226 1.248 50 5776 1.08] 05013 0.277 0.261
100 0.037 0.013 0.072 0.218 0.584 100 1.114 0.093 0.024 0.003 0.026
150 0.002 0 0 0.008 0.162 150 0.416 0.002 0.002 0 0
200 0 0 0 0 0.008 200 0.096 0 0 0 0
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Table 3. False success rate(%) for brute force attacks.

(@) PCA2F ICA Ach. 19 SHE{gEe 715 o=

() PCASH ICA Arch. 1ol SX#ElZel 7i5 oz (rvpos + (1= vigs,) NHE JHAgSH B0l
(rvpoa + (L= 1)viga,) MME FIHAZRIZEE 7 st Sxje ZH A QLEMZTE®%)
o LEAHBE%) :
Y1 02 0.4 05 06 08
N7 | o2 04 05 06 08 A4
2 10 0061] 0246] 0557 0982] 1516
10 3085 472|774l 1349 30482 50 0 0 0 0 0
50 0002 o0o021] 0186 0834 9445 100 0 0 0 0 0
100 0 o o024 0154] 3437 150 0 0 0 0 0
150 0 o 0008] 0032 2437 200 0 0 0 0 0
20 oo O 00 L poast ica Avch 2o SHEiSe| JlE go=
©) PCAZH ICA Arch. 29| EXWEISS 71E #o= (rvpoa + (1—=1)vicas) 7HE E2E YHE 7Hid
(rvpoa + (1= rvica,) Y4 JiHd2UEE 2 2YB30) o XY Y A LRLBE%)
o] LENZE(%)
Y1 02 04 05 06 08
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) 02 | 04 | 05 | 06 | 08 10 0004 0003 0227 0515  13%
10 058 08987 2114 59| 232 50 0 0 0 0 0
50 0 o 0005] 0112] 6248 100 0 0 0 0 0
100 0 0 0 o 14% 150 0 0 0 0 0
150 0 0 0 o 044 200 0 0 0 0 0
200 0 0 0 0 0.064 © Pcast NMFel EHEHES JtE  H2=E
N (TVpcAJF(l—T)VNMF) 7"% B:l—o— gA*Et 7*'H4%
© PCA2} INMF2 E3AE9 s ez FeiZajof et 2xME 24 A 2FA 2 E(%)
(WPCA+(1_ )VNMF) Jég I'H:’%%E"na': 7"
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