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Abstract In network intrusion prevention, attack packets are detected and filtered out based on
their attack signatures. Pattern matching is extensively used to find attack signatures and the most
time—consuming execution part of Network Intrusion Prevention Systems(NIPS). Pattern matching is
usually accelerated by hardware and should be performed at wire speed in NIPS. However, that alone
is not good enough. First, pattern matching hardware should be able to generate sufficient pattern
match information including the pattern index number and the location of the match found at wire
speed. Second, it should support pattern grouping to reduce unnecessary pattern matches. Third, it
should always have a constant worst-case performance even if the number of patterns is increased.
Finally it should be able to update patterns in a few minutes or seconds without stopping its
operations, We propose a system architecture to meet the above requirement. The system architecture
can process multiple pattern characters in parallel and employs a pipeline architecture to achieve high
speed. Using Xilinx FPGA simulation, we show that the new system scales well to achieve a high
speed over 10Gbps and satisfies all of the above requirements.

Key words : Network intrusion prevention, Pattern matching, Embedded system architecture,
FPGA
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2(0011) FHA HAF: 9x A2 0100112 A
gk o HolM: PMIUY 371X 8 FAHLAE
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421 FIFO

FIFOE wi¥ vlE9Q $x] dd2E AAT FIFO
e 3709 Ao} ¥IES] tag, dummy, empty$} A2
HEZ} A%t 18 6dAe EAS 98 Adx
HEDS FAFC ddx HEE 3 BE 9939 4
HAA X A28 [AITE AA BPAA, QY
HE ] Z7)e Jog:N olil 4714 N & IVEZ} X&3s
€ HE9 olth #Hdol 2T44E, Qds vEY
A7)E PPSe] AZR 35 @l FIFOQ) log: /MSqt
g 4 /9o

empty HIETE 3T FIFO9 JEZ7} vlojdEeA]9

BE Jeldt tag HIEES WA A £AE B3
&=t AMS3IT) tag WIEE WY A3 e HA2E
o} dgs e, AR 23 WEr} BRA2H 229
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index 100011

Priority Path Selector

s 3

sei3

FIFQ ID
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r & i P e,
vee | [+ 10 i 01 let ...
i i 10
foady : 13
i [ [ I
Lyl Input Input . input Input
Vector Vector Vector Vector
Encoder Encoder Encoder Encoder
[ 1 1 1
Match Resuit Vector Register (0 up to 63)
32~ 38
| J
Y
N 32 ~ 47 5

v

0~ 63

2% 6 JE wA AR {4 (PMIU)

Weith 03} 132 HWielrby width 2E PMUE
A Mz 23 9EE A3 tag HIE g2 )
A A W9 Q9 vES g4 itk g o
B 927t ARHAS o, tag WELY WF HFE A
o2H " X HRE AMXFE F At PPSTL A
U2 BEE AT Wy, tag HIEES AMS3le] WA 9
2o WA A WEY g Q92 vES 1 HY
F4& o)y A3 Weld] did e nERD §F W
A4S e SRS gt dummy RIEES Q1Y
2 HIEY {& 4%g Yepdch w3 HEZ} U=
ZA3t2 &g Aede IVEE dummy HIEZ} 438
QA HE(dummy JE& HIE) suvhe A @d
FIFOd| AR oA Fozn U} vl g
AT Mz oE w3 23 QeI 2E ¢Eod Ay
2 "EZ} BA9 e PPSel gFew Bojzke A
W =53 92 glojd dummy U9 RIEE
Zboll PPSel ol AL, A o] EAsA e v
] A3 Jed Yaide FEFHe= v dummy
g2 vERE @A gk ZAAE PPSe] 3 HAe
5 Al 71Edh

Z+ #de] FIFOE dolzeElele @Asted, IVES

£ o ot o |

AFE A WY FIFOE T 4 FIFOS =&
iz} IVEY 948 BiE 47} As 4 FIFO9] ZHo|
AR} A BlEY 2E AUAA AR €L
29 Z7(clock cycle) ¢toll BA RO} FIFO A%
x| gl FIFOS Zole H4 20t} 2
Nel AEE ozl WEeo] WAs= RS
A5l 918 Best) 2709 JdEHE Z+E FIFOS
A, Folx shute] Wl AE7 A7AmAL 2L A
AQ $1x] AdAr}t A" 39 e PPSol o)
Aol FIFOH AR olAL molZEjloA ¥
Bo] wde AL AR

422 X149 A7 A 7)(Priority Path Selector)

PPSE 9429 99 FIFOZFAA 78 A&7 =
& dex vEE A9sle d49 FIFO9| ID WEsh
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o
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>
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Aed] R=oN, REg YT tag e 2= 99
FIFO JdEZg WA Mddsgo] did nzddg e
9% FIFOS A WA AER7} $Y3 tag Fe 712
gk, PPSe REx= 37 tag o.Z ulnh ol B
T AAA AR JE2g o A YEH S
N2 AREE7) A%tk dummy Q¥ A7) ofd dE
27t Holx s o) EASHY, PPSE I ZoAM 3}
U] dEZE Mesin Ad"E BE 48 FIFOY] A
49 38 ez BE dummy A"~ dEIS
2kAgth R E AEFI} dummy Q2 dEZ A &)
o] dEW 49 ddE AYET g2 EE dum-
my AdlAE AAETh o)¥A Fdowa, 49 9
PPSo| =28& dee 24 319 dummy 92yt
A Bk dummy Q1HAE wjH o] EAEA] e u)
3 27 9EE JF Aok

423 49 ¥E A36(Input Vector Encoder)

43 9E JQIGIVE)E F55A Urold g o
A A7 dEe dRES 4Y Wolq 1 jlge Qe
EE o HlEY] AUl X Addxs %) b
A HE7L EASA god oA sl dummy 9
25 ATt A" 28 AU 91 QdYaEs &
71 Hell AA @i FIFCel A#AE 1 IVEY R
Wy A dee] B g Y99 ez 2%
IVES] 2=7t il Ax ¥es) $Y3 e o o4
9 dito] F£HER ek WA Ay wE e € o)
WY, & A2¢ 99 AR dojgt vpolEd disiA
AZE vy 27 98571 AYFT HE gR2Ed =
29, IVEE 43 92 9928 oAl A4dgch

5. ®7}

£ =&dMe HA Xilinx FPGA Virtex-4[24]& A}
43t PMUE 4A89th Virtex-4% Block RAM©]
2 29 /M B 9 WAE RAME 3 gtk
£ AANME Block RAME ©]&3le] HE|XEE X
3= SRAME 74819t Block RAM-& &Y £9
XE njgg] HANS A, TEST} 2014 o
= ZE| LE SRAME A& 014357 98 vmz 3
25 BAFort g of A4 PMUS £2} 9%
HEe] 37|18 266HEE BAET, welr dhle
PMUZ} Mg & e AA) A8 37)E 256 no)
Eolt}t. Snorte] Ha HAE =)= g 12810 Eo]y)
Y&, shtel PMUs H@dez o 207 ol
g HP & ok

2% 72 Shift-OR B4 47} &g wet wsls
v PMUS Az £% & Rt X 29 Shift-OR
A AFE loged] 2AYZ FAFYT PMUE

5‘- &= = non-pipelineg == pipefine

- o o
(=T TR Y

PMU XMzl £ (Gbps)

(= - -]

1 2 4 8 16 32 64
Shift-OR €Al

2% 7 PMU A& 4% vs. Shift-OR @4 ¢

Shift-OR A8 ¢t 5YS 49 AY EAEL T
ol A 4 gtk B dYdde F 7R WA A
A AHLBRET, ‘pipeline’e W=e W=} Shift-
OR gt BE Atojo] Holzale A AHojm,
‘non-pipeline’ & sto]Zelg HAFA #L Aotk
JYEE HY Shift-OR GA7 64782 o, F ¥He)
PMU A8 %7} ztz} 14Gpbs, 145Gbps¥$ & &
At

pipeline AAE non-pipeline AAe] ws] Huf 58%
9 As F4g RAFh A% Aole Shift-OR &4
7t Ae4E o F=28]20. non-pipelined] A% A=
| Z¥(clock)e) =& wWEz] HI A A=A
Shift-OR A%t A1Zkel 8] ZA=E=H wlste, pipe-
line A%< vlEE AZ Alzk AA Shift-OR |4+
AZE Foll & Zo] o8l 24 Ak walA Shift-OR
2Ael 71 AE wee vEg HIT A #Fo)
27] W&l pipeline AANAAYE wixa H= A3
Shift-OR A4t AZHE BAE Aol Fasith Shift-
OR ©Al¢] 7} 71 ue), A2" €9 F WEa
AT MY vlFo] FoE0], AA Shift-OR G4 A]
ol F8 AJF ALt v PMUY &5 V&
Shift-OR #® =3 7147819 2RAez 2t
712 FHrbd w3 91X 98 ARA2He Ao 2ge
Ak dimE HZ Az} Shift-OR 4t A3t
Ade AP Brh ZA7] Wi Alx®] 28 &%
Q&L < v

¥ 8& RAM W=, LUT, non-pipeline A#)ol] A
9] ZYPEZF(flip-flop), pipeline AANAY EH=EH
2ol o7 st=do] Ao i Y AHEEHE RAE
. ad¢lde 77 RAM, LUT, FF(NP), FF(P)glx
ol ANRTh A AMEEL 3 A EXE A@shed
dad A9 A4E Jehinh RAM w=9] s4501
F7hete 2L "E|RE Wmge Aggo)dd sQ1%
Aoltt. Shift~-OR ©AY 47} 2715l wal, wi=s
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——PRAM —A— LUT —# = FF(NP) ==@=—=FF(P)

1 2 4 8 16 32 64
Shift-OR £hA =

256 1K 2K 4K 8K
PMIU 17| (8 BIE %)

a7 8 dY &9 A AME# vs Shift-OR @A &

g7 2EJ § "edla, solue WRE XEE Y
&7) 98] wxe] Wast o 2BA =3k Shift-OR @
A7t F7F @5F LUTY AMEE 7} sl olf&
Shift-ORE FAsk=dl LUT7 AMLEr) wjfolt}
pipeline AAME EHEFY Aex 718 H=
2 Folzalgls 9% EYEFY iS4 Shift-OR &
A9l F7tz Q% vEy TE F) uFol] 2}
YHA non-pipeline AANXE ZYZEY M5t &
4 4R gEtM WEEs 2238 magd g
Shift-OR @Al7} 23 7-$ol= non-pipeline 4A 7}
F2 deo]l 2 & itk 712 Shift-OR g o3
745719 s RS W 712 ASE WA oA Wy
HAXE fRo] ZHEFO] FA4 7 U o F7}
Het AT ojAL & FAVL & "ok @A A|2Eo)
THERE W SHEFY AU AREL OdE A4
HIEHA g 1 ¥ 194 HEo] v otk
Avkxo2 Shift-OR HH w3 Fxo o st=
M) 2] ekat MY &5 AlololE trade-off7} =A4)
) A9 E840] =S non-pipeline AAAZAE
Shift-OR @S EE4E 9 B2 97 XE, vz
W, LUT?E Basteh e 3lz=go) Aol Yys)
o, Shift-OR @AIE FUIgo 2R EXd s
29 8 8 PMUY Af $52 $AFE A
o] AlHog folslth ojRe] olHe thE HEl wA
st=gdlolol BIsiA Shift-OR )8 w3 F=7} 7iR=
T3 FHolrt
zb= PMIU
€ FHEIAT 2¥ 9v dF =7 Sl B2 PMIU
9] sloj=elel £58 HoFT HAES RE PMIU
9 A7|Y] It FolZEl &£ 420MHz ==
Al 4A3T. PMIUZE mho]zgkel Fxo)7) uj o
3 ZAZPY MR A2" 289 &2 44
FA8E AL BHo 3 3tk PMUS Hu A4 &
g9 &xvb 1, 294 Shift-ORE T4¥ pipeline

o

238 9 PMIU Fo]=Z}e) 4% vs PMIU =7)

PMUSCIA ¢F 447MHzo) ¢]l23 27 794 19l g
EE non-pipeline PMU$} pipeline PMU2] Hu) Al2
H 2% %27} 356MHz ©Jth ol Shift-OR2) @7
7} B HE AlxE Y9 £n7) "Wolxy) wE
olt}. wigly PMIUE 10Gbpseolds] e £x25 R
FE PMUEY 29 £x22 %5 Aud. 29 102
PMIUY tifgt A7) wa o7 st=do] Ad(&e
o], LUT, EHEF)Y A4 AMe#E RoFrh =4
AME-ES PMIUS 8 & ¥EZD AMeHE Ad%s
vehdo, PMIUE FAlsksd AM&EE =g 49
2 QY vHE T Y3y, Angen AA A}
1 Agdor Zygd. wye F7t FuE &
7tstedz PMIUE Ed #Feje] dojzel) Fzo]7] wj
ol &1 $ded] A2 Yzl © F71 2 oy
Yio 98 vlE 2 QIS Ao dFSA 4 &
4 3k

mRgo g BE AAE FALAE e Xiling
Virtex-4 ol @3l 249 FEEE ZFHs R
¥ 1€ PGU, PMU, PMIUY AY 88%9 Virtex4
FHollM A" AP wREeL RYFED HAY 7=
£ 512x32 HIE =79 PGU, 494 Shift-ORE 77

256 1K 2K 4K 8K
PMIU 371 (/& B|E %)

2% 10 PMIU & BIED A AN vs PMIU A7)
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¥ 1 PGU, PMU, PMIUS =g &%

PGU PMU PMIU Utilization

Percentage
Zejolx 18 25807 | 37040 94 %
ZHEF 32 24575 | 44366 54 %
4908 LUT 0 49156 | 64263 88 %
Block RAM 1 512 0 92 %

32709} PMU, 8K HIE PMIUo|th o] &&= 8K n}o]
E9 #¥ ol AYFL RoA BFo] &afo]2v}
74 AFAQ Agold. &glelAE 2719] LUTY 270
9 E9ZFoE FAHE, AHEEA g3 de &Y
5% LUTE gttt geid FEY dAE dod
Ad 8859 #¥& I F YL Aorh

52 B

HELZ St WA AlLFWNNIPS)2 H2o) DoS, ©
Hd upolEl, B Y3} 2L YEQa FAd Be
st 7 9% 712 RS NIPSe #3338
te)l goles IAEET FAsE o)A HAL
VIEHzZzRe apadch dd w3 719 toleld]
A 32 HEg FAsted AHED NIPSY 3 Al
Zre] AEREE ARAFTE B =7dAE NIPSH £
THE T8 471R ABHIA £22 9 oy Jn
AZ, HE 2§ Ag, HAA 45 23, 53 39 s
HE QuolE)E wFsE #E miY Ax" TzRE
AABIGEL o] @ FAFIEL NIPSOA 34 £ 2 )
AHe 74 Jddg 2= 9Fg Fasith

2 sidAMe AANGE A" o3 Aayg pze
Xilinx FPGA E& A3l Hrlstgn o) Alxd"e
10Gbps °]4el e £TE AT + LS BT
7149 Shift-OR & w3 714718 78§ PMUs
Shift-OR @AE F7tgo2x <44 Z¥§ g o
A AY $%0 52 & + AL PMIU &5+ iy
9 PMU $3 &%9 dXJa 420MHz $52 3
g Adxg 93] FRE YHY £ UK
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