30

1.ME

24| (spam mail)e unsolicited bulk e-mail =
£ junk mailolEtaE® e, 23317 SUgSd=
ool Fax FdoA ddHE B34 gl W
ojtHll. 2#vdE 544 WU vgo] Ay X &

ARG =ER AXTEYS B &4 A A A1 E(007.])

BIaFzEAS o] 83 29vd B
(A Spam Mail Classification Using Link Structure Analysis)

oA d’" Zotat" AW
(Shin Young Rhee) (Ara Khil) (Myung Won Kim)

2 ¢ JIE9 Y47 28 £ AR Lol orAE ®o] /I Yn H2EE FA 7R
I Ye A WEs BEA5] ofr= *‘Q“ﬂ"a‘% ek o AU Qe olst 2 EAE
A5y 98t B =RoAMe A A 72E FHe PI7REY 29dd £F ¢ndES A
orgit}, olRAL AAWY <k FojH A 7H-rﬂ- slolH P =7} slEldle § BB UE ¢ X9
o3 Pag FE 25 AWMU FATE AN F JABHEIE St Bvids )
4s 2R =38 99 YaTREs SadEy stolnyae] My FATE o83 WIHE JATE
B4 d1n8)ZF, 2832 SVM(support vector machine)2 ©)-&% U&7k wg d4d d3os AY
3 EF 29vd 27 "]’\@c’ Agtgith 4y 2as, AU JAFREA guEFe 7129 Lo
Wy B 28ud BF AFET U8%E 7 dEHAeH =3 B A9dd BF ALEE WS
719 s v)wste] AE 97.7%F vebyrh

A= 29 £7, e, JAEHED, SVM

Abstract The existing content-based spam mail filtering algorithms have difficulties in filtering
spam mails when e-mails contain images but little text. In this thesis we propose an efficient spam
mail classification algorithm that utilizes the link structure of e-mails. We compute the number of
hyperlinks in an e-mail and the in-link frequencies of the web pages hyperlinked in the e-mail. Using
these two features we classify spam mails and legitimate mails based on the decision tree trained for
spam mail classification. We also suggest a hybnid system combining three different algorithms by
majority voting: the link structure analysis algorithm, a modified link structure analysis algorithm, in
which only the host part of the hyperlinked pages of an e-mail is used for link structure analysis, and
the content-based method using SVM (support vector machines). The experimental results show that
the link structure analysis algorithm slightly outperforms the existing content-based method with the
accuracy of 94.8%. Moreover, the hybrid system achieves the accuracy of 97.6%, which is a significant
performance improvement over the existing method.
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