2 of
3G OB, THAL 2] e UL D FA B A AFhD Ak @4 oF Avzd BUES NAREE DAY
Wiro AN} AGlon, 3325 4R RWIR AHE ALDE A A IS WA 4T ¢ =3 ) A -
al

=2

=
WLAN-WiBro 9% Alado] Agtsldey. 24 48 wots 33
g d% &EE%% ARgEta Sivh & —t: =

o
do
in
o

m
do
i
i=
Ev)
=
e
n
e
e
o
hl
]
il

Key Management for Wireless Interworking

Taenam Cho' - Jin-Hee Han™ - Sung-lk Jun™

ABSTRACT

3G telecommunication and wireless LAN provide various wireless communication services with their own native advantages and
disadvantages. Currently WiBro service was developed to make up for the disadvantages of those services, and 3G-WLAN-WiBro
underworking system which enables a user who uses ftriple-mode terminals to use those three networks was proposed. Even though each
network adopts mutual authentication process between users and networks to provide security and accounting, they use different
authentication protocols. In this paper, integrated authentication and key management protocol is proposed which makes use of previously
used authentication information and supports safe roaming when a user moves from one network to another one under a same service
provider on the 3G-WLAN-WiBro interworking network.

Key Words : Wireless Network, Mobile Communications, WiBro, Authentication, Key Management

1.M 2 & AFsm 3G olFEA AHlzol HlF w2 AEE
et a9¢ HER o Jvh(ZE 1) F2)M
Pzl oA FA FEOL YA zaHd £2
7] W Frheol EHE FAold, AAAEL W .
oF Aulzg T AF Az aFsn o T@ %"
A 7)ee] wdel gjo] W(LAN: Local Area Network) \ : A et
oo &
7)ol FAHA(WLAN: Wireless LAN)o 2 &35l on \ ,/
olg 7l&He By 23GHz FUI E1H1(wlBro)o1 B \ Bt o
ST olEEA FAH AMAE OBl EAW AS \
7b w3 g o] wisch whEe] WLAN AlH| 2% E—E% g
$E0 AW aFold WL RAW oA Yk
BHL 7H2 gtk WiBro: WLANe| 8] & o %4
’/
d
* RSN 49T Auue RyoTag
"3 Y PRAAEAOIE BAnes§aTE BT aenE
KR B kel Rt s S
=

El

23520069 119 209, AAMSR 1 20074 19 239 (32 1) 3G, WLAN % WiBro2| bj



8 IEHMeIES=FX C M14-CH M1=(2007.2)

£2 vojE dE £ o]FHE F
g & shbe] WYo RN NE TE F
5% 74 Mulx AAE FEH3EE =
2-5]. °}F #& A% AdME
d=ov #e T oY J1A FHAAM LG F 9]
o) ZAE siAsoF 1] ol B FAE
n3i 71E Azde] MRS HAEES de USIM
(Universal Subscriber Identity Module) 7]¥te} R4 &
A2 4% F27 Ad=HAGEL o] A5 FRANE 58
B AR A5 AAE A, ol $ste] UAGS(USIM
Access Gateway System)7} ZF o] <1 AMuld gt
ZEZA MY A5 9% Z2EF WIS St B =
ToAME TLs AREAL £d5e 3 T dEse A
2o X, ALgAT} o]F HOoR o|FE <
9% 7] Be TEEZL A B
TAH) 2ZE B =8 7wE}
ol 1z 2 7} FolAMY AF TREFZ-S A9t 373
AMe 9% ANzddAe y|Re Z2EEE Adstn, 4%
oA At ZIZEZ ki R &S A kA
2o 2 5% ZES Perh

2
off
ol
3 8

ol
)
far!
o
o
ol
~

o
e c
i

tio

R
%o
e

Lo

2 3G-WLAN-WiBro 91E 7= 3 915 Z2EF

o] FEE 71&9 4 3 %o WAL HigSEE AUdd
TZ2A6], 3G B9 Q1% A9 HLR/AuC(Home Location
Register/Authentication Center)E ©] &8 38 I}&,
5 2 E9E 98 989 HERE @t HLR/AuCE
Fo Had Auel HE 3 71AE(key material) 3!
AZWE(AV: Authentication Vector)E AA4ste 3G49
VLR/SGSN(Visited Location Register/Serving GPRS
Support Node)® WLANF WiBro ¢} AAA(Authentication,
Authorization and Accounting) MB|Z HAg3vh ALgx}el
HEH AR 43 UdFE £33 FAYU VLR/SGSNI
AAA MHE HLR/AUWCRRE g 22 FHEE o)&
skl Abgatel EY AT UF ZREES £IFY A
g3te A% ZREFL A2 o g thad. 3G B
A AKA(Authenticated Key Agreement) ZE2EZL[78]
Alg-5tH, WLANI WiBroo A= EAP-AKA(Extensible
Authentication Protocol-Authentication Key Agreement)S
9] A& A% A&"dA TFE MuaE MY gE
AHEAE 3%-EE2(3G, WLAN, WiBrog =5 A4) vgL
g9z g (¥ 2)9A4 Re upe} 2], VLR/SGSN#
HLR/AuCztellE= MAP(Mobile Application Part) T2 EZ S
AHE3HH ) AAA A= Diameter TEEZS[10] AHg-8hth,
UAGS+ HLR/AuCS® AAA AW7E Q1% ¥ $44 A,
ol zte] Z2EZ WHS £}

(J8 2) 3F Al2" 7=

22 AKA Z2EZ
B AL 3G BolA A% ZEIAZE AMESE AKA
=2 EEZ{738] A58} AKANAE AR EY AT}
AP F83 F)(preshared key) KE 7FA3 3tk AKA
ZZEZE o|§F UF A zFL (¥ IH ZTHEIL
A A9g Y5t Z QAN ASEHT WAACd HIEE
Rasgnh). AFL IA AEA A2 AT A
1~394), AHeAe HMEYaY 9% 2 7] Fo A
(AKA Z2EZ 3 dAZA (28 394 4~1584), 2
Yu 7AF FH2] 7] Ad FAUZE M 16~17%
Ae 3GAZ FAEY 7 dAEE HYsEEL V&std
o 2k
(1) 9% FA(authenticator)?] VLR/SGSNo] AH&Rtel| Al
AHAE 8 T3EA S AlFE
(2-3) AHgAe gev]o] 9l USIM 7= AR Azt
¢l IMSI(International Mobile Subscriber Identity)&
[811] 7]A=<¢] RNC(Radio Network Controller)& A
A VLR/SGSNOo.Z Hlth o] uf Ag3te] AEat H
3E 95 o159 FREl= TMSI(Temporary Mobile
Subscriber Identity)& AHEE 4 itk
(4) VLR/SGSN< ¢13 A8l HLR/AuCell Al AH&ar Al
Aol #Fete QF dolHE &3
(5) HLR/AuCE (¥ 49 o] AP rANDS AEX
H3E SQN(SQuence Number)& A3t A&}ty
BRI K 58 o] &3l Mmac(Message Authentication
Code), XRES(eXpedted RESponse), CK(Cipher Key),
IK(Integrity Key) 2 AK(Anonymity Key)E AAHstd,
oAF WE 4vE AT
6) o] <& HWEE HLR/AuCS H38 £°]7] H3t, &
Ho FHul SHEE whEo] VLR/SGSNoz A"
[812,131. o] W, sonve] ¥ HEE o JF HEHES



2UZ F=A|(VLRISGSN)

CMAMEAMER 82 i
@ AER A SR ;

E) " @AMEXAMER
(IMST) :

@=dole 87

+
i
1
t

MAETIZ g7 e (6) 2 F G0l
) RAND[ ], XRES[], CK[T, IK[], BUTN
(RANDI, AUTN) (RANDY], XRES[]. CKTT TK[], AUTN[])

A

BMEAAZS 2P
(RAND[I,, AUTN[])

AKA

(1924

(16) £ 2F 3]
{CK, IK)

(32! 3) AKA ZREE 52T

RAND

_ AUIN
SOQNBPAK  AMF  MAC

K
K
MAC XRES CK IK AK
| AUTN=SQN @ AK || AMF | MAC XMAC  RES CK IK
| AV=RAND || XRES || CK || IK || AUTN | | MAC=XMAC? |
(2 4) HLR/AUCS] oI HIE{ A4 (32! 5) ARZXe| QIF Yl HZ
FREE AWl gsiKey Set Identifier)® AH&®th ALg-gteh).
[14]1. Q) AFEAE £218 RANDSE AUTNV 2 KE o83t (19
(7-8) VLR/SGSN< HLR/AuCEHE wo ¢l Wy Z 5ol 9} o) ¢k, IK, RES 2 XMAC(eXpected MAC)E

RANDS AUTN 3UE RNCE AA AREAR A 24 Abslar,

THVLR/AuCE Q1% Z2EZo] $39 mvitt HLR/AuC (10) At xmacs A8 AvIv Wel MAC Fhol B
2EE e o 79 A% gE FA Fuy Az A Hugozn VEHAE AFH)



10 FEXMIEF=FX C M4-CH M1=(2007.2)

== AP

Ik
flo
2
w

21 Z MIE (HLR/AUC)

i

(32! 6) EAP-AKA BoIZ =Z2EE

(11-12) ©] ol X 4% ALE RES(RESponse)@t <
RNCE AA VLR/SGSNOo.Z X uit}

(13) VLR/SGSN=2 A&7} Bl RES 33} HLR/AuCEH
B & xrES o] dASEA A5,

(14-15) €AE B4, AF AT WAAE RNCE 538 A
SN A ASFoEZR AFHA} HFH o2 TR

(16) 9% ZREZF AKAVl AFHe=2 IF55H, VLR/SGSN2
RNCA A cr9} IKE A5t

(17) RNC= cr® kS A%t o|F< AREAielel o
B BANA ¢zstet 72N A 712N 44 cxsd
IKE AE3.

ghef & (10)AH mACT XMACol LAEA &AM,

9A (13X RESS XRES7} AX8A god QFL 4
Y2 F53, QAFo] AFHoZ FEIW AMEAE A
X E AdsE rAllocal Area Identifier)E VEH A9
8339 Aale YXALE AFet

23 EAP-AKA Z2EZ
B dojxE WLANT WiBro #eM 1% € 7] 44
Z2EEE AMSsHE EAP-AKA Z2EZE[9] 71&%th
EAP-ARAE 0% 2 7) 2W Z2EEZA AKAE ALE
3= EAP(Extensible Authentication Protocol[15] =AY 2
olt}. EAP-AKA+= ¥4l £<ZF(full authentication)
Ayt FMQ W AoF(fast re-authentication) HE-2 A
Fdrh A5 A (29 6)7 2o, 7+ oA
9 3 g2 g g
(1-3) AH&xE Adx 14 ¥, AKA Z2EZE ¢33l
o] wj, AlgRe] HWAl BEE 98} 1S THA Pseudonym
£ A8 4 gt
(4) AAAMY 7 HLR/AuCOl Al Q1%

=2 0
o FHFT

HEE 44 275

JAERAER e
@) A ER AR
(M (3) MER AT
(MS1)
WAKA = Z|E2 20
@3
(MSK)

for

=

MK =XKEY = SHAI(Id | IK || CK)

|

'

| I T

TEKs
Kemr J Kaut

MSK EMSK

(32! 7) EAP-AKA EQIZB0IMe| 7| f=

d, HLR/AuCE AF5HEES AN 3] AAAMWE A

gait), AZHE A4 87u AF HE A dAES

Z2EE WL 8 UAGSE A#stA dch AAA
AME ALgRet AKA E2EZS ¢35t 435 9F
33, cr9 IKE ME TR

(5) EAP-AKACIME K9t IKE dlolE] FAlol °]83}A|
%5, I kS IKE o83 AR 71E KT
o (2® DelAg o] AMgAe} AAAMME cr9t
Ik 2 AR AR ME gevEE gt g4 dx
2Z&¢) SHA1(Secure Hash Algorithm 1)2[16] 338
i, 1 goeg gAAFAA T (PRE: Pseudo Random
Function)2[171 F3AA MKkMaster Key)$d MSK
(Master Session Key) 5 98 7} 715 AAdch
AR 718 F X, X, & IF Z2EZ AR
g ¥g3sEAY F34E AFe) 98 AeEHe 7
ojt}.



=] AP
-

AR AR 23

i
o

f

(S MOTE MEFR A E A
(ReAuthld)

v

GWETE @3

M HERZ HEs AT 71 22l 1

P UEAMAZ AISA AET

g

(ReAuthid)
(&) 182 {21 = 0l B

N (I, *Counter, *Nonce, “HxReAuthid, MAC1)

J‘ (IV, *Counter, *Nonce, *"NxReAuthld, MAC1)

MME M= S

(IV, *Counter, MAC2

e (13 E RS o

BUETCE S

(IV, *Counter, XMAG2) .

(O 8) EAP-AKA HIE XlolE Z2EZ

6) 7] Aol SaFHHE AAA AWE npxg HA7¢1
£ 71A =9 AP(Access Point) &6
Station)°ﬂ Al Agdba,

MSK
RAS(Radio Access

(M AP %& RASE MSKE AT o9 2ol $4
MK e Aol BAE PHEAIN FAYAE
AHg bt

A, mL A

A7 MSKE frRste] FRI dA Jed EAF

(full authentication) ZZ2EES F337] = 9= A

gl HLR/AUCZR-H 5 9HE ”“}Q}OF o, AF

AE o] ALt 53t HEYA BelE Fo|7) 98 ‘3“”0]4

ME ANFS A5, 205 ZREZAA ARzt A

A28 A8l xHnext fast re-authentication identity)E 2 W

Agolvt shzeit) wEg AdSe) Ay 25 (29 8)

Zow, 7+ 9AE 3 UEe o33 g

(1) AP Z& RASY ARERF Adal g50dl thale],

2) AHEAE WE A E S AHAs gugonn ZrE
Zo] A&gd.

(3) AP 32 RAS©] AMga} AEAs AAANHE desid

(4-5) Avle dzste AAGt Nonce, WE AAZ b2
A Gunter, Th& M2 AUFTE A& Az
NrReAuthld$} 433}l AV&HE %2713 W v
(Initialization Vector), &3 WA|R|e] i3 = =
E mAas AHEAA Btk 2RoA 2 Es}
¥ ARE YERIT

& oo

2

[ok

=

XKEY = SHA(Id || Counter || Nonce || MK)

MSK EMSK

(32 9) EAP-AKA HHE AjelZolMe| 7| &

6 AHEAE MAag AFTo

(7-8) A5l HAgahd A
sehek gt ool oig <
x—]ﬂé—hjr

A YELZE AFT)

2 gt
TR vk GunterS
Z HAZ MACQE AWolA

Q) AWE MA@ g FAFozA ALEAE AT

(10) 7o) Azsha AvS AdAs (28 9% 22 W
How NM29 MIKE 741*&?%}

(11) AHE AXE MSKE AP £& RASE dEslz,
(12) AHER Al Q1F0] SRHAeS Ed

3 s oA 7| He|

B =g Agste 7188 AAUES, AT FY
iAo g2 wow oled Agdl 7lEd AAE
AT 9 7] ARES T&H)AL A ARREY] e
o)ttt AL o] HMATE T AMARF Woleke AL,



12 Z2NESB =X C M14-CH M1=(2007.2)

AF HHE #sts HLR/AuC? 5498 ¥ ol ALE
¢k HLR/AuC7t dhtel 718 #frsta dvke AL on|
ot &, T4 AGA ¥ HellMe BE AFS A8 R
Aee dF 9E7E S gt dA, & AR
3G % ol M AREATE ol T " g, olFE] oA WY
VLR/SGSNe] Az& 99} VLR/SGSNA o} AL-&H
A e IF AEES @A 78S AFAES Hol 9
o8l a2y dF AE"edXE 74 WelA AbgdE JE
o] eolatr] wiel A Age ALdte ANL=ZE 3
A get A2E B ojFsEe o, dxe A
$lo] HRL/AuCOIA M2E JdFHEE AP ed 873
1 71EY AT ZREES £ £= Ak z2EY 4
oA AHgEE dold 7182 FUE JAHviHZEH A
A7) Wi, oldweld AEE 45 HHES MEE
oA E&HoZ AT F YUtk

31 4A T2
AEATE EL ARG 0)F FOE o] FT FSol W@
7l #el e TGS et ol 2oE & gtk

() HLR/AuCY] A% 2 BAZE Haslalr] siste], =
% oldwe] VLR/SGSNeltt AAA Aud] A3 %
MEES A7)5A g3 BT 5 Yojof @t

@ AR ARFS Axr] A5, Aze AF R
gol 2% ojdel 718 AHET 5 glojof Bt

@ 27 F, AR LutE 712 AT 9L B
T flojof g}

@) A2 Fo2 o|FF Folk, o|BHe] HPS AZ 7|
2 AF P AT F Yojof k.

©F HEAY g MEe oz oFi:
Ao, o158 Be AZF WAL 2P & oo}

Lo

(1) HLR/AuCY AXF 9 B0 A48 93te, o)A
VLR/SGSNo|t AAA AMHe] HF=e] gou) AlS5 %)
%2 AF HEHES o5 AAA AHY VLR/SGSN
o2 At}

(2) AH8Are AdEE i8] Y3td, ol ddo A ALEs)
d IEE oW oR AEsAY, olAGNN AgEd
715E AN F e J-ARES AT Y B
A T3 718 AR E gov ok, KE AH43
Aty o)2EE f=d MIKE ol&dta Ut upEhA,
2 oK, IK @ EAP-AKA®IA AMEE & e WE
ANFE ARES AL

(3) UAGS: Z2EE ¥§ B

=2
NETIEEDRE T

oftjel, oA WAH

A F& QB Sy,

B H
g

& Agre ARG, o A
2EZ A sian 9t 7

D) AHAe govle @4 fAsn Sle 9 ARE 7}

A3z e

- GHAE AQARLADSG P4 AdAz ANL
A1,

- WLAN® WiBroZol A+ mobile IP 48 YARZR
2 AHgar

(2) UAGSE g2717h 7142 9l A9 A
VLR/SGGNo|Y AAA MM E A + d& =3 H
ol &g # g}

(3) 9130] AFRHM, dFo] FFEHAL
29o] LAEA et & = o

2o BAsA geth wd dAFCE AFHA

< oA A,

(4) VLR/SGSN, AAA A € UAGSe A2 A3

() d&F F AHgA 2 dF FA(VLR/SGSN & AAA
A= A" 7E(ck, IK & MSK)T KST 2 A
o ARE oS WA wg7x Adstn AeH8l

6) AHgR} 71X F7Ee] A FE AL Z A T
TS AL HAS AdE Bl o|Fojxvin
7} g8l

o rir

32 Mot =2EZE

At T2EFL dA AL YE IF ZREZHY
AL FAS I, FHEE Lol ] s, J1E 4
Z TR EZEQ EAP-AKAY9] AKA[73] Z2EZS &%
8t ALRSIEE HASIYT AHEATE AEE BOoE o)F
&, Q15 ZEEZA Zo] AF FA A& A
27" HARAE 2yt o] ¢ AgAE &7 HWAAZRA
‘2¥ 2 dAXE AFFoEN EPE AT JlH" =
LEZo] Azdt

Z2EZY @AY A dAe g2 Zeon (2¥ 10)
of =233t

(1) 22 o]F%e <2dF FAU VLR/SGSN, 2 AAA,
o} ALgA oA AlE2L Adg gt

(2-3) AHEARE AMER Az de FA o]l A 9
2 AR Loc,Z 71A5E A#359 VLR/SGSN, &
AAACIA A43Th ALERE Ak ol Tl A ALE
9 Pseudonymo|ut 7ag570| 7, o] H g A9 Hx] A
B Ioc, = mobile IPO] A} L4ro|Th.

(4) VLR/SGSN, &2 AAA 7} ojd @A e AF FAZ
HE ¢dF HEHE A2 wr] 43 UAGSE 4% #A
Ag Aedd.



SN HESIT S52 Qg
©) UAGSE 1% 913 ARZRE o) dF FA4 K, & 2Jch
AAA, & VLRJSGSNoa *‘8}7 AhgAte] A (10-12) 7NA=E AT 7IatEs A8 5, 949
BE AAAO 2 VLR/SGSN,Z A £3kr} £ AAdste] KSI, Loc,, Nonce®s XFE wiA]X|
6) AAA, 52 VLR/SGSNi= 54 *éﬂ‘—ifﬂ A8 A gk E=@ XA thE T 2= A A
e 714*-“10}31, AREAE] IMsT, AHEH A e Q1% W WA A F7hgeh maa ARt AMEEE e
g, Mg Fold ok, Ik, QAR KSI, MSKS EAP- gro] 3G¢l Aol xS o883t WLANeIY WiBro
AKAOIAM e AAFe) Boe ARZA Gunter HF ol Aol K& olgdTh A WA 9l
#, NeReAuthli® UAGSE 43t moxsh whe A9 ACE ALgAbel Al A e,
o 83 AHE oldo] AAE Aol givtw Ay 13) AHeAE A geret BSatn QW kst

wop AAA, B

K )R vAaas Ao B #408 kvt &
(1) UAGSE AAA, 52 VIR/SGSN.=RE 4308 4R KSI9F AASA SAY A Aol e,
£ VLRY/SGSN, £& AAA, 2 Agsit] 29S ARgo N 2 AWz £ s
® oI5 el AN"M WiBro%e B9, AAA2(T (14-15) Aol BT AHERFE 7] 8o S5 oA
Y Nl Aot Zol #=AE or, K D AL HE o] =3, AR D ZAE Nonceo] I QA2
sted MK, K, K, & A0AH weF A% Msx 2 YAt JATo g et
7t AE g E*% el e ATE FAL (16) o)7 £4F NS A0S WAAG 12904 B
Bgoln, FAT gow A Nonceel T8 MACRE AFHT)
© VIR/SGSN, %& AMME JAFOE 48T A & (g1 8% mmd e, 7IATFE 2ol 4
B A94RE Aedrh 5 VIR/SGSNeE K9 AN ARl A FAEL, AHERE ( 124 2
CH, TS ZJA5 A B3, ARG & KT, MK, K, Nzs JAHRE AGFoRN 29 A7}t drEn
MES2 Y2 2E FH Ol & mol ol = =R

==
i
i

LOAER AR e

VLR/SGSN7t 4%
of A7 HuA0} glow, 2Ye Az Faev.

RNC, AP & 2 RAS

R e

{Id, Loc,)

A4

& djoleulo] 4

[
wmﬁ%mﬁ_Mm

R=Y a7

¥ @OE OO 2T

o= H Ol E0[(UAGS)

goent Kk QRS WS 224

(Id, Loc,) (Id, Lec,)

() 21 = HlolE

(AAA, 22

G 2SO0 27

(1)
® 2= doH

(IMSI, RAND{ ], AUTN[ ],
XRES[], CK[] IK[]
Ksl, CK. 1
MSK, Counter, NxReAuthId)

@ =3 8

ry

=
gol 2o

(15) |

{Loc,. KSI, (CK, IK) = =
(MSKr Kencn Kaut))

(38 10) 2de ¢t ==EZ

ol
il
Hn

(IMSI, RAND[], AUTN[ ],
XRES[], CK[] IK[]

KSl, CK,
MSK, Counter, NxReAuthId)

2 VLR /SGSN,)




14 Z2Mel=2l=2X C M14-CH M1=(2007.2)

4 Hot ZREZ BY

Ag Z2EZL AHEATL olF B oFEAS W,
EEES AE F¥sA &3 ou] ¥4€
A5 HHE A2E FoE oFAIL, AHEATL FHA2
Ad 71E9 718 IdE AT F °‘Ei 37) Ag ==
Egot Mg ZREZL U5 ZEEZY NS 7
&AN71A FeMAE, ojFHdA 7)E dF LEE <
A Fdehe 415} HLR/AuCSt AR&AM ALE 2 A
THE Y02 1848 FHAIES & 7410}915}.

[H

4.1 oHNM 24

L %4_01]/‘1“ EAP-AKAS ¢HAE 7

P
o
fetl
2,
2
(Kt
i

(1) A}&2 22 B3 (identity protection)

ATt A% ZREZME AR 1Y T HE 9F ==
EZS £ g 97 AYAE vdo2N AbeA A
AE B3R iz, olFe T ZREZIMNE d3&
pseudonymo|ut TMSrE RYOSEA AEA AHAE B
ok Al TREZL ¢dFo] W o] P ALEAS}
o]53 Lo I ZR2EZo|7] W 4T Adxe A}
£8% &3 pseudonymeltt TMSITHE AHEETH wabA A
g EREIZL AEA HEAE RIE F gt

(2) 4% % (mutual authentication)
EEZL gAY HEYA ol ¥E ¢
Sy T, AEATL o|F Ho= Y%?"L 7Ag-ol o3t
#e == an]q nEhA, & Z2EEZS 53 43
‘r'

2
r o
r$‘~'
1=
r°" olN

Az T °7] mj E-o, "1]‘5—?127]- KSIE Byo=xn
£ Foldit) AlgAe EYAE A2 TR
ZAA 71¢ K £& o2 fARd B3 o=z

aut‘_‘
g s $544

3taL, olE ATHeEN A B

(3) AuC E849 F4({looding AuC)

RE o= M EL HLR/AuCEEE <% WgEL 7}
Z ¢kot 817] W&o HLR/AuCE A8]A AX FA(denial of
service attack)®) tiido] ® 4 glth o]#}d o2 EAP-AKA
EFe AuCE9 EfHS Ads=E @gt) Ao =28
Zo| M= mAEE IZ WHE oY A9y Auz A%
gozn Agae o|EoF A% HLR/AuCY 2714 A%
o] HASIA] UEE PGtk I UF A Ec] UAGSE
Zalo] % WMEEL A%sEE FozM HLR/AuCZS
EYFe A4¢ A UAGSE olF W3kel HjAx)
of g ZEEZ Wgo] Fg J|FoRA, AZ9 Fga A

e 99En QE HLR/AuCH wlske] %o &7 o
2o HLR/AUCS A3te Zut Edge 2Ae $28
_/‘r:

(4) A FZ(replay protection)
At TREFL Q1F ZREZI
Z Z2EFo| 57| oA F ¥ oY o]F 9]
A F 928 MR A AT BAdA e
vigl o], AR} HEYAE FTHF FEA 712 HA

*fw A o

ruE e

o jus
Aot dF Z=E AL ol& AF U FEA
o A% 719 kY K, 2 I9F ZREES T B

Aot 2% 3 A5 Z2EZ 9 §lo] g 2] 2
A Aeols T4 KT 2 FAA 7€ AHEEHA 90
ol2 st AN Z2EZo il 128 1504 FTLF
MAC kol BARTHE AT H o] 7Hsdirt. ol WA
fste], 27 Wuictt 7|2 2L AHF NonceE B4
B2 MACE ANE W Nonce?t EFHEE SFATE webA
2oz Q3 A FAL HxHr}

(5) 72 24 (man-in-the-middle attack)

AF 2 7] Fof TREZ dF BT ZRESA AKA
2 EAP-AKAYME F202 4% A 7te7] 348
B7] HeME BeHoR qhddA ¥ delMe F2A
o] HFHEE 87du rf & =&olA A Z2E
Z2 AKA % EAP-AKAS| 7bg Abgel 7]ikste] dA s

Q. Mk, 318NN J1Ed vreh 2ol ALk VAT
el B4 7 AN e A AdR s 3
o A ZREZAA A FA TN SedEe AR
K, AAAR, YEHATE Al A2 APEE Monce R
A A" # e golw, olg ARE ZEE WA
tste] vEHASG ALgAte] FHF FAA 712 AT2

Bt Huy] W, 54 FaelAe g4 F
27h5 3t

e

"é‘
o]
#e

Az g Aula 543 AHERE 7T gle 24 A
FE dEstEe /\157} o]FoA 1 3ot 3G olFFAH
WLAN 2709 %42 495387 93 F4EL 3GPP 2F
A AAsta %13_’[2—5], 3G o]FEA JJr WLAN % WiBro
FE AT At FZAAFTAATYAN 2 F2E
AdstHeHel 2y 37 B9 dF /\li‘%‘ dre =22
3 J1eE ZEEZE o At urh fitk wekA, A

Z2EZ9 F&A BAS B, AR HE B
1530E 9 o)EPelN SHHoz AFE FYste Atk
AL Z2E2S FRPPE W 5840 FHHAANSE Holx
A gt Ze4de SRR AP diste] HLR/AWC,
UAGS 3 AH87He] SddA E43giT.

r°:e

[«



Z2EZo| SN Yt AF AsdIAE, BY
9 Q2 93] Fskel st HIR/AWCH 9% 4w
g A4%E 39 23Y TEE A3 At we
FAY F7he 9% A2de A%

AstE HAL B ole, olF ol§d AHulz AR FH
Ak & vk HLR/AuC“ 2EAL ] @ Wl
A 57H91 1T WHE A4sle) VIRSGSNGEE AAA
Au)ow AEa 3, VLR/SGSN(ZL AAA AH)E ol

o]Fo)d “H“}E} HLR/AuC=Z¢] FAgle] A%stu sle &
T HEE shd AREITHB 1213l Hote Hf2A, OW
% VLR/SGSN(ﬂ— AAA /‘1‘3‘1)01] A%d 578 UF 4
B7F o AREHIE 2 5 AM8E J18e] AT
vtad A5-ehd HLR/AuC7} *Hi AF AEHE AYsL
°lg o]FF "o«] VLR/SGSN(Z2 AAA Au)E H$3te
AT ZREZS Fdsof & Zolth oA AP Z=
EEE AMS3A 93 Ve Z2EZES

€ A% T 2y OWU o] VLR/SGSN(Z2 AAA

Al mAbgE AF HEEo] dol d, oA
VLR/SGSN(ZF& AAA /‘hﬂ )2 A} T2EES o]gdtd
UAGSE AA o]FF %o VLR/SGSN(F2 AAA A=

A4 Dok ol B9 HLR/AWCE 37k A% g A
He #A 9 89, 59 T VLR/SGSNFE AAA
Aw)e] HLR/AWCZRE AFUHE /A2 Qolw 7]
WEo] HLR/AUCE S FAE 2487 etk gaA A
% Z2Egold) HLR/AWCS A4% 2 BA%e, Hoo
ASe A T2ESL G BFS sk FY
2 99 A9 T840l Eolu

(2) UAGS &H¥

Rl ol5@ Yol GRel JEY AF ZeETL
ol §3HEE UAGSS) AL §1& & otk 24, of 4
e A2e 9F W) 4HS A% HL
% FAFE ST 05T ol WLANC Wi

Aot Z2EZS o] g3ty UAGS7} o4
02 AF ¥y A% FTATLERN B‘*@
ik At guh @, o]z ﬂou VLR/SGSN(Z-2 AAA
Auo] =& VLR/SGSN(ES AAA AMHE 15 9H
L A4k *% 719 R—}%‘ ol dastA dvt vy
VLR/SGSN(Z-& AAA H¥) HLR/AuCA e 0l
7] 93t 7%1—-;@1, A ZEZJANE HLR/AWCY %
AFE Btz 988 A o

(3) AH&A =4

At TREZAAM AMgAE kS IKE A2 ANEA
@3, AT 7€ LFL P& SN A mAcC
e Adeta Foete A SAsA Ao mace A

lo
rir

X
& ZRESS o]8% ANy BAFE Z71A) orod
N Aol 7as 2L, Bk oy, 7%

Hi
lo
o
oft
oX,
o
EY
ok
o
H
1~

o
N
N
N
El
30,
!

rlo
L
oy
r
b
o
2
Jaiv3
col
o I
oyl
8oy

N
o
o
ﬁ
z
=
rlo
=)
of
o
o,

bt o

l;J
o ol
Ll»zrﬁiﬁ

I
i
[}
>
=
[
e
R
rlo
ko
ol
wo e
rlo
o

N
-

oo -

s)
e

tt. °]°ﬂ =2 A4EEe} o
A7 2 WiBro7l 245
02 AEATE ATEE
o] A¢HULt 7z MulzE B
ol Ko -’Fﬁﬂﬂ‘ﬂok 3}“1, o
e Az gE dFAA =

= ol mﬁ-o}‘:} & %%Oﬂ 1
5 eIl AHEATL o]F e
o
=2

oft
o
i o %L
N
i

32
Rl o
o &

o,

22
M

°.
off i

it
s
of

i
It
QrL‘
N
>

v

off ot r@ w
o,
=5

2
— hu
W W,
i
ofl s
o o
o g W

ol
-
N

o
of
X

3
z
7
=
3

rlr m%&!
ACH

T ot
4

HU
L
OHW
e}
o
fetl

[
z

E
Q%8 A% 7l Be TEEe AL A
2o AgA FAF AR olEYez
| £&H0)T AATA AZ0) )R =S
zx %

S
M (K o rR ¥ St ox off o¥ 1o X0

o
ot

ofr
-

ol
2
(o
£

[ 3%, 923, 440, “F4 =92 A5 the 2 3o
A d a2 g3 e, NCS 2005, pp.13-16, 2005. 12.

[2] 3GPP TR 22934, “3rd Generation Partnership Project;
Technical Specification Group Services and System
Aspects; Feasibility Study on 3GPP System to Wireless
Local Area Network(WLAN) Interworking,” 3GPP, Sep.,
2003.

[3] 3GPP TS 23934, “3rd Generation Partnership Project;
Technical Specification Group Services and System Aspects;
3GPP System to Wireless Local Area Network (WLAN)
Interworking; Functional and Architectural Definition,”
3GPP, Jan., 2004.

[4] 3GPP TS 23234, “3rd Generation Partnership Project;
Technical Specification Group Services and System Aspects;
3GPP System to Wireless Local Area Network (WLAN)
Interworking; System Description,” 3GPP, Oct., 2006.

[5] 3GPP TS 33234, “3rd Generation Partnership Project;
Technical Specification Group Services and System Aspects;
3G Security; Wireless Local Area Network (WLAN)
Interworking Security,” 3GPP, Jun., 2006.



16 SEXMZSE=2X C M14-CH R1=(2007.2)

[6] ©178%, W49, “USIM 718 53 15& & USIM Access
Gateway System A", NCS 2005, pp.17-21, 2005. 12.

[71 3GPP TR 31900, “3rd Generation Partnership Project;
Technical Specification Group Core Network and Terminals;
SIM/USIM Internal and External Interworking Aspects,”
3GPP, Mar., 2006.

[8] 3GPP TS 33102, “3rd Generation Partnership Project;
Technical Specification Group Services and System
Aspects; 3G Security; Security architecture,” Dec., 2005.

[9] J. Arkko and H. Hayerinen, “Extensible Authentication
Protocol Method for 3rd Generation Authentication and Key
Agreement (EAP-AKA),” IETF RFC 4187, Jan., 2006.

[10] P. Calhoun, J. Loughney, E. guttman, G. Zorn and J. Arkko,
“Diameter Base Protocol,” IETF RFC3583, Sep., 2003.

[11] 3GPP TS 23.003, “3rd Generation Partnership Project;
Technical Specification Group Core Network and Terminals;
Numbering Addressing and Identification,” 3GPP, Jun., 2006.

[12] 3GPP TS 23.008, “3rd Generation Partnership Project;
Technical Specification Group Core Network and Terminals;
Organization of subscriber data,” 3GPP, Jun., 2006.

[13] 3GPP TS 29.002, “3rd Generation Partnership Project;
Technical Specification Group Core etwork and Terminals;
Mobile Application Part (MAP) Specification,” Jun., 2006.

[14] 3GPP TS 24.008, “3rd Generation Partnership Project;
Technical Specification Group Core Network and Terminals;
Mobile Radio Interface Layer 3 Specification; Core Network
Protocols; Stage 3,” 3GPP, Jun., 2006.

{15] B. Aboba, L. Blunk, J. Vollbrecht, J. Carison and H.
Levkowetz, “Extensible Authentication Protocol (EAP),”
[ETF RFC3748, 2006. 6.

[16] National Institute of Standards and Technology, “Federal
Information Processing Standard (FIPS) Publication 180-1,
Secure Hash Standard,” NIST Apr., 1995.

[17] National Institute of Standards and Technology, “Federal
Information Processing Standards (FIPS) Publication 186-2
(with change notice); Digital Signature Standard (DSS),”
NIST, Jan., 2000.

T Ef
e-mail : tncho@ws.ac.kr
1986'd o] &tadztey st
A2 A A8 #H (o] HAH
1983\ ol st Atu gt o st
Ak A2k 8L 7o) ALY
19884 ~19963 S FAAZAATH

20044 ol selista set7leThstd A FE S
20049 ~20054 o) skl Ao sil AFE S HY LA

20064 ~BA $A SR JRBATA S

20063 ~ 8 FFAAFNAT FHRASEATH

BAEeE: 7] B, dudF A, MEAD Bt 5

&

e-mail : hanjh@etri.rekr

19973 s4digta FRFAF 3}
(F84H

19999 FFH7|9 HRZANFH
(FE4Ah

19993 ~ # A AFAAZANATY
FABREE£ATH AYdTd

BA ROk AnlE Jl= USIM, F41 Bel 7l&

il
lob

g

ofrt

IRC I
e-mail : sijun@etri.rekr
1985 T4 hsta
ARAESHE A
19874 St
AAA G A
19973~ A A HAFTNATH

TR ARRE, 7 Bk, AN EFAA,

e %



